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Abstract—The growing popularity of Android applications
makes them vulnerable to security threats. There exist several
studies that focus on the analysis of the behaviour of Android
applications to detect the repackaged and malicious ones.
These techniques use a variety of features to model the
application’s behaviour, among which the calls to Android
API, made by the application components, are shown to be the
most reliable. To generate the APIs that an application calls is
not an easy task. This is because most malicious applications
are obfuscated and do not come with the source code. This
makes the problem of identifying the API methods invoked by
an application an interesting research issue. In this paper, we
present HyDroid, a hybrid approach that combines static and
dynamic analysis to generate API call traces from the
execution of an application’s services. We focus on services
because they contain key characteristics that allure attackers
to misuse them. We show that HyDroid can be used to extract
API call trace signatures of several malware families.

Keywords—Android API call traces, Repackaging, Android
Applications, Static and Dynamic Analysis of Apps, Mobile
Security

I. INTRODUCTION

Users usually trust the application stores to provide them
with mobile applications that are secure. The problem is that
it is possible for an attacker to download an application,
manipulate its content by introducing malicious code,
repackage it, and upload it into app stores. Repackaging is
considered among the top ten risks for mobile devices [45].
In addition, Zhou et al. [1] showed that more than 85% of
malwares are introduced in applications through application
repackaging. A recent incident is reported in December
2015, where the malware “GhostPush” was discovered in 39
different Android repackaged apps [2].

There exist studies (e.g., [9, 10, 11, 12]) that aim to
detect automatically repackaged (and malicious)
applications. These studies vary depending on whether they
rely on static or dynamic analysis techniques. The common
practice is to extract attributes of an application such as
opcodes, APIs, images, resources, user interface graphs and
use them to model the application’s behaviour. Among these
features, API calls that are invoked by the application
components seem to be the most reliable [22]. This is
because it is difficult for an attacker to manipulate API calls.

Generating API call traces from an Android application is
a challenging problem because the source code of
repackaged applications is rarely available. Besides, these
applications are often obfuscated, which hinders static
analysis of source code. In particular, encryption and
reflection, two widely used obfuscation techniques [25],
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make it almost impossible to analyze the code of a
repackaged application.

In this paper, we present a technique for generating API
call traces from the execution of Android applications
despite the presence of obfuscation. Our approach, called
HyDroid, does not need access to the source code either.
HyDroid combines static and dynamic analysis techniques.
We show how our approach can be used to generate API
call traces from the execution of the service components of
applications. We focus on the service component because
we showed, in our previous work [4], that there is a high
possibility of finding malwares by studying the application’s
services as opposed to other components.

HyDroid encompasses in two phases. The first phase
(static analysis phase) consists of modifying and
instrumenting the application’s binary files. We achieve this
by transforming the binary of an application into a higher-
level representation using the Jimple grammar [24]. Once
instrumented, in the second phase (dynamic analysis), we
run the application by exercising all possible paths and
generate the API call traces. We tested our approach to
generate APl call signatures of malicious service
components of applications infected by fourteen families of
malware.

The remainder of this paper is organized as follows. In
the following section, we provide the background needed to
understand Android apps. Section III contains an overview
of the HyDroid approach. In Section IV, we present the
result of our evaluation. We discuss threats to validity in
Section V, followed by related work in Section VI. We
conclude the paper and present future work in Section VII.

II. BACKGROUND ON ANDROID APPLICATIONS

A typical Android application contains four types of
components: activities, services, content providers and
broadcast receivers. Briefly, activities represent what the
user can do with the application while providing user
interfaces. Services are components that run operations in
the background. Content providers are used to manage a
shared set of application data. The broadcast receivers
respond to system-wide broadcast announcements such as
“the battery is low”.

A service is usually defined to perform long-running
operations or to perform work for remote processes such as
playing music in the background, or fetching data over the
network. In AndroidManifest.xml, a service is defined by a
<service> tag containing some attributes. It is implemented
as the subclass of class Service in Java code and the class



name has to be similar to the name defined in
AndroidManifest.xml for the service.

An Android application, typically developed in Java, is
uploaded as a zip file with suffix .apk in app stores. This zip
file, generally, contains an application program as
classes.dex, as well as application resources like pictures,
music and xml files, which describe the layout information.
It must also contain AndroidManifest.xml, containing
information about the application such as the name, version,
access rights, and referenced libraries of the app.
Classes.dex is in the format of Dalvik Virtual Machine
bytecode provided in Android.

III. THE HYDROID APPROACH

Figure 1 shows the phases of our approach for
generating API call traces from the execution of the
application services.

Phase 1: Static Analysis

In this phase, we modify the application code to make it
possible to exercise the various code paths through a service
life cycle. We achieve this goal by going through the
methods of the services and modifying the if-statement
conditions. If we can control the conditions, we can force a
method to run following a specific code path. We change
the conditions with simple Boolean parameters that can be
used as passed input to the service methods of an
application. This will provide the analyst with a way to
control the code so as to run it following a desired path.
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Figure 1. HyDroid Approach for extracting API call traces from Android
app services in the presence of obfuscation

The example in Figure 2 shows the changes we apply to
if-statements. In brief, three types of manipulations are done
to if-statements. First, the whole condition is replaced by a
Boolean variable. Second, assignment statements are done
inside the if-statement body. Finally, exception handling is
added. The condition in an if-statement is replaced by a
Boolean variable called CondParameter. We will use
CondParameter to exercise various paths of the code. For
the second manipulation, we need to assign an acceptable
value for i (used in the operations of the body of if-

statement) to run the operations within the if-statement
correctly. Assigning a correct value to i is not always
possible because, for example, of the use of objects. In this
case, we apply the third manipulation to handle possible
exceptions by try-catch statements.

Example of conditions The conditions after applying the changes
if (i >100) { if (CondParameter) {
f(i); i=100 + ¢
/I rest of Operations; CondParameter = false;
} f(i);

/I rest of Operations;

}
if(i# Null){ if (CondParameter) {
(i); try{
/I rest of Operations; f(i);
} }catch(Exception e){

e.printStackTrace();

CondParameter = false;
/I rest of Operations;

}

Figure 2. An example of a condition in the code that has been modified

Since we do not have access to the source code, we need
to manipulate the dex (binary) representation of the
applications. We achieve this by using the soot framework
[24]. More particularly, we transform the dex files into a
Jimple representation [24]. Jimple was designed to facilitate
the analysis of dex and bytecode files. The Jimple grammar
for ifStmt is:

ifStmt — if conditionExpr goto label;
conditionExpr — leftOp condop rightOp
condop — <|>[|=[#]|=]|2

In Jimple all variables are written in registers. In
conditionExpr, leftOp (the left operand of the condition) is a
register that will be compared by condop with rightOp (the
right operand). We will evaluate the rightOp and its type
and based on the condition operation, an acceptable value
will be assigned to the register. Jimple also handles complex
conditions and calls to functions in conditions. It achieves
this by doing all the operations of the rightOp before the if-
statement and assigning the result to a register, which will
be placed as rightOp.For cases where the right operation is a
primitive type, we assign a fake value to them by using
assignStmt in Jimple. This strategy does not work for
objects since we would not know which fake values to
assign to them. To overcome this, we simply add a try/catch
block and intercept the exception that would rise for an
incorrect assignment to objects. We use the Trap class in
soot to achieve this. We print the trace inside the catch block
and allow the execution to continue.

Figure 3 shows an example of the transformations made
to the pseudo code of a simple application. This program
executes a malicious operation, which consists of sending
data to a predefined phone when the application is installed
on a real device. The application starts by checking if
Playstore is installed. It then reads the list of packages in the
device and then checks for finding package “vending”,
which belong to the Playstore application. As shown in
Figure 3, we change the conditions to Boolean variables and
add an exception handler to print out the trace.
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Figure 3. EmulatorDetection_PlayStorel before and after manipulation in
static analysis phase

In our modification of the code, to save space, we
represent all the conditions found in the service method by a
bit in our test case suite generation. For example, for five
ifStmt, CondParameter can get all the combinations of
values for five bits. CondParameter that has the value
“10011” in binary shows that the first, fourth and fifth
conditions are true and the second and third conditions are
false.

Loops in Jimple are represented by ifStmt statements and
gotoStmt. As our goal is to only extract the API call traces
in all code paths, as it is shown in Figure 2, we assign false
value to the condition inside the body of ifStmt in order to
execute the loops only once. Switch statements are handled
the same way as if-statements. We simply turn them into
multiple if-statements and apply the same method as the one
used to run simple if-statements.

After modifying the code conditions using soot, a new
apk containing all the changes is generated. It is required to
add permission for writing to the external storage in order to
record the trace including API calls later on during
execution of the application. We use a tool called APKtool
to add the necessarily permissions to  the
AndroidManifest.xml file of the application.

Phase 2: Dynamic Analysis

The first step of this phase is to generate test cases to run
the modified app. This consists of generating test values for
CondParameters. We simply apply different combinations
of values (True and False) for CondParameters for every
execution to obtain good path coverage.

To run the test cases, we developed a program, that we
call the Service Life Cycle Simulator (SLCS) application.
SLCS simulates the life cycle of a service to interact with
the services in the tested application. This application
should have the same signature as the modified application
for the two applications to run in an emulator.

While starting a service or bounding to it, some callback
methods are called by Android during the life cycle of a
service. We implement the service life cycle by calling the
callback methods and providing test cases to start or bind to
the service.

When the service is bound, apart from the callback
methods, there are interactions between the service and the
component that is bound to it. The component can call
public methods of the service. The information such as
implemented service calling approach in the application can
be extracted in the static analysis phase using the soot
library by analyzing the methods of the service components.

For simulating the service life cycle, we used Android
JUnit testing for calling callback methods and simulating the
execution of a service when it was started or bound. The
Java reflection technique is also used to call service methods
at run-time since we do not have access to the source code
of the modified apps and we cannot directly call them in our
testing code through SLCS. The class Debug and the tool
Traceview! are used to generate and view the traces while
running the simulation.

Note that apart from callback methods in a service life
cycle, there is a set of callback APIs that are common to all
application components including
onConfigurationChanged() and onLowMemory(). It is
necessary to consider them and call them as public methods
while binding to a service.

Finally, it is worth mentioning that the SLCS application
and the modified application are installed in an emulator with
the same signed signature. This way, the components of the
modified application can be called by SLCS. SLCS will start
services in the modified application using a variety of values
for CondParameters. The traces will be recorded using the
Debug class during execution. We used Traceview to read
and process the recorded traces. We prune the resulting
traces so as to keep only the Android API calls and calls to
the Java library that can reveal the behaviour of a malware.

IV. CASE STUDY

In the following case study, we assess the effectiveness
of HyDroid to extract API call traces from malicious
applications. As discussed earlier, we focus on the service
components of applications and this case study looks at
malware families, which contain malicious operations in

! https://developer.android.com/studio/profile/traceview.html



TABLE I.  DISTRIBUTION OF OBFUSCATED AND NON-OBFUSCATED APPLICATIONS IN EACH MALWARE FAMILY IN GENOME DATASET
Malware Family No. of Obfuscation used Num. of non-
apps obfuscated apps
BgServ 9 9 app samples with name alteration and reflection 0
BeanBot 8 8 0
DroidKungFul 34 None 34
DroidKungFu2 30 None 30
DroidKungFu3 309 None 309
GingerMaster 4 4 app samples with name alteration and reflection 0
GoldDream 47 6 sample with only name alteration and 13 samples with 28
name alteration, reflection and encryption

GPSSMSSpy 6 None 6
HippoSMS 2 2 app samples with name alteration 0
NickySpy 2 None 2
Pjapps 58 None 58
Plankton 11 11app samples with name alteration and reflection 0
SndApps 10 None 10
Tapsnake 2 None 2

service components of Android applications. Note that a
malware may manifest itself in other components as well.
This case study addresses the following research question:

RQ2: Can we use HyDroid to extract API call signatures of
a malware?

A. Dataset

We use the Gnome repository [44] which contains over
1200 malware samples, categorized by malware families.
We selected fourteen malware families that manifest their
malicious operation mainly through the service components
of an application and contain more than one sample in the
dataset so that we can find the correct malicious service by
comparing the service code in different samples.

All selected malware samples read device’s confidential
data such as Deviceld and IMEI number, geographical
location, received SMS or Phone call data and send them to
the remote server. While some malware families [48]
including GolDream and GPSSMSSpy, NikySpy , SndApps
and Tapsnake finish their malicious operations to leakage of
such confidential data, some other families, namely,
BgServ, BeanBot, DroidKungFu families, GingerMaster,
Pjapps, Plankton continue performing variety of operations
by getting commands from the server. Different commands
in samples include downloading file, installing payload,
bloc king message, sending message to premium numbers,
changing remote server address, sending GPS location, etc.
HippoSMS [48] was implemented to send message to
premium numbers. While there are four samples in Genome
dataset, we carry out our experiment on only two samples,
which use service component to host malicious operations.

For each malware family, the dataset contains
applications that are obfuscated and others that are not. This
allows researchers to use the non-obfuscated applications as
a validation set.

To check the obfuscation used in applications, we retrieved
the source code, using dex2jar? to covert a dex file into Java.
The distribution of obfuscated and non-obfuscated
applications of each malware family is shown in Table I.

B. Evaluation

To evaluate the effectiveness of HyDroid in extracting
API call signatures from the execution of the services
infected by these families of malware we have performed
the following steps. In Step 1, we extracted the API call
traces in methods through the life cycle of a malicious
service in malware application samples by using Library
Soot [24] and Infoflow [35]. Then, in Step 2, we extracted
the API call traces using HyDroid and. Finally, in Step 3, we
compared the API call traces extracted by HyDroid to the
ones recorded in the first step.

We used Infoflow [35] in the Soot library to extract the
call graph through the life cycle of a service in Step 1.
Infoflow provided the call graph rooted from methods
named as the starting point. As we want to extract the API
calls through a service life cycle, we assigned callback
methods in a service as staring points, including, onCreate(),
onStart(), onDestroy(), onBind(). If onBind() is present, it is
necessary to add public methods since they can be called
directly like some samples in DroidKungFu2. For all the
methods in the call graph of a service, we extracted the post
dominator of all API calls through the control flow of each
method. The post-dominator records the sequence of APIs
called successively in a code path of a method.

In Step 2, we extracted the API call traces using HyDroid
as explained in Section III. To evaluate whether the
extracted API call trace is available in the extracted API call
traces in Step 1, we looked for the longest sequence of API
calls presents in the trace and in the post-dominator of the
starting point method. Then, we removed that sequence
from the trace and continued the comparison of the
remaining APIs in the trace in the post-dominators of

*https://github.com/pxb1988/dex2jar



successor methods of the starting point method in the call
graph. Our algorithm recursively continued such similar
comparison for the rest of API calls in the successor
methods in the call graph and its post-dominator.

To run HyDroid, we needed to exercise the obfuscated
applications (the testing set) with different values of
CondParameter conditions to be able to cover most of the
execution paths. Here, in our experiment, applications with
obfuscated techniques which has name alteration and also
reflection methods while passed string parameters which
showing the name of the called method are not encrypted,
allowed us to use them in testing set. Because we are using
Infoflow in Step 1, we can extract the indirectly called
methods and the APIs they call.

C. Results

Table III shows the number of distinct API calls for each
malware family. The entire API call traces of all malware
families can be accessed online®. All the samples in these
malware families have one malicious service except
NikySPy which has seven malicious services.

TABLE II. NUMBER OF DISTINCT API CALLS FOR EACH MALWARE

FAMILY.
No. Malware Family Number of distinct
Name API calls
1 BgServ 106
2 BeanBot 29
3 DroidKungFul 104
4 DroidKungFu2 82
5 DroidKungFu3 116
6 GingerMaster 70
7 GoldDream 72
8 GPSSMSSpy 45
9 HippoSMS 27
10 NickySpy 251
11 Pjapps 105
12 Plankton 71
13 SndApps 44
14 TapsnaKe 22

As an example, Figure 4 shows the post-dominators for
the method CheckAndClearFile() in GoldDream. Based on
post-dominator, all the APIs inside a curvy bracket are to be
called consecutively before the method goes to exit.

In Figure 5, a sample trace of API calls extracted by
applying HyDroid to the GoldDream-infected apps. The
trace shows the API calls made by the infected code. The
GoldDream malware starts by reading confidential data such
as device ID and IMEI (see section marked (1) in the trace
of Figure 5) and, then establishing a connection with a
remote server (shown in (2)). It then reads the file
containing recorded message and phone call information by
a broadcast receiver component and send its content to the
remote server (shown in (3)).

3http://www.ece.concordia.ca/~abdelw/sba/qrs17

The experiments show that HyDroid can extract API call
traces that characterize the malicious code from obfuscated
apps. However, we recognize that it is time consuming to go
through all “conditions statements” in order to exercise all
the paths of the program. It is necessarily to improve the
approach to selectively instrument only condition statements
through which to execute the code. This is deferred as part
of future work.

{entry,<com.GoldDream.zj.zjService:boolean
filelsExists(java.lang.String)>,exit}
{<com.GoldDream.zj.zjService:java.lang.String
getKeyNode(java.lang.String,java.lang.String)>,
<java.lang.Integer: java.lang.Integer
valueOf(java.lang.String)>,

<java.lang.Integer: int intValue()>,
<java.io.FileInputStream: void <init>(java.lang.String)>,
<java.io.FileInputStream: int available()>,
<java.io.FileInputStream: void close()>, exit}
{<java.lang.String: int lastindexOf{java.lang.String)>,
<java.lang.String: int length()>,

<java.lang.String: java.lang.String substring(int,int)>,
<android.content.ContextWrapper: java.io.FileOutputStream
openFileOutput(java.lang.String,int)>,

<java.lang.String: void <init>(java.lang.String)>,
<java.lang.String: byte[] getBytes()>,
<java.io.FileOutputStream: void write(byte[])>,
<java.io.FileOutputStream: void close()>, exit}

Figure 4. Post-dominator of method CheckAndClearFile() in GoldDream

6y

android.telephony. TelephonyManager. getSystemService(Ljava.lang.Class;) Androi
d.telephony. TelephonyManager;

android.telephony. TelephonyManager.getDeviceld()Ljava.lang.String;
android.telephony. TelephonyManager. getSubscriberld()Ljava.lang.String;
android.telephony. TelephonyManager. getSimSerialNumber()Ljava.lang. String;
android.telephony. TelephonyManager.getLine ] Number()Ljava.lang. String;

(2

Ljava.net. HttpURLConnection.openConnection()Ljava.net. HttpURLConnection;
Ljava.net. HttpURLConnection.getResponseCode()1;

Ljava.net. HttpURLConnection. getInputStream()Ljava.io.InputStream;

3

Ljava.net. HttpURLConnection.setDolnput(Z)V;

Ljava.net. HttpURLConnection.setDoOutput(Z)V;

Ljava.net. HttpURLConnection.setUseCaches(Z)V;

Ljava.net. HttpURLConnection.setRequestMethod(Ljava.lang. String) V;

Ljava.net. HttpURLConnection.setRequestProperty(Ljava.lang. String;
Ljava.lang.String)V;

Ljava.net. HttpURLConnection. getOutputStream()Ljava.io.outputStream;
Ljava.io.InputStream.read(Ljava.lang.CharSequence;)l;
Ljava.io.outputStream.write(Ljava.lang.CharSequence;;1)V;
android.content.ContextWrapper.openFileOutput(Ljava.lang.String;I;)Ljava.io.File
OutputStream

Ljava.io.FileOutputStream.write(Ljava.lang.CharSequence;)V;
Ljava.io.FileOutputStream.close()V;
android.content.ContextWrapper.openFileOutput(Ljava.lang.String;I;)Ljava.io.File
OutputStream

Ljava.io.FileOutputStream.write(Ljava.lang.CharSequence;)V;
Ljava.io.FileOutputStream.close()V;

Ljava.net. HttpURLConnection.openConnection()Ljava.net. HttpURLConnection;
Ljava.net. HttpURLConnection. getResponseCode()1;

Ljava.net. HttpURLConnection. getInputStream()Ljava.io.InputStream;
android.content.ContextWrapper. getSharedPreferences(Ljava.lang.String;I;)Landr
oid.content.SharedPreferences;
android.content.SharedPreferences.edit(Ljava.lang.String;I;) Landroid.content.Shar
edPreferences.Editor;

android.content.SharedPreferences.Editor.commit()Z;

Figure 5. An excerpt from a sample API call trace of GoldDream



A. Discussion

We showed that our approach, HyDroid, works well in
generating API calls from the execution of application
services. Our approach is particularly useful to overcome
obfuscation. There exist different obfuscation techniques,
among which reflection, encryption, and control flow
alteration, are the most advanced ones [25]. We discuss in
how HyDroid addresses these obfuscation techniques in the
following sections.

Reflection: Reflection is handled well in HyDroid because
the reflective methods are called while the program is
running. Our approach makes it possible to run the code
through different code paths. If there is a reflective call in a
code path, it will be captured in the log. The results show
that HyDroid can go through all the reflective methods
while executing code and extracting the API call traces. To
exemplify, the following code in application Reflection3
form DroidBench[5] , used reflection to create an object of
the class "de.ecspride.ReflectiveClass" and call its methods
"setlme" and "getlmei".

TelephonyManager telephonyManager =
(TelephonyManager)getSystemService(Context. TELEPHONY_SER
VICE);

String imei = telephonyManager.getDeviceld(); //source

Class c = Class.forName("de.ecspride.ReflectiveClass");

Object o = c.newlnstance();

Method m=c.getMethod("setime" +"i", String.class);

m.invoke(o, imei);

Method m2 = c.getMethod("getimei");

String s = (String) m2.invoke(0);

SmsManager sms = SmsManager.getDefault();
sms.sendTextMessage("+49 1234",null,s,null, null); //sink, leak

It is possible to carry out static analysis by reading the
code for finding the name of classes and methods passed in
reflective package and changing all reflective calls to a
direct call. However, this approach will not always work for
a variety of reasons. First, the method name and class name
can be created at run-time and are not static like the example
above. Second, if the strings passed to the reflective
methods such as “setlme” and “getlmei” (as in the example
above) are encrypted, they will need to be decrypted first.

Encryption: Encryption, another powerful obfuscation
technique, can be used in different points of the code
including encryption of strings, encryption of the whole
class or encryption of resources of the application. As
mentioned earlier, when string encryption and reflection can
be used together, our approach works well to defeat the
string encryption. In case the whole class is encrypted,
instrumentation without decrypting the class is impossible.
This type of obfuscation remains a challenge even for
HyDroid.

Control Flow Alteration: Another obfuscation technique
relies on adding some code to the original code. Sometimes
this code is a dead code and is never executed. Therefore, it
will not alter the execution of the operations in the original
application but it makes it hard to read and analyze the code
after obfuscation. This kind of obfuscation may cause
HyDroid to instrument unnecessarily code, generating
unneeded API calls. This problem, however, does not affect
the detection of malicious apps using the generated API call

traces. It only increase the computation time of the detection
approach.

V. THREATS TO VALIDITY

A threat to internal validity exists in the implementation
of our approach, especially the simulator component (SLCS)
we developed to exercise the various scenarios of an
application. It is possible that an incorrect implementation
may cause variation in results. However, we have mitigated
this threat by manually reviewing the code and working
through many examples. Another threat to validity exists in
the way we assessed the results of HyDroid when applied to
the fourteen families of malware in Case Study. We used a
combination of binary code analysis and trace inspection. We
mitigated this threat by carefully examining each segment of
a trace and comparing it to the API calls in the code as well
as to the description of these malwares provided in the
Gnome documentation. A threat to external validity exists in
generalization of our approach to other datasets. We only
evaluated our approach on fourteen families of malwares,
and further experiments with other family of malwares are
needed to generalize the results of this study.

VI. RELATED WORK

Since our proposed approach combines static and
dynamic analysis techniques, studies that apply static or
dynamic analysis to Android applications are related to our
work. There existing several studies that rely on pure static
analysis for examining malware behaviour. These studies
use various features including API calls [27, 28, 29, 18 and
46], strings contained in the applications [31 and 47],
instruction code sequences [11], code chunks [17], and
method call graphs [8, 12, 19].

Hanna et al. in [10] used n-grams of Dalvik opcode
sequences to find similar codes with the goal of detecting
buggy and vulnerable code reuse. Zhou et al. in [9] used
static analysis to extract instruction code sequences for
measuring the similarity among applications. ViewDroid
[14] was proposed to identify similar applications based on
similar activity graphs of applications. Crussell et al. [13]
used static data dependency graph (DDG) of every method
to detect repackaged applications.

As discussed earlier, static analysis approaches suffer
from their inability to overcome reflection calls. Moreover,
some malware such as DroidKungFu4 [48] extract the actual
malicious payload from external. Thus, static analysis
approaches cannot detect them. In this sense, to detect the
malicious operations implemented in the code loading
dynamically and studying the behaviour of native code, it is
often suggested to proceed with dynamic analysis. Dynamic
analysis is also a viable solution for the problem of code
obfuscation as we showed in this paper. CopperDroid [20],
CrowdDroid [30], AASandbox [33] and an on-device
approach [3] presented dynamic analysis approaches to
extract system calls and their parameters. Detecting
malicious behaviour by extracting API call traces is also
done by dynamic analysis in DroidRanger [32], TaintDroid
[42] and DroidRanker [43]. These approaches execute an
application or part of the code to find the signature of
malicious behaviour known earlier.



Hybrid approaches have also been proposed. Rasthofer
et al. in [34] presented a tool called Harvester in which static
analysis is applied to extract parts of the code containing
reflective calls. Then, they used dynamic analysis to run that
part of the code to identify the method name called by
reflection. Their proposed approach in combination with a
static analysis tool, FlowDroid [35], is used for detecting
malware. IntelliDroid [36] proposed for malware detection
by locating the sensitive APIs and identifying the inputs
needed to be passed to the specific methods in static analysis
and using dynamic analysis to ran the code with the
identified inputs. SMV-Hunter [37] first used static analysis
to identify the suspicious vulnerable application and then
applied dynamic analysis to detect codes vulnerable to Man-
in-the-Middle attack. SmartDroid [38] identified the code
paths from Ul-based conditions into the sensitive behaviour
in static analysis phase and applied dynamic analysis to
expose the malicious operation. APPIntent [39] proposed
hybrid analysis to determine data transmissions which is not
triggered by the application’s user. AppAudit [40] and
ContentScop [41] used a combination of static and dynamic
analysis approach for detecting a particular kind of malware.
HyDroid is a generic approach that is designed to be used
for any attacks that manifest themselves through the app’s
services.

VII. CONCLUSION AND FUTURE WORK

A hybrid analysis approach is presented to utilize the
benefits of static and dynamic analysis in order to provide
an effective way to extract API call traces of a service
component of Android applications. The proposed approach
is designed to simulate the life cycle of a service component
and collect logs of the called Android API calls. To have
control over the code paths, static analysis is used to
manipulate the control flow of the program through changes
to the code conditions. We used the soot framework to
analyze the binary files of the apps after transforming them
into a higher-level representation using the Jimple grammar.
We were also able to identify API call signatures of fourteen
families of malware. Our approach, however, suffers from
some limitations. First, it does not handle native code.
Native code can be used for hiding malicious operation by
malware [26]. In addition, if the code contains dynamic
loading, instrumenting that part of the code is not possible.
Finally, HyDroid exercises all code paths of a service
method, which may caus scalability problems. We intend to
address these limitations as part of future work.
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