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Motivations

= Maintenance of software
systems can reach up to
70% of the overall cost.

= Up to 50% of the overall

maintenance cost can be N g

spent on identifying and U.S Department of Commerce
correctin g defects. Technology Administration

» Defects in software cost
the U.S. economy $56
billion annually.

Source: Health, Social and Research, E. 2002. The Economic Impacts of Inadequate Infrastructure for Software Testing
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SW Development Challenges

* |Increased complexity

= High cost

= Heavy reliance on people
» Lack of automated tools
* Time to market pressure
= Maintaining quality
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Fault Prediction Research

* Fault Prediction
= Code or process metrics
= Statistical analysis and call-graph analysis
= Analysis of code changes
» |Leverage of historical data

= Automated Patch Generation

= Development of fixing patterns
» Reuse of human written patches

» Directed patches towards specific bug types
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Problems with existing techniques

= Offline processing (after the
code is built)

= Presence of the entire
source code

= Extensive setup and high
learning curve

= Lack of clear actions to
developers

= High rate of false positives
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Our Solution

» Detection of potential bugs at commit-time
= Before code is submitted to the central repository

= No external tools or setup required
* |Integration with developers’ workflow

» Leverage of historical bugs and fixes
= Learning from other people’s mistakes

= Usefulness, usabillity, and scalability
» High technology readiness level
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A research roadmap

bumper
Find Out How QOthers Fixed It

BIANCA

Bug Metarepository
Search Engine for

Developers and Preventing Bug

Reseachers Insertion at Commit-
Time Using Clone
Detection
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Combining Levels of
Bug Prevention and
Resolution
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Where do developers look for information
when facing an unknown bug/crash?

#1 Online search engines
B8 Specialized websites

° 1 Offline search

I Documentation

89 participants_

60

40

20

Undergrade Grad Junior Dev  Int+ Dev
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What do developers search for when facing
an unknown bug/crash?

I8 How to do X
Il The exception yield by the crash / bug
11 Official documentation

40 |

20 |

Undergrade Grad Junior Dev Int+ Dev
89 participants
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BUMPER: Bug Metarepository Search
Engine for Developers and Researchers

= Aggregates information from many
bug report and code versioning

systems — \

_ _ Find Qut How QOthers Fixed It
= QOffers an online search engine to

millions of bug reports and fixes
from open-source repositories

= Uses a gquery system for
developers and advanced API for

researchers e i e e —

» Leverages the concept of collective
coding - collective intelligence
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BUMPER Architecture

> A >
Bug Bug |
Jira Reports Reports Bugzilla
WEB Bumper WEB

git -
Fixes Fixes
.git

o Sy
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BUMPER Metamodel

Type Resolution Platform Os Status Life Cycle [1.-1
Event [ )
0.* 0.* 0.* 0.* 0.* |
has / impacts
0. *I— — — — is modified durmg _____ |
Repository Issue is on Comments
0.* 1.1
0. 1.1
belongs to Date writes creates
1.1 | Title reports 0.*
0.* 1 1| Description 1.1 0.* |
1 * Project ——Impacts———— Fixing Time — is assigned _ User O_;‘
0. | i i i 0.*
belongs to
J w/ validation of — creates
i 1.1 1.1
IS N 0..*
SubProject ——impacts IS flxdd by T Changeset
“ 1.*
1.1 composed of
1.7
is version of Change Hunks
1..1 : . 0.* _ 1.1
File At Revision |———impacts—— Type composed of B
osition
Change
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Find Out How Others Fixed It

Developers can search millions of lines of code and bug
reports for a bug or crash they encountered.

Dr. Wahab Hamou-Lhadj (wahab.hamou-lhadj@concordia.ca) ‘!;C"“"'.E"’}d ia




User query

A NullPointerException at
org.netbeans, apl java source JavaSowceSJavaSourceAccessorimpl
38 t nathe ) pva netbeans gva

A NullPainterException at
¥g netheans modules java source usages. LucenedndexSDIrCachashe

\ - eal . - 20y wh el 0. opentide tesl Fog)tionssf

adia rt org openjge yti] Fxceptions

Bug reports ot
where the

same bug . RS Fragments of
occurred w code where the

‘, same bug was
A NullPointetException ot jav .‘AL‘I ArtaysSAmrayList <init> #Overeie fixed

wvn witears, pltiorm

L org opanide util Wtes

£ada

U org. opanlde utll Farmwiers

cting thread cpu timestamps by default
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Supported projects

Dataset | R/F BR CS Files | Projects
Gnome | 550,869 | 1,231,354 | 367,245 512
Netbeans | 53,258 122,632 | 30,595 39
Apache | 49,449 | 106,366 | 38,111 | 349
Eclipse 78,830 184,900 | 21,712 190
Total 732,406 | 1,645,252 | 457,663 1,930




BIANCA: Preventing Bug Insertion at
Commit-Time Using Clone Detection

45 o0 F7 0D 01 07 02 A0 32 24 0C 30 82 24 08 02
u Learns known defeCtS by 01 01 31 OB 30 0% 06 05 EB OE 03 02 14 05 00 30

63 06 0L ZB 06 01 04 01 32 37 02 01 04 AOQ 54 30

mlnlng BUMPER-lndexed 56 30 33 06 O& 2B 06 01 04 01 82 37 02 01 OF 30

25 03 01 00 AD =20 A2 1E 80 1< 00 3C 00 3< 00 3C
Systems 00 4F 00 a2 00 73 00 aF 00 &C 00 &5 00 74 00 a5
00 3E 00 3E 00 3E 30 21 30 092 06 05 EZB OE 03 02
1 05 00 04 14 DE F1 70 Z2C DI gE EC 31 15 51 EB
DC 94 F4 26 FC A2 §F 0OE 69 A0 52 1E E1 30 32 04

u BUIIdS a mOdeI Of defeCtS 12 30 82 02 Fh AD 03 02 01 02 02 OF 00 <1 00 SE

3C 3C 83 11 D1 3E Fa 63 EC DF 40 30 0D 06 09 ZA

and thelr Correspond|ng 56 45 86 F7 OD 01 01 04 05 00 30 70 31 2B 30 29

06 03 55 04 OB 13 22 43 6F 70 79 VE 69 a7 a3 74
flxes 20 28 63 29 E0 31 39 39 37 20 4D 62 63 Y2 aF 73

6F 66 74 20 43 |eF Y2 V0 ZE ¥1 1E 30 1< 06 03 55

04 OB 13 15 4D |65 63 72 6F §F3 oF 66 74 Z0 43 aF

) 72 70 6F 72 61074 69 AF KE 31 Z1 30 1F 06 03 55

u Intercepts developer S 04 03 13 13 4D a9 63 72 6F 73 aF 66 Y4 20 52 aF

aF 74 20 41 75 74 68 oF 7E 65 74 79 30 1E 17 OD

COde and Compares |t to 39 37 30 31 31 30 30 37 30 30 30 30 S& 17 0D 32

30 31 32 33 31 30 37 30 30 30 30 54 30 70 31 2B
known defect S|gnatures 30 29 06 03 55 04 OB 13 22 43 6F 70 79 72 69 67
65 74 20 28 63 29 20 31 39 39 37 20 4D 69 &3 72
6F 73 6F &6 74 20 43 6F 72 70 ZE 31 1E 30 1C 06
03 55 04 OB 13 15 4D 69 63 72 6F 73 6F 66 74 20

» |f a match exists, a flag is 43 6F 72 70 67 72 61 73 69 6F GE 31 21 30 1F O
03 55 04 03 13 18 4D 69 63 72 6F 73 aF a6 74 20

ralsed and a f|X |S 52 &F 6F 74 2Z0 41 75 74 63 &F 72 69 74 79 30 52
proposed
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Approach

(‘ Changeset 1

Project |on bug closed—3 Fix | Blame—> Defecéénnzr;?tuclng | Changeset3 E-:traiétlohgﬁdlfled
Tracking
Systems
: : - == —on commit—® Pre-Commit Hook —Changeset® E:-:traiéth;ﬂ:zdlfled Blocks
Commit |
Blocks
l Mormalized
: and formalized code
FEtCEEﬂE&:hmg € similarity > o blocks of defect
inducing changes
and related fixes

matching commits

Display Fix Used To |¢ f i matchi it
Fix Current Defect HES ol maering eommt
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BIANCA works across projects and uses
clustering techniques to create groups of
related projects
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BIANCA works across projects and uses
clustering techniques to create groups of
related projects
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TABLE 3: BIANCA results in terms of arga
commit detected, precision (%), ecall (%
detected and original

nization, project name, a short description, number of class, number of commits, number of defect introducing commits, number of risky
), Fi-measure (%), the average similarity of first 3 and 5 proposed fives with the actual fix and the average time difference between

bug lop 5 Top 3
Orrzanization Project Name  Short Description Mol  #Commits  Introducing  Detected  Precision Hecall Fy Faxes Finas
Commit Similarity  Similarby

druid Dratabase conmection pool 3309 1775 1.260 TE ERE ] t2 4 73 B I6.6%

Alibaba dubbo RPC framework 1715 1,83 119 &1 672 526 &7 &0 57.14

fastjson J50N parser/ generator 2002 1749 516 ] i | TR B2AT 1619 1513

jbirmn Stream Process 149z Hs5 | 21 S48 B50 BR9G 728 048

Apache hadoop Dristributed processing 9,108 147154 3678 851 BB i 75 P O T2 | RTE 4768

shosrm Realtime systam 2 HW 7.8 451 444 B&.26 66 608 53.03 6110

CUlojure clogune Programming language k1] 2,949 LT 46 AT 772 1418 5361 5452

Dropw izard dropwizand EESThal web sarvices Gid 3804 58] 17 th. 65 el de72 {754 54.56

] i trics VM metrics 335 1045 a1 129 0535 By 5333 2253 3la2

Eclipss che Eclipee IDE 7.b18 1.EIG 164 ] BHEY 54 TS 31 KEE ]

Excilys pndmid - ndmid Development 1050 258 66 9 00 15 313 |0 D

Facebook [y Tmages Manage ment T 7 T (] U265 B0l 7EA3 ol 1 7103

Taocd gocd Confmuous Delivery server | Loy 39 K] T it o TT5E 5T 715 el v &N

auto soune Ccode generators 257 i 124 45  [CHTET] Thiel  BBTh 47 66 5570

Google Fuava Google Librares for Javab+ 1731 3,561 73 2 TR 48 B4 75212 2374 2354

e ]'.'l'a_-p_-mlenc_-.r ko 7l 1514 w5 LI B3.5B 714 2H.63 M7 353

iosachied Andmid App 1,085 120 9 b 10000 A7 B0 16.50 . Kt

Coradle radle build system 11576 37T T 1557 Y7.sl X oR 3bBT 23158 19.93

Jankogk mnapd b Concurpent datastrectumes 267 1913 [ EE] o 32 bibE TR [N 7248

~Thy JBoup Farser 136 7 el | 153 E7SE L TIE 64T EER

Libudx b x Tava garme development Lem9 12497 3514 1366 BT JBE  5IET 5770 5631

ity ety Event-driven application 2383 7 .5R0 KT 1518 il 05y 5579 63 AT BLET

Uipenhal openhab Horee A wbomation Bus 5B17 525 28 2 THLEW) 7.4 1333 2846 M1 e

Uipenzapkin zipkin Dhistribabed tracing sy sk A7 T 176 73 B7.67 JIL4E8 5631 55.492 5190

Urtjackal mirolambda  backport of Java £'s lambda 171 7 a7 35 G, 24 o8 5119 4.6 4206

Urent echnologe  onentdb Multi-Mode] DEME LAl 13007 7 AT 789 % JBEF 5341 (i) FULOD

Perwende] spark Sinatra for java 205 703 175 82 U756 560 7BAS e ZH

FProsto[ o presto Drigtributed S0 queny 4,341 5,065 2112 [0 L6 dn92  61E3 233 kg

Fobolice roboguice Croogrke Garioe on Android 1193 1.053 ] ] 4143 s I5R2 S3.ET 5655

Lombok lombok ﬁfj‘;;;‘:;;;““ 146 187 560 22 M98 TaE 5364 S8 s7.44

Berbejava sCribegay a CWfuth library 216 B VI T ¥375 I 350 F06 HTE

dagaer Drependency mpctor FLF] BT 144 L WiLAE 33 7ol [ e BT

javapoet Java AP th B0 163 113 1HLO0 (933 BlEd 51 53.20

Square okhitp HTTP+HTTF/ 2 client au 2649 542 474 43.04 BLO7  BALT patTLE 49

’ okio 140 APT for Java W 433 40 .| 10HLO0 (00 7500 s 35.50

okt Cuavabased svent bus B4 il | 15 15 9333 00 9655 5411 499

metrofit Type-sate HTTE chient 2012 1549 151 111 G 10 7351 B4l 44 65 4546

Stephane Micolas robospice Android Hbrany 4il BLS 113 KT B7 18 M5l 4wds [IEET) Ba.04

ThinkAumlius titan Ciraph Diatabase 2015 144 163 5 w13 3225 17 51 1661 SL5%

Katortiio pdis Redis clent 203 1370 25 23 Y204 7hibl  HiE2 25,64 215
Yahod antheliomn Phagan for A pache Mubch 1,620 7 [1] - - - - - -

L Exing 10y 20 barcode image 3060 3,253 71 13 31 1555 2670 035 3796

Total 06, 003 165,912 41,235 15316 .75 315 5272 40,78 4417
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TABLE 3: BIAMNCA results in terms of organization, project name, a short description, number of class, number of commits, number of defect introducing commits, number of risky
commit detected, precision (%), ecall (%), Fi-measure (%), the average similarity of first 3 and 5 proposed fives with the actual fix and the average time difference between

detected and original

Concordia

bug lop 5 Top 2
Orrzanization Project Name  Short Description Mol  #Commits  Introducing  Detected  Precision Hecall Fy Fixas Finas
Comumit Similarity  Swmilarby
druid Dratabase conmection pool 3309 1775 1.260 TE ERE ] t2 4 73 o I6 &%
— dubbo RPC framenwork 1715 1.8% 1149 &1 672 526 &7 &0 57.14
Alibaba fastjson JSON parser/ generator 2,002 1749 516 573 9571 7220 #237 1619 15.23
_"III ° . ° |
= = Subject systems: 42 open source projects -
n i -
.= 41,225 defects
— _
T e o . |
= Precision: TP / (TP + FP)
L
== Recall: TP / (TP + FN) -
— _
I m Ceal — V) 5 o o
= = Precision = 90% and Recall: 37% -
= ® F1-Measure =52.72% -
jF' [
- % self-fi -
.= 8.6% self-fixes
— _
B i i % of th )
= BIANCA fixes are accurate in 79% of the cases
5
mbrodit [y pe-sabe HTTE client 202 1,349 151 111 410 7351  B441 4149 88 1546
Skephane Micolas robosgice Andrid library 41 BAS 113 A9 BT 1B M51 AwdsS (R B5.04
ThinkA wm livs titan Ciraph Diatabase 2015 144 163 57 4113 3235 1751 {56l S0.5%
Katorthio = Kadis client 203 1.5 25 I U2 04 Th.ial Hik2 25,64 245
Yahod antheliomn Phagin for Apache Mubch 1,620 7 ] - - - - - -
L Exing 10y 20 barcode image 3060 3,253 71 13 31 1555 2670 035 3796
Total 06, 003 165,912 41,225 15316 .75 315 5272 40,78 4417
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CLEVER: Combining Levels of Bug
Prevention and Resolution Techniques

= Developed in the context on an NSERC
project in collaboration with Ubisoft.

» Goal: To empower SW developers with an
Intelligent tool that detects defects as
developers write code, and proposes fixes.

IIIIIIIIII

< 13 NSERC
Y Concordia LBISOF T Q CRSMG

IIIIIIIIII

&)
0

u———m. Wahab Hamou-Lhadj (wahab.hamou-lhadj@concordia.ca)



How does it work?

= Combines code and process metrics and clone
detection to determine defect signatures

» Uses various classification algorithms (moving
towards deep learning)

» Uses domain expertise to create clusters of projects
for improved accuracy

» Uses better code matching techniques

» |s evaluated on industrial systems (12 Ubisoft
systems)
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Approach

1 2 3 4

Pre-Commit Hook  [Changeset® Eﬂragﬂ?mm —Blocks—»  Exfract Vectors —Vectors—»  Classification

Commit Classification
g 7 6 Sanes 5
adapted l Adapt Matching Fixes|, . | Identify Matching Matching__| Compare with known eaned |  Normalize and ¢
fixes to current Workspace Fies Fixes +Cﬂmmits Defects * Blocks formalize
type 2 type 3

Similarity Against
Clusters of Known
Defects
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Approach

1 2 3 4
—on commit—  Pre-Commit Hook  [Changeset® Emrag [I:.l[;mﬂed —Blocksy»  Exfract Vectors —y-Vectors—»  Classification
Commit Classification
Metrics:
. 6 5
u Llnes added . L u i1
hing_| Compare with known | _Cleaned Normalize and l

Lines deleted

Number of modified files
Number of modified subsystems
Number of modified directories

Distribution of modified code across each file
Number of developers that modified the files in a

commit

Total number of modified LOC across all files

Etc.

mits

Defects | Blocks |

formalize
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Classification Algorithms

Ap p roa c h » Linear Regression

= Random Forest

= KNN
= Others
1 2 3 4
Pre-Commit Hook  [Changeset® Emg'[ﬂ?(mﬂm —Blocks—»  ExfractVectors —Vectorsy»  Classification
Commit Classification
g 7 6 Sanes 5
adapted l Adapt Matching Fixes|, . | Identify Matching Matching__| Compare with known eaned |  Normalize and ¢
fixes to current Workspace Fies Fixes +Cﬂmmits Defects * Blocks formalize
type2  typed

Similarity Against
Clusters of Known
Defects
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Evaluation of CLEVER at Ubisoft

= Subject systems: 12 Ubisoft systems
* Precision = 79%

» Recall =65%

= Approved fixes: 67%
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Impact

= Commit-Assistant (prototype implementation of
CLEVER) is designed to integrate well with the
workflow of Ubisoft developers

» Ubisoft announced in a press release that Commit-
Assistant can cut the bug fixing time by 20%

= Mozilla announced that it is working with Ubisoft to
contribute to Commit-Assistant and use it in the
development of Firefox

@
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Conclusion

= We proposed approaches to predict software faults at commit-
time and propose fixes to developers

» These approaches rely of classification and code matching
techniques

= We showed that these approaches can be used successfully in
practice

Future Direction

=  Experiment with more systems

= Add more machine learning techniques
* Reduce commit space for scalability

= Improve the recommendation of fixes

= Work on adopting the tool
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