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Abstract— In this paperwe studythesecurityof SubstitutionPermutationEncryptionNetworks
(SPNs)with randomlyselectedbijective substitutionboxesand a randomlyselectedinvertible
linear transformationlayer. In particular,our resultsshow that for such a 64–bit SPN using�����

s-boxes,the numberof s-boxesinvolved in any � roundsof a linear approximationor a
differentialcharacteristicis equalto

�
with probabilityexceeding��� � . For theseSPNsthenumber

of plaintext/ciphertextpairs that are requiredfor the basic linear and differential cryptanalysis
exceeds� �
	 within � rounds. We also provide two constructionmethodsfor involution linear
transformationsbasedon Maximum DistanceSeparableCodes.

1 Introduction

Heys and Tavares [3][4][5] showed that replacing the permutation layer of Substitution
PermutationencryptionNetworks (SPNs)with a diffusive linear transformationimprovesthe
avalanchecharacteristicsof the cipher and increasesthe cipher’s resistanceto differential and
linear cryptanalysis. Linear [8] anddifferential [1] cryptanalysisare two of the mostpowerful
attackson block ciphers.In particularit wasshown[3][4] thatwith sucha linear transformation
we can develop upper bounds on the differential characteristicprobability [1] and on the
probability of a linear approximation[9] asa function of the numberof roundsof substitution.
Theseboundsare achievedby choosingthe linear transformationin sucha way that we can
have a lower bound on the number of s-boxesinvolved in any � rounds of a differential
characteristicor linear approximationexpression.Letting � representthe block sizeof an SPN
consistingof 
 roundsof � � � s-boxes( � per round), a simple exampleof an SPN with
� ����������������� � � � ����� and 
���� is illustrated in Figure 1.

An interestingclassof linear transformationsis the onebasedon Maximum DistanceSeparable
(MDS) codes[7]. The useof such linear transformationswas first proposedby Vaudenayin
[13] and then utilized in the cipher SHARK [12] and later in the cipher SQUARE [2]. This
classof linear transformationshasthe advantagethat the numberof s-boxesinvolved in any �
roundsof a linear approximationor in any � roundsof a differential characteristicis equal to
� ��� which is the maximum theoreticallypossiblenumber.

In this paperwe study the securityof SPNswith randomlyselectedn-bit bijective substitution
boxes and a randomly selectedlinear transformationlayer over  �!#"$� �&% . We also provide
two constructionmethodsfor involution linear transformationsbasedon Maximum Distance
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Figure 1 SPN with ���������
	��
��� and �
�����
SeparableCodes.Involution lineartransformationshavetheadvantagethattheresultingnetwork
can be usedto perform both the encryptionand the decryptionoperations[16].

Rijmen et al [12] notedthattheframeworkof linearcodesover
������� 	�� providesanelegantway

to constructthe linear transformationlayer. More detailsabout the theory of error correcting
codescan be found in [7].

Let � be a
�����! ��" $# � codeover

���%��� 	 � . Let
�'&)(+*-, .0/

be the generatormatrix in echelon
form where

.
is a nonsingular

� 1
�
matrix and

*
is the

� 1
�
identity matrix. Then

.
definesan invertible linear mapping

������� 	 ��243 ������� 	 ��2658793 : &;. 7=< (1)

If the matrix
.

is usedin the implementationof the linear transformationof the SPN,thenit is
easyto seethatthenumberof s-boxesinvolved in any

�
roundsof a differentialcharacteristicor

linear approximationexpressionis lower boundedby
#
, the minimum distanceof thecode[12].

The minimum distanceof the code is equal to the minimum number of linearly dependent
columnsin its null matrix (also known as the parity-checkmatrix). For an MDS code with
parameters

�����! ��" ># � , the minimum distance
#

is equalto
� ?;@

. Throughoutthis paperwe
assumethat

�
is an even number.

2 Randomly Selected Linear Transformations

Lemma 1

Let
�A&A(B*C, .D/

bethegeneratormatrix of a codein echelonform where
.

is a randomlyselected�61E�
nonsingularmatrixand

*
is the

�61E�
identitymatrixwith elementsover

������F �  �FG&!� 	 .
Then the probability that this codehasa minimum distance

#IHKJ
,
�=LMJNLK� ?!@

, is lower



boundedby

�� " � ��� % �����	� 
� � �
��������� ����� � ��� � �� � "�� � � % � � � � ��� � ��� ��� � � �� � "�� � � % �! " � (2)

where � " � ��� % � � � �����#�%$ � � � � �'& (3)

is the numberof nonsingular� � � matricesover  !�"�� % .
Proof: If  �)(+*#,.-0/ then the null matrix 1 is given by1 �32 � -546, *87 �329-:40, *87 (4)

since we are working over ;=<?>A@CBED . It is clear that as F varies over all possible nonsingular
matrices, F:G varies over the same set. We construct the matrix F:G column by column to
meet our criterion.

The columns of F:G must not equal any linear combination of up to HJI�@ of the other columns
of K , and, for F:G to be invertible, no column of F:G should be a linear combination of the
other columns of F:G .

Suppose we have already assigned L0INM columns of F:G . We may choose any of the O8P
possibilities for column L except theQSR�TUV�W#X�Y0Z [ L#I�M\ ] >�O:I�M^D V (5)

linear combinations of up to H=I�@ of the Z [ L#I�M assigned columns of K and the_ R#`UV�W QSR#` Y L�I�M\ ] >�O=I%M8D V (6)

linear combinations of known columns of FJG not counted in (5).

Note that the combinations counted in (5) and (6) may not be distinct. Thus, the number of
choices available for column L is at leastO P I Q�R�TUV�W#X Y Z [ L#I%M\ ] >�O=I�MaD V I _ R#`UV�W QSR#` Y L#IbM\ ] >AO=I�MaD V (7)

and hence the number of choices of F is at leastPc_�W `?de O P I QSR�TUV�W#X Y Z [ L#I�M\ ] >�O:I�M^D V I _ R#`UV�W Q�R#` Y L#I�M\ ] >AO:I�MaD V!fgih (8)



The lemma follows by dividing the expression above by the total number of nonsingular Z �?Zmatrices over ; < >AO D .
O’Connor [11], and Youssef and Tavares [15], [14] studied the XOR distribution table and the
Linear Approximation Table (LAT) properties of randomly selected bijective s-boxes. From
the analysis in [11], [15] and [14] the expected value of the maximum XOR table entry of
an
�
�
�

randomly selected bijective mapping � is less than or equal to M @ and the expected
nonlinearity ��� is greater than �8@ .
Using an approach similar to the analysis in [4], it is possible to establish upper bounds on
the most likely differential characteristic and linear approximation expression using a randomly
selected SPN for which the number of s-boxes involved in any @ rounds of a differential
characteristic is greater than or equal to � . The results are obtained by assuming that all the
round keys are independent.

The number of chosen plaintext/ciphertext pairs required for differential cryptanalysis of an �
round SPN (based on the best characteristic and not the best differential [10], [6]) may be
approximated by [1], [4]

	�

� M>���� D���� (9)

where ����� �T�� and

� � � Y � @ I�M ] [ M h (10)

Similarly, the number of known plaintexts required for the basic linear cryptanalysis (algorithm
1 in [9]) may be approximated by [4]

	���� M� @ � R#` � � � T (11)

where

�  � @ B R#` I!���@ B � (12)

and � � �"�@ h
(13)

Letting � � and � 
 denote the minimum even number of rounds required so that
	��

and
	 


are
greater than @"#�$ , Table 1 shows � � and � 
 as a function of � for %&� � , �'�NM @ and �(���
� @ .
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Table 1
� �

and
� �

as a function of
�

( B W�� , � W ` T and �	� W�
 T )
Table 2 shows the theoretical lower bound (equation (2) ) as well as the experimental result
(sample size �)M�� 
 ) for the probability of picking a random invertible linear transformation,
with % � Z � � , for which � is lower bounded by H , ��� H�� � .
Q 4 5 6 7 8

Theoretical

bound (eqn. 2)

` R�`�� 
 ��� ` X������ �����! "#�%$&�('#)�* �+�-,! /.!01$2�3'!)�4 �+�657 /898:$;�('#)�< '! /09=�,

Experimental

(Random)

�� ' �� ' �� ' �+�657 /8�$;�3' )�< '! /035�5

Experimental

(Involution)

�� ' �� ' �� ' �+���9 >�(0:$;�(' )�? '! /,9@�@

Table 2 Lower Boundsfor A:BDC:EGFIH for a RandomlyChosenLinear Transformation( J6KMLNK 0 )

3 Involution Linear Transformations based on MDS codes

In general,SPNsneedtwo differentmodulesfor the encryptionandthe decryptionoperations.
In an SPN,decryptionis performedby runningthe databackwardsthroughthe inversenetwork
(i.e., applying the key schedulingalgorithm in reverseand using the inverses-boxesand the
inverselinear transformationlayer). In [16] the authorsproposeda specialclassof SPNsthat
hasthe advantagethat the samenetwork can be usedto perform both the encryptionand the
decryptionoperations. The basic idea is to use involution substitutionlayers and involution
linear transformations.In this sectionwe study two constructionmethodsfor involution linear
transformationsbasedon MDS codes.

For a linear OQP:R7S�R!TVU codeover any field, TMWXPMYZS\[^] . Codeswith T`_aPbYZS�[^] arecalled
Maximum DistanceSeparableCodes,or MDS codesfor short [7].

Lemma 2[7]:

An OcP:R�SdR!TdU codewith generatormatrix eN_gfih�j/k;l , where k is a S�mnOQPMYZSVU matrix, is MDS
if and only if every squaresubmatrix(formed from any o rows and any o columns,for any
op_q]rRtsuR�v�v�v�RtwbocPyxrSdR!PMYZS�z ) of k is nonsingular.



3.1 Random Construction
One way to obtain an involution matrix k which satisfies the aboveconstraintis to pick a
randominvolution matrix and test it for the aboveconstraint.

Let

k _
� k �9� k �(@
k @!� k @9@�� (14)

be an � m�� randommatrix where k �9� R!k �3@ R!k @#� and k @�@ are nonsingular L @ m L @ matrices.
An involution matrix is onewhich satisfiesk @ _ h , and thus k is an involution if f

k �9� k �(@�� k �(@ k @9@ _	�uR (15)

k @ �9� � k �3@ k @!� _ah+R (16)

k @!� k �9�
� k @9@ k @!� _	�uR (17)

k @!� k �(@ � k @@9@ _ah�� (18)

If we let k @�@ _ k ��� then equation(15) is satisfiedif f k ��� and k �3@ commutewith eachother.
To achievethis we let k �3@ _ak �1���� . For thesechoicesof k �(@ and k @�@ , equations(16), (17) and
(18) are linearly dependentwith the solution k @!� _ k = ��� � k �9� .
Thus the � m
� matrix

kX_
� k ��� k �1����
k = ��� � k �9� k ��� � R (19)

where k �9� is a randomnonsingular L @ m L @ matrix, is an involution over e��`O s J U .
For Pn_�� , a randomsearchfor a matrix k , with the structurein equation(19), that satisfies
the condition in lemma 2, terminateswithin a few secondsfor even valuesof � , � W�� .
For � _�� we were unableto obtain any matrix that satisfies the conditionsin lemma2 by
randomsearch. Table 2 showsthe experimentalresults for ]�� " randomly choseninvolution
linear transformationsin the form of equation(19) for � _ Pn_�� .
3.2 Algebraic Construction
In this sectionwe show how to obtain an involution matrix satisfying lemma 2 by a simple
algebraicconstruction.

Lemma 3[7]:
Given �������������! #"�$#%�� and &'�����������!&'"�$#% thematrix (*)*+-,/.10324�6587:9!�<;=7:>@?BA where ,�.-0C) DEGFIH�JLK
is called a Cauchymatrix. It is known that

M�N6O3P (CQR) S�UTV.XW�03TV"�$ D P  0 ?Y . Q P & 0 ?B& . Q
S�6TV.[Z 03TV"\$ D P  '.�]B&^0�Q _ (20)



Hence,providedthe  . are distinct, the & . are distinct, and  . ] & 0 �)�� for all i, j, it follows
that any squaresubmatrixof a Cauchymatrix is nonsingularover any field.

Let  . )�� �& . )����	� � (21)

where � ) P 5�5 ������5G9�
 �����69 D 9<� Q
����� P�� " Q � 
� �
� � �

�
9 � ) 9!��� )������ �"!$#&% ?
A�� (22)

and the least significant �'�(� ! P*) Q bits of � �)+� are zeros.

For ( ! )-, ) +/.'.-032 we have

. .-0 ) # $ D0 1
� � AP �2�	34�	��Q P65 �	3&�	��Q )

78:9 # $ D;1 � � D<>="?A@$BDC � 9
) ;�#� 9 �) ; � (23)

where � � 5 and 3 areevaluatedasin equation(22). Thusthematrix ( will satisfy ( ! )�EGFIH��JE )";. � D , F % . over �K� P�� " Q . Dividing (division over �K� P�� " Q ) eachelementof ( by

L E ) # $ D0 1
� � AP 3M�	��Q ) "0 . � D , % . � (24)

we obtainan involution matrix for which every squaresubmatrixis nonsingularover �K� P�� " Q .
Figure2 showsan examplefor

) ) >Y)ON � using the irreduciblepolynomial 11d†.

PRQ A Q SUT MGV S N W T X AZYA Q P[Q MGV S\T W T S N A Y XSGT MGV P[Q A Q X A(Y S N W TMGV S\T A Q P[Q A Y X W T S NS N W T X A(Y P[Q A Q S\T MGV
W T S N A(Y X A Q PRQ MGV SGTX A Y S N W T S\T MGV P[Q A QA(Y X W T S N MGV SGT A Q PRQ

Figure 2 Involution Linear TransformationBasedon MDS Codes( ]_^4`a^4b�c IrreduciblePolynomial= 11d)

† All numbersare in hexadecimalformat



Conclusions
In this paperwe studiedSPNswith randomlyselecteds-boxesanda randomlyselectedinvertible
linear transformationlayer. Theresultsof our analysisshowthatSPNswith goodcryptographic
propertiescan be obtainedusing this random constructionapproach. Although this random
constructioncan be usedto implementan actualcipher, the analysisin this paperwas aimed
to prove the robustnessof the SPN model.

We alsoprovidedtwo constructionmethodsfor involution linear transformationsbasedon MDS
codes. Involution linear transformationshavethe advantagethat the resultingnetwork can be
usedto performboth theencryptionandthedecryptionoperations,which enhancesthepractical
aspectsof this the classof SPN ciphers.
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