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Abstract—Logs are widely used in various software engineer-
ing applications, including debugging, program comprehension,
failure prediction, and anomaly detection. Despite their value,
the unstructured nature of logs complicates the extraction of
meaningful insights. In response, various log parsing techniques
leveraging methods like machine learning and pattern recognition
have been developed. Nevertheless, existing parsers frequently
fail to achieve consistent accuracy, especially when handling
complex log formats. To address this challenge, we conduct a
comprehensive study to understand the characteristics of log
events that lead to parsing errors. Using 16 different log datasets
and 8 log parsers, we apply open coding techniques to derive a
taxonomy of log event characteristics that contribute to parsing
errors. We also examine how different log parsers are impacted
by each category in the taxonomy. The resulting taxonomy not
only provides insights into the complexity of parsing log data but
can also guide the development of advanced parsing tools capable
of handling the unique characteristics of diverse log formats.

Index Terms—Log Parsing, Log Analytics, Understanding
Software Logs, Software Maintenance and Evolution.

I. INTRODUCTION

Logs are generated during software execution by embedded
logging statements, capturing a wide range of events such as
system errors, user activities, and operational status updates
[1]. These logs play a crucial role in numerous software
engineering tasks, including debugging [2]-[4], debugging
and comprehension of system failures [S] [6] [7] [8] [9],
testing and performance analysis [10] [11] [12], operational
intelligence [9] [11] [13] [14], data leakage detection [15],
failure detection [7], failure prediction [9] [16],anomaly de-
tection [2], [4], [17], [18], and Al-driven IT operations [17],
[19]. Their versatility makes logs an indispensable resource
for maintaining the reliability, performance, and security of
software systems.

Log events typically consist of two sections: the log header
and the log message. The log header contains contextual
information about the execution, such as the timestamp (e.g.,
270423) and the process ID (e.g., 9876). The log message
contains static tokens (e.g., Received Block) and dynamic
tokens which represent variable values (e.g., b1k_-1680).

Because of lack of guidelines and best practices for logging
[20], logs tend to vary in terms of structure from one system
to another [21]. This complicates the process of automati-
cally extracting useful information from log files [22], [23]
[24], which limits viable system analysis and troubleshooting
tasks [11], [25]. Log parsing is a technique that is used
to automatically extract structures (also known as templates)
from heterogeneous and unstructured log events. Consider the
log event illustrated in Figure 1; the corresponding log tem-
plate would be Received Block x of Size % from
. Here, the » symbol represents dynamic tokens. One may
think that extracting such structures can be achieved using
traditional regular expressions. The problem is that typical
log files contains ten of thousands of templates [1] [26] [8],
which makes it almost impossible to use regular expressions.
In addition, as the system evolves, new structures emerge
requiring constant update of regular expressions.

The importance of automated log parsing has driven the
development of numerous log parsers, which rely on diverse
methods such as machine learning, deep learning, pattern
mining, natural language processing (NLP), etc. A good survey
of log parsing tools is presented by El-Masri et al. [27].
Examples of log parsers include Drain [28], Spell [29], SHISO

Logging  Statement: 1LOG.info ("Received
Block "+ block_id + " of size " +
block_size + " from " + ip)

Log Event: 270423 283349 9876 INFO
dfs.DataNodeResponder: Received
block blk_-1680 of size 4536 from
10.163.23.167

Log Template: Received Block <x> of size
<x> from <>

Fig. 1. An example of a logging statement, a log event, and the corresponding
log template



[30], AEL [31], Lenma [32], Logsig [33], SLCT [34], Iplom
[35], LKE [36], LogMine [37], Logram [38], and ULP [39].

Despite progress in log parsing, achieving high accuracy
across diverse log files remains challenging for most exist-
ing parsers. Many tools struggle with complex, nested log
structures often found in system logs. This is partly due to
the fact that research focuses mainly on the development of
parsing algorithms. Considerably, little attention was paid to
the understanding of the log event characteristics (LECs) that
commonly cause parsing errors. The table (Table I) categorizes
existing research on software logging and log parsing into four
main focus areas: characterization studies, automation tech-
niques, machine learning models, and evaluation studies. Char-
acterization studies (e.g., [41]) investigate logging practices.
Automation techniques, such as [33], [46], aim to streamline
log generation or parsing processes. Machine learning models
(e.g., [42]) are applied to predict or generate logging content.
Evaluation studies assess the effectiveness of current methods,
including parsing accuracy and the performance impact of
logging mechanisms.

Despite numerous contributions, few studies have focused
on the specific characteristics of log events that influence
parsing efficacy, leaving a significant gap in understanding
how LECs impact different parsing methods. In this study,
we conduct a comprehensive study using 16 log datasets and
eight log parsers to reveal the LECs that lead to parsing errors.
Using the open coding research methodology [62], we group
these LECs into categories to form a taxonomy of LECs that
describes the components, patterns, variables, and structures
within log events that commonly cause parsing errors. We
also study the effect of LECs on parsing tools. The taxonomy
provides a deep understanding of the complexity of log data,
which can guide the development of advanced log parsing
tools and better logging practices .

The remaining parts of the paper are organized as followed.
In the next section, we discussed our methodology. Section
III delves into the results where we describe the taxonomy of
LECs and its impact on log parsing tools. In Section IV, we
discuss the implications of this study, followed by a conclusion
and future work section.

II. METHODOLOGY

In this study, our main objective is to create a comprehensive
taxonomy of LECs that commonly lead to parsing errors.
Unlike previous research that evaluates specific log parsers,
we focus on identifying LECs that are consistently problematic
across multiple parsers and datasets.

By analyzing errors generated by eight well-known log
parsers on 16 diverse log datasets, we uncover common LECs
that challenge parsers, regardless of the algorithms used. The
outcome of this analysis is a taxonomy of LECs that lead to
parsing errors. We also apply the taxonomy to understand the
impact of LECs on various parsing tools. To achieve this goal,
we formulated the following research questions:

RQ1: What are the types of LECs that lead to parsing
errors? This research question seeks to systematically iden-

tify and categorize LECs frequently associated with parsing
errors. By understanding these characteristics, we can pinpoint
specific log data features that present challenges for existing
parsing tools, leading to inaccuracies or failures. Categorizing
these LECs allows researchers and developers to refine parsers
to better address these critical aspects.

RQ2: How do different log parsing techniques correlate
with their effectiveness in handling various LECs? This
question explores how different log parsing techniques per-
form in relation to specific LECs. Log parsers often make
assumptions about log structure, such as consistent token
placement, delimiter use, or expected patterns. These assump-
tions can make parsing effective for some logs but can lead
to errors for logs that deviate from these expectations. By
analyzing how different parsing techniques—such as regular
expressions, pattern matching, token counting, and positional
assumptions—handle various LECs, we aim to understand
which methods are most effective and why.

RQ3: How do LECs shape log patterns and influence
parsing difficulty across different datasets? This question
explores the role of LECs in shaping log patterns and clarifies
why certain datasets are more challenging to parse. By defining
essential log components such as dynamic values, nested
tokens, punctuation, LECs fundamentally influence log struc-
tures and the resulting formatting patterns. The complexity,
variability and frequency of these LECs are key factors in
determining the difficulty of parsing a dataset. Datasets with
consistent and simple LECs often result in predictable log pat-
terns that are easier for parsers to handle. In contrast, datasets
containing diverse, frequent, or deeply nested LECs introduce
structural variability that complicates parsing. Understanding
how LECs form log patterns helps in developing tools that can
recognize and adapt to these patterns, ultimately improving
parsing accuracy and efficiency across diverse datasets.

A. Log Datasets

We used datasets from the Loghub repository [63]', cov-
ering systems like HDFS, Hadoop, Spark, OpenStack, BGL,
HPC, Windows, Android, Apache, and more. These diverse
datasets provide a comprehensive corpus for analyzing LECs.

Each LogHub dataset contains 2,000 manually parsed log
events, serving as ground truth for our analysis. We processed
a total of 32,000 log events across 16 datasets using eight log
parsing tools to validate accuracy and examine log patterns.

B. Log Parsing Tools:

Our selection of log parsers is grounded in the resources
provided by LogPAI—which offers a wealth of log parsing
tools and is well-recognized within the academic commu-
nity—and two comprehensive surveys on log parsing by Zhu et
al. [64] and El-Masri et al. [21]. From the parsers included in
the LogPAI benchmark, we chose eight prominent tools: Drain
[28], IPLoM [35], AEL [31], Spell [65], LenMa [32], LogMine
[37], SHISO [30], and ULP [39]. These parsers are among the

Uhttps://zenodo.org/record/3227177#.Y UqmXtNPFRE



TABLE I
SUMMARY AND CLASSIFICATION OF RESEARCH WORK ON SOFTWARE LOGGING AND LOG PARSING.

Study Focus Characterisation Study

Aut tion Techniq Machi

Learning Model Evaluation Study

Failure Diagnosis

Logging Practice

Log Analysis and Failure Diagnosis
Logging for Anomaly Detection
Machine Learning in Logging Practice
Log Compression (Parallelization)

Log Parsing (Rule-based)

Log Parsing (Frequent Token Mining)
Log Parsing (Natural Language Processing)
Log Parsing (Clustering/Heuristic)
Logging Code Analysis

Automation in Logging

Logging Configuration

Log Statements (Code Level)

Log Parsing and Metrics

Logging Issues (Performance)

[40]
[41]
[16]

[51]-153]

(551
[56], [57]

[42]
[43]
[44]
[40], [45]
[33], [46]
[47]
[37], [49], [50]

[40]

[38], [48]

[54]

[58]
[60]

[59]

[56], [61]

best-performing tools identified in prior surveys [21], [39],
[64], representing a diverse array of parsing methodologies
and algorithms. We configured each tool according to the
guidelines provided in their respective publications, ensuring
that they operate as intended for our analysis.

In this study, we selected representative parsers from
three distinct categories: cluster-based approaches (LogMine,
Lenma), heuristic-based methods (Drain, Shiso, Spell, AEL,
and IPLoM), and frequent pattern mining (ULP) to study
their behaviors when confronted with various Log Event Char-
acteristics (LECs). Clustering-based parsers organize log
messages into flexible, multi-level structures, providing users
with adjustable clustering granularity for detailed analysis.
Frequent pattern mining approaches focus on extracting
frequent sequences from logs using predefined thresholds to
identify recurring patterns effectively. Heuristic-based meth-
ods leverage domain-specific rules and tailored data structures
to parse logs and generate templates [66].

C. Identifying Log Event Characteristics (LECs)

We used open coding, a qualitative research technique, to
identify LECs leading to parsing errors [62]. Open coding
allowed us to explore complex, unstructured log data without
predefined categories.

We used eight renowned log parsers to process 16 diverse
log datasets, generating both successful parses and parsing
errors. Parsing errors were identified by comparing parser
outputs to the ground truth templates provided in the datasets.

To extend our analysis across all 2,000 log events per
dataset, we automated the identification of LECs using regular
expressions and named entity recognition (NER). For instance,
IPv4 addresses were detected using a regex pattern, while file
paths were identified based on Unix and Windows formats.
Automation enabled efficient processing of large datasets,
supplemented with manual reviews for accuracy.

Through an iterative coding process, we categorized LECs
into broader groups, such as “Structural Characteristics” for
nested tokens and “Data Types” for timestamps, IP addresses,
and file paths. This categorization formed the basis for a
taxonomy that provides insights into common patterns and
parsing challenges.

III. RESULTS AND DISCUSSION

A. RQI: Types of LECs and their categories

To identify the types of LECs, as discussed earlier, we
applied the selected eight log parsers to 16 log datasets. All
log parsers successfully processed the datasets, except [PLoM,
which timed out on the Android dataset despite multiple
attempts. The data and results used in this paper are available
on Zenodo >

After analyzing the results, we categorized LECs based on
their impact on log data parsing. Recognizing that overlaps be-
tween categories are inevitable due to the multifaceted nature
of log events, we crafted each category to emphasize distinct
aspects that contribute to parsing challenges. We identified 30
distinct log characteristics that we grouped into 3 primary
categories, namely Log Event Presentation, Data Types, and
Structural Arrangement of Tokens. Each category addresses
unique aspects of logs, from the variability of content, to the
relationships between elements, to the formatting of events.
By combining these perspectives, the taxonomy captures the
breadth of challenges that parsers must address. Each category
targets distinct yet interconnected aspects of log data that
collectively determine parsing complexity.

Table II shows the distribution of LECs in correctly parsed
(C.P) and incorrectly parsed (I.P) log events for the eight log
parsers. The Log parsers exhibited varying numbers of parsing
errors: Drain (851), ULP (923), IPLoM (882), AEL (914),
LenMa (883), Spell (959), SHISO (963), and LogMine (965).

Several important trends emerge from this table. First,
characteristics like “Unseparated Token Sequence” and Al-
phanumeric and Special Characters” have a significantly high
number of incorrect parses across all parsers. For instance,
“Unseparated Token Sequence” accounts for tens of thousands
of occurrences of incorrect parses for every log parser, with
LogMine having 17,640 incorrect occurrences, which high-
lights the consistent difficulty parsers face with logs lacking
clear boundaries between tokens. Similarly, ”Alphanumeric

2The results of the available at:

https://doi.org/10.5281/zenodo.7868027

study are



TABLE II
CHARACTERISTICS OCCURRENCE IN CORRECTLY AND INCORRECTLY PARSED LOG EVENTS ACROSS LOG PARSERS

Legend: C.P = nb of occurrences of the characteristic in the correctly parsed logs, I.P = nb of occurrences of the characteristic in the incorrectly parsed logs

; AEL , Drain , Iplom , Lenma , Logmine , SHISO . Spell , ULP
Characteristic . CP P, CP P | CP LP | CP P, CP P, CP P CP P | CP LP
Alphanumeric and special | 3570 9731 | 3421 9880 | 3475 9455 | 3682 9619 | 3370 9931 | 3581 9720 | 3363 9938 | 3282 10019
characters | | | | | | | |
Log event with only static to- | 1548 180 | 1546 182 | 1525 203 | 1552 176 | 1447 281 | 989 739 | 1463 265 | 1526 202
kens
UUID ' 228 562 : 16 774 : 251 539 : 357 433 : 79 711 : 268 522 : 101 689 : 301 489
Single-level nested tokens | 1301 2460 ' 1243 2518 923 2571 ' 1143 2618 453 3309 | 1220 2542 ' 1230 2531 | 1201 2561
Multi-level nested tokens I 29 64 | 24 69 ! 0 29 ! 24 69 ! 2 91 ! 29 64 ! 2 91 ' 29 64
Enclosed quotations I 92 1311 | 161 1242 | 91 1194 | 154 1249 ! 97 1306 | 124 1279 | 157 1246 | 193 1210
URL with query parameters | 0 11 1 0 11 1 0 11 1 0 11 1 0 11 1 0 11 1 0 11 1 0 11
Equals-separated  key-value | 2395 2917 | 2685 2627 | 2205 1994 | 1904 3408 | 2350 2962 | 1895 3417 | 2576 2736 | 2926 2386
Pairs
Key-value pairs formed with a : 5354 8934 : 5619 8669 : 4755 8753 : 5922 8366 : 4541 9747 : 5637 8651 : 4967 9321 : 5590 8698
colon
Word-number pair | 5933 4628 ' 6505 4056 ' 5131 5257 | 5682 4879 | 4260 6301 ' 5431 5130 | 5911 4650 ! 6411 4150
Folder structure I 2268 2677 ! 2311 2634 ! 1821 3021 ! 2356 2589 ! 1765 3180 ! 2314 2631 ! 1811 3134 ! 1886 3059
Datetime tokens I 2697 4088 | 3090 3695 | 2463 4216 | 2361 4424 | 1706 5079 | 2628 4157 | 2555 4230 | 2863 3922
Time duration | 90 788 1 47 831 1 90 788 | 116 762 | 63 815 1 79 799 | 64 814 | 68 810
URL | 0 27 0 27 0 27 0 27 | 0 27 | 0 27 | 0 27 0o 27
Decimal | 3919 6388 | 4530 5777 | 3486 6735 | 4491 5816 | 2834 7473 | 3971 6336 | 4133 6174 | 3575 6732
Data volume and unit , 372 1244 | 316 1300 | 373 1243 | 404 1212 11 1605 | 393 1223 | 340 1276 | 360 1256
Nouns 573 1404 578 1399 199 1651 608 1369 537 1440 581 1396 212 1765 355 1622
Unseparated token sequence '11969 15711 '12927 14753 '10289 15571 '12205 15475 ' 10040 17640 '11393 16287 '11740 15940 '12660 15020
Protocol name I 982 531 | 995 518 | 988 525 | 985 528 | 990 523 | 990 523 | 986 527 | 983 530
Mac address | 4 671 20 51 4 671 20 51 1 20 51 1 16 55 1 0 711 63
Non-standard mac address | 1884 1884 | 1881 1887 | 2441 1326 | 1881 1887 | 1596 2172 | 1886 1882 | 2441 1327 | 1884 1884
format (EUI-64) | | | | | | | |
ID Token , 1039 721039 72 | 997 69 | 749 362 | 304 807 | 743 368 |, 1017 94 |, 1044 67
Boolean token 455 281 593 143 18 21 591 145 420 316 458 278 219 517 176 560
IPv4 token ' 3107 4759 ! 3741 4125 ' 2687 5179 ' 3637 4229 | 2675 5191 | 3112 4754 | 3386 4480 ' 2744 5122
IPv6 token I 34 82 | 57 59 | 32 84 ! 50 66 ! 57 59 ! 23 93 ! o 116 ' 91 25
Domain name I 1272 2198 | 1312 2158 | 1195 2066 | 1451 2019 | 1210 2260 | 1305 2165 | 1244 2226 | 1342 2128
Hexadecimal I 917 698 | 891 724 | 626 903 | 584 1031 | 837 778 1 933 682 | 692 923 | 1132 483
Log highlighters | 205 18 | 128 95 | 143 77 1 178 45 | 126 97 | 168 55 | 67 156 | 131 92
Token with punctuation | 1186 2156 | 968 2374 | 745 2587 | 1140 2202 | 913 2429 | 1198 2144 | 582 2760 , 872 2470
Boolean in a format different | 1241 3362 | 1351 3252 | 735 3506 , 1345 3258 , 1090 3513 | 1176 3427 , 982 3621 , 1506 3097

from true/false

and Special Characters” results in incorrect parses ranging
between 9,455 and 10,019 occurrences across the parsers.

Another noteworthy observation is the challenge that
“Multi-level Nested Tokens” poses for most parsers, partic-
ularly for Iplom and LogMine. Both parsers struggle sig-
nificantly with handling nested token structures, with Iplom
recording O correct occurrences compared to 29 incorrect ones,
and LogMine showing a significant imbalance with 2 correct
versus 91 incorrect.

“Equals-Separated Key-Value Pairs” and “Key-Value Pairs
formed with a colon” also show a notable difference in parsing
accuracy. For example, Lenma and Shiso show a high number
of incorrect parses (3,408 and 3,417) for “Equals-Separated
Key-Value Pairs,” which highlights its difficulty in maintaining
consistent token separation.

We discuss in more detail each category and its LECs along-
side the impact on the parsers in the following subsections.

1) Log Event Presentation:: This category focuses on char-
acteristics that affect the visual presentation of log events, such
as multiline logs or special highlighters like ’#### ERROR
#### . These features can obstruct tokenization or make it
difficult to distinguish key parts of a log, affecting the parser’s
ability to interpret it correctly. While conventional log formats
are well-understood and parsers can reliably handle them,
unconventional formats—featuring unusual spacing, special
characters, or non-standard highlighting—introduce variations
that parsers may not be trained to handle, leading to mis-

interpretation or parsing failures. Table III summarizes the
LECs in this category. Log events with only static tokens,
like ”The server is now running,” challenge parsers by lacking
dynamic elements, which can lead to their significance being
overlooked.

Logs with mixed alphanumeric and special characters, such
as "[APP-1234] ... username = johndoe_123!”, present chal-
lenges in distinguishing control characters and interpreting
token boundaries. Additionally, common punctuation in words
like ”can’t” requires careful handling to avoid misclassifica-
tion.

Log highlighters, like “###### Transaction Canceled!
###H#H#°, add complexity by requiring parsers to differentiate
emphasis markers from core log content, ensuring proper
extraction and analysis.

2) Data Type:: This category focuses on characteristics
representing specific data types in logs, such as timestamps, IP
addresses, numerical values, or Booleans. These data types of-
ten vary in format, such as timestamps differing due to regional
settings or Boolean values being represented as “true/false,”
”1/0,” or “yes/no.” Unlike Log Event Presentation, which
deals with visual aspects, Data Type Representation addresses
the correct identification and interpretation of underlying data
types.

Variations and inconsistencies in data types can create
parsing challenges. For example, a parser might misread an
unconventional timestamp format or fail to recognize Boolean



TABLE III
CHARACTERISTICS UNDER LOG EVENT PRESENTATION

Log highlighter

##### Transaction Canceled!

Characteristic Example Challenge

Log events with only static tokens | The server is now running. Identifying the lack of dynamic content

Alphanumeric and special charac- [APP-1234] . username = Parsing mixed alphanumeric values with special characters,
ters johndoe_123! which can lead to misinterpretation of tokens.

Tokens with Punctuation can’t Correctly handling words with embedded punctuation, avoid-

ing split or misinterpretation
Recognizing repeated special characters and distinguishing
them from the core content

#HEHE

values like ”"Y/N.” Log parsers that use regular expressions
face particular difficulties here—matching all possible formats
for data types like timestamps or IP addresses is often imprac-
tical, given the many variations. Regular expressions also lack
context awareness, making it challenging to distinguish similar
elements, such as a colon in a timestamp versus one used as a
delimiter. These challenges are especially pronounced in logs
with inconsistent or unconventional formats.

As shown inTable IV, this category has the most LECs (19
out of 30). UUIDs or IDs can vary significantly in length,
format, and delimiters, making their recognition and extraction
challenging across different contexts. Datetime tokens differ
based on regional settings or logging configurations, involving
multiple formats, inconsistent use of separators, and handling
time zones. Representations of time durations involve various
units, requiring special handling of singular vs. plural forms
and abbreviations.

Decimal numbers introduce complexity due to differences in
representation, such as ’3.14” vs. 73,14, depending on locale.
Properly distinguishing numeric values from other tokens or
separators is critical for accurate parsing. Similarly, data vol-
umes can be represented using different units or abbreviations,
such as ”"KB” versus “’Kilobytes,” requiring normalization for
consistency.

Protocol names like "HTTP” or “FTP” may appear in
different contexts within logs or combined with other tokens,
necessitating disambiguation. MAC addresses, including non-
standard formats, add complexity due to the use of varying
delimiters, such as colons or hyphens, requiring parsers to
handle these variations consistently. Boolean values can be
represented in multiple forms, including “True/False,” 1/0,”
and ”Yes/No,” which introduces ambiguity during parsing.

IPv4 and IPv6 addresses each present distinct challenges.
IPv4 addresses may include port numbers, and both address
types have variable formats, increasing the difficulty of accu-
rately identifying and parsing them. Domain names can also
vary, often including subdomains or different structures that
need to be managed effectively.

Hexadecimal values may include or omit the 0x” prefix,
making identification within a log context difficult. URLs and
URLs with query parameters involve multiple components,
such as base URLs, paths, and query parameters, which
must be parsed correctly to prevent errors due to misuse of
separators. Folder structures represented with slashes require
careful parsing to ensure that /" is interpreted correctly within

the context, maintaining the intended hierarchy.

Identifying whether a noun is a static token or dynamic
content presents particular challenges, especially when dealing
with common nouns, place names, or ambiguous words.
Finally, IDs with inconsistent formats, prefixes, or delimiters,
such as ”blk_+1234” or ”blk_-1234,” present difficulties in
maintaining consistent identification and parsing, which may
lead to inaccuracies.

3) Structural Arrangement of Tokens:: This category exam-
ines how the arrangement of token sequences within log events
affects parsing. Unlike focusing on individual tokens, this
category considers how multiple tokens are combined using
punctuation marks and delimiters to form complex structures
like key-value pairs, units, or nested messages. This involves
understanding token relationships rather than treating them in
isolation.

Unlike Log Event Presentation, which deals with visual
formatting, this category focuses on the syntactic organization
and relationships between tokens, such as delimiters (com-
mas, colons, equals signs), nesting (brackets, parentheses),
and token sequences that define the log event. For example,
colons may separate keys, or information might be nested in
brackets ("Error in [ModuleName] at (Timestamp)”). Table
V summarizes different structural arrangements of log tokens
and their associated parsing challenges. Single-level and multi-
level nested tokens present difficulties due to unclear bound-
aries and nested levels that complicate extraction. Key-value
pairs using inconsistent separators (=" or ’:’) increase parsing
complexity, as these separators may vary or be inconsistently
used.

Word-number pairs without explicit delimiters challenge
parsers to correctly associate related tokens, while enclosed
quotations require accurately extracting values and distinguish-
ing them from other tokens. Unseparated token sequences
create significant complexity by lacking clear boundaries,
making it hard for log parsers to tokenize correctly. These
challenges emphasize the need for sophisticated strategies to
parse diverse and structurally complex logs effectively.

4) Statistical Association between Log Characteristics and
Parsing Errors: To explore the relationship between log
characteristics and parsing errors, we conducted a Chi-square
Test of Independence. This test is particularly well-suited for
analyzing associations between categorical variables, allowing
us to determine whether specific LECs are significantly asso-
ciated with parsing errors. In this context, the null hypothesis




TABLE IV
CHARACTERISTICS UNDER DATA TYPE

Characteristic Example

Challenge

UUIDs session ID 123456789

Datetime tokens 2022-03-15 13:45:32+00:00
Time duration 2 hours 30 mins

Decimal 3.14

Data volumes and unit
Protocol name

10KB,
HTTP,

10 Kilobytes
FTP

MAC addresses

Non-standard MAC address format
(EUI-64)

Boolean token

Boolean in a format different from
true/false

IPv4 Addresses

00-11-22-33-44-55
3B-A7-94-FF-FE-07-CB-DO,
3BA7:94FF:FEQ7:CBDO
True, False, T, F
True,true,0, 1, Yes

192.168.0.1:8080

IPv6 Addresses

Domain names example.com,

Hexadecimal 0x3F8A
URLs https://www.hdfs.com
URLs with query parameters

/home/user/docs
User Cyprus

Folder structure
Nouns

ID Block blk_+1234, blk_ 1234,

or

2001:0db8:85a3:0000:0000:8a2e:0370:7334
www.example.com

https://www.hdfs.com/search?id=1l&type=a

Variability in length, format, and delimiters, leading to
inconsistencies in identification and extraction

Handling multiple formats, inconsistent use of separators,
and correctly accounting for time zones.

Parsing different time units, distinguishing between sin-
gular/plural, and inconsistencies in abbreviations or units.
Differentiating between numeric values and potential de-
limiters, managing locale-specific formats (e.g., commas
vs. periods)

Handling unit variations and abbreviations.
Disambiguating protocol names that may be used in
different contexts or combined with other tokens.
Handling various delimiters (e.g., colon, hyphen)
Various delimiters (hyphen, colon)

Multiple representations

Parsing multiple representations (e.g., True/False, 0/1,
Yes/No)

Handling addresses with port numbers, distinguishing
different segments, and avoiding confusion with unrelated
numbers.

Expanded and contracted forms

Parsing different structures, including subdomains, and
managing variations in domain components.

Identifying hexadecimal values with or without a prefix,
and distinguishing them from other alphanumeric tokens.
Parsing base URL as one unit, confusion due to the
separator in the URL string

Parsing base URL as one unit, confusion due to the
separator in the URL string

treating /" as a non separator

Differentiating static tokens from dynamic ones, particu-
larly when common nouns or place names

Managing inconsistent delimiters and variations in pre-
fixes

blk_-1234

asserts that there is no association between the presence of
a log characteristic and parsing errors. A p-value less than
the significance level (commonly set at « = 0.05) indicates
strong evidence against the null hypothesis, suggesting that
the association is statistically significant. A majority of the log
characteristics exhibit extremely low p-values (in many cases
equal to zero or very close to zero), which are significantly
below the threshold of o = 0.05.

The Chi-square analysis highlights several key findings
regarding the impact of LECs on parsing accuracy. Char-
acteristics such as "Log Events with Only Static Tokens,”
”Alphanumeric and Special Characters,” and ”Word-Number
Pairs” exhibit very high effect sizes, all above 4,000, with p-
values approaching zero, indicating a substantial impact on
parsing errors. For instance, "Log Events with Only Static
Tokens” have an effect size greater than 11,500, showcasing
the complexity introduced when no dynamic data is available
to assist in parsing.

In contrast, characteristics like “IPv4 Tokens” and “IPv6
Tokens” demonstrate relatively minor effects, with effect sizes
under 10. Specifically, "IPv6 Tokens” show an effect size
of just over 2, with a p-value of 0.15, indicating minimal
influence on parsing errors.

Overall, the results provide strong statistical evidence that

many log characteristics significantly affect parsing perfor-
mance. Characteristics such as “Multi-level Nested Tokens,”
”Hexadecimal,” and “Equals-separated Key-Value Pairs” also
have notable associations with parsing errors, emphasizing
that the hierarchical and variable nature of these elements can
complicate the parsing process.

Discussion and Implications: The results hints to key
implications for improving log parsing techniques. First, ”Un-
separated Token Sequence” and ”Alphanumeric and Special
Characters” are consistently challenging across all parsers,
suggesting that new approaches should prioritize methods
to effectively handle token boundary detection and mixed
character types.

The difficulties with “Multi-level Nested Tokens” indicate
that parsing methods need improved capabilities for handling
hierarchical and nested structures. Parsers could benefit from
incorporating more advanced syntactic analysis or specialized
heuristics to navigate these complexities.

The difficulties with key-value pairs formed using varied
separators further emphasize the need for parsing methods that
adapt to different conventions. Parsers should be designed to
interpret separator patterns in real-time, rather than relying on
predefined rules. Incorporating dynamic, probabilistic models
or token prediction capabilities would allow parsers to flexibly




TABLE V
CHARACTERISTICS UNDER STRUCTURAL ARRANGEMENT OF TOKENS

Characteristic Example

Challenge for Log Parsing

Single-level nested tokens Error: (404) Not Found

Multi-level nested tokens Request received:
[2012-04-23T18:25:43.51172
(sasl_plain)]

Key-value pairs (colon or equal) User name=JohnDoe,

Word-number pairs User John Doe ...

User ’JohnDoe’
7123456789

Enclosed quotations

Unseparated Token Sequence
ID123456

action:login

session ID 12345

. session ID

Error code:500Error message:

Difficulty in extracting values from a single-level nested
structure, where the boundaries may be ambiguous.
Complex token extraction due to multiple levels of nesting.

Difficulty in recognizing key-value pairs due to inconsistent
use of separators (colon or equal) and inconsistent spacing.
Identifying relationships between words and numbers when
no clear separator is present, making it challenging to distin-
guish static words from dynamic numerical values.
Extracting values enclosed within quotations while differen-
tiating quoted content from other tokens in the log.
Identifying boundaries between tokens in sequences without
clear separators, leading to difficulties in tokenizing and
understanding log content.

adjust to diverse key-value structures.

From a log-writing perspective, the findings underscore
the importance of consistent and predictable log formatting.
Standardizing delimiters, timestamp formats, and minimizing
ambiguous characters can significantly enhance the effective-
ness of log parsers. Developing best practices for log gen-
eration, focused on uniformity and simplicity, would reduce
parsing complexities and improve the accuracy of downstream
analysis.

B. RQ2: Evaluating Algorithmic Adaptability to Diverse LECs

Analyzing different parsing outcomes revealed that many
log parsers struggle with diverse LECs, leading to frequent
parsing errors. These errors typically arise from rigid assump-
tions about log structures and token positions, which do not
accommodate the variability inherent in different LECs.

Parsers based on fixed token positions tend to misinterpret
logs when LECs deviate from anticipated structures, whether
through missing elements or altered token order. For example,
a parser trained on the format ”[Timestamp] User [Username]
performed [Action]” may misidentify “performed” as a user-
name if it encounters ’[2023-09-17 10:16:00] User performed
logout.” This issue is especially pronounced in parsers like
Drain, Spell, and LogSig, each of which assumes a static
log structure. Specifically, Drain uses fixed token positions,
Spell depends on token sequencing, and LogSig interprets
rare tokens as dynamic, resulting in parsing errors when these
assumptions are unmet.

Many log parsers also use regular expressions to enhance
tokenization often fails with LECs involving inconsistent for-
mats. Parsers utilizing domain-specific knowledge can accu-
rately interpret LECs for specific systems but struggle in unfa-
miliar contexts where LECs vary widely. Token counting and
delimiter-based tokenization, while useful for uniform logs,
often cannot handle variations in token counts or unexpected
delimiters. Machine learning algorithms offer flexibility for
dynamic formats but often sacrifice precision for simpler,
structured logs.

The subsequent sections explore the strengths and short-
comings of log parsers when handling diverse LECs, with a

focus on how the design choices behind these tools impact the
tool adaptability to different log formats.

1) Clustering-Based Log Parsers: Clustering-based log
parsers group log events with similar characteristics using
methods like hierarchical and density-based clustering. These
techniques help identify patterns and simplify parsing, but
the choice of clustering method affects parsing accuracy,
especially for complex LECs.

LogMine [37] uses hierarchical clustering and performs
well for structured logs but struggles with complex LECs
like Multi-level Nested Tokens, resulting in significant parsing
errors (3,309 incorrect parses vs. 453 correct ones). The
hierarchical method relies on predefined structures, which can
be disrupted by complex nested tokens, leading to misclassi-
fication.

LenMa [32] uses density-based clustering and generally
outperforms LogMine but still faces challenges with LECs like
Equals-Separated Key-Value Pairs and Hexadecimal values.
Density-based clustering, such as DBSCAN, is effective for
handling variability and noise without needing a predefined
number of clusters. However, it struggles with structured LECs
because tokens like key-value pairs or hexadecimals are often
sparse or inconsistently distributed, making cohesive cluster-
ing difficult. Additionally, density-based clustering lacks an
inherent mechanism for recognizing token boundaries, which
contributes to parsing errors in structured log elements.

2) Heuristic approaches: Heuristic log parsers, including
Drain, Shiso, Spell, AEL, and IPLOM, use distinct methods
to identify patterns in log data, each with strengths and
limitations in handling various LECs.

Drain uses a parsing tree to organize log tokens hierarchi-
cally, excelling at parsing unseparated token sequences by
effectively inferring boundaries. However, it struggles with
multi-level nested tokens due to the complexity that disrupts
its hierarchical model, making it less suitable for deeply nested
structures.

Spell relies on the Longest Common Subsequence (LCS)
method, which helps it handle longer log entries like date
volumes and time durations better than Drain. Its focus on
matching long recurring sequences makes it adept at consis-




tently structured logs, but it falls short with more varied log
entries.

Shiso also uses a parsing tree like Drain but adds token-wise
Euclidean distance to classify log events. This enhancement
helps Shiso perform well with log highlighters and tokens that
exhibit minor variations. Its dynamic distance-based approach
allows better differentiation in slightly changing contexts,
which Drain’s fixed-depth tree approach struggles with.

AEL uses heuristics to replace dynamic tokens with place-
holders, grouping similar log events based on token consis-
tency. It excels at parsing nested tokens and logs primarily
composed of static tokens, effectively identifying dynamic
components by leveraging domain-specific knowledge.

IPLOM partitions log entries iteratively based on structural
attributes like token count and position. It works well with con-
sistent logs but struggles with highly variable token structures,
particularly multi-level nested tokens or logs with inconsistent
formats. The reliance on token frequency and fixed positions
limits IPLOM’s adaptability to dynamic, unpredictable log
entries.

3) Frequent Pattern Mining Log Parsers: Frequent pattern
mining techniques, like ULP, identify common sequences
in log data by analyzing the frequency of patterns. ULP
automates log parsing by grouping similar events and using
frequency analysis to differentiate between static and dynamic
tokens. This approach works well for structured logs, partic-
ularly those with consistent formats such as Key-Value Pairs
and Unseparated Token Sequences, where it can accurately
distinguish between static and dynamic components.

However, ULP’s reliance on local frequency can lead to
challenges. Infrequent tokens, such as those in Boolean Tokens
with Non-Standard Formats or Alphanumeric Sequences with
Special Characters, may be misclassified due to their lower
repetition. ULP also struggles with Multi-Level Nested To-
kens, where the hierarchical complexity makes it difficult to
accurately parse nested dynamic and static elements.

Discussion and Implications: The analysis demonstrates
that parsers relying on rigid token positions, delimiters, or
predefined structures are particularly vulnerable to errors when
LECs vary, highlighting a significant limitation in their adapt-
ability. A core implication is the need for flexible parsing
mechanisms that can accommodate the diversity of LECs
without rigid assumptions. Future parsers must move beyond
simple token counting, tokenization, or fixed sequence models
to include more sophisticated strategies capable of dynami-
cally adapting to variations in log structures. The reliance on
static parsing rules, token order, and fixed delimiters restricts
adaptability when log entries include a mixture of formats,
complex sequences, or unexpected variations. Parsers should
integrate adaptive models that can modify their strategies
based on the detected LECs in real time.

C. RQ3: Analysis of LECs across Systems

Table VI shows the overall log parsing errors for all log
parsers for a given dataset. The analysis of mismatch per-
centages across different log event characteristics (LECs) for

various datasets reveals key insights into parsing difficulties.
The mismatch percentages reflect the inherent complexity and
variability of logs across different datasets. High mismatch
rates are observed across many datasets for LECs like al-
phanumeric and special characters (e.g., 96.68% for Linux
and 99.98% for Spark) and multi-level nested tokens, which
often reach 100%, indicating significant parsing challenges.
Datasets like Linux and OpenStack show consistently high
mismatch rates for multiple LECs, such as UUIDs, multi-
level nested tokens, and datetime tokens, emphasizing their
structural complexity and variability. In contrast, HDFS and
Apache exhibit notably lower overall mismatch rates (9.85%
and 38.80%, respectively), suggesting more structured and
consistent log formats that are easier to parse. Specific LECs
like ”Boolean in a format different from true/false” and
hexadecimal values also present consistent challenges, as
seen with Spark and Thunderbird. The total mismatch rate
highlights Linux (93.81%), BGL (73.33%), and OpenStack
(83.13%) as among the most challenging datasets, whereas
HDFS stands out with its relatively low complexity. Overall,
LECs such as nested tokens, UUIDs, and key-value pairs
significantly impact parsing effectiveness, with their variability
across datasets playing a crucial role in determining the
success of log parsing algorithms.

Logs that rely heavily on descriptive nouns to convey
operations or system states, as seen in OpenStack, tend to
introduce ambiguity. This makes it difficult for parsers to
accurately group or categorize log entries, especially when
these nouns are context-dependent and vary widely in usage.
Linux (93.81%) and Mac (76.80%) logs show high mismatch
rates, likely due to the dynamic nature of these systems,
which often include variable-length data fields, dynamically
generated tokens, or more unstructured content. These logs
include a broader range of services and processes, contributing
to the complexity. In contrast, HDFS (9.85%) demonstrates a
much lower mismatch rate, indicating that its logs are more
standardized and structured, likely due to the uniformity of
distributed file system operations. OpenSSH (72.65%) also
exhibits high mismatch rates, suggesting significant dynamic
content or variability, possibly due to complex cloud infras-
tructure and security authentication mechanisms, respectively.
Zookeeper (31.84%) and Spark (46.49%) have moderate mis-
match rates, reflecting logs that combine structured operations
with occasional dynamic fields.

The analysis comparing the LEC presence in HDFS and
Apache logs provides insights into why these datasets achieved
higher match scores and experienced fewer parsing chal-
lenges compared to others like Linux or Openstack. HDFS
and Apache logs share similarities in the predictability and
consistency of their log elements, contributing to their higher
parsing success rates.

In both datasets, many complex LECs are absent (those
shown as ”NA” in Table VI), such as multi-level nested
tokens, enclosed quotations, and URLSs with query parameters.
The absence of such complex elements reduces structural
variability, making it easier for parsers to identify consistent



TABLE VI
PERCENTAGE OF MISMATCHES ACROSS SELECTED DATASETS (NA MEANS THE LEC IS NOT PRESENT)

LEC [ BGL | HealthApp [ Windows [ Android | Hadoop [ Zookeeper | OpenSSH | Spark
Alphanumeric and special characters 94.63% 65.61% 73.88% 66.23% 76.29% 86.62% 87.64% 99.98%
Log event with only static 21.73% 0.69% NA 0.00% 0.00% 1.03% 0.00% 51.56%
UUID NA NA 20.59% NA NA NA 100.00% 100.00%
Single-level nested tokens 76.74% 87.50% 79.46% 47.36% 100.00% | 77.43% 71.12% 15.18%
Multi-level nested tokens 100.00% | NA NA 70.82% 85.71% NA NA 100.00%
Enclosed quotations NA NA 39.58% 68.08% 28.57% NA 100.00% 99.57%
URL with Query parameters NA NA NA NA NA NA NA NA
Equals-separated key-value Pairs 96.62% 55.09% 13.73% 43.30% 79.33% 44.14% 90.41% 19.06%
Key-value pairs formed 68.01% 83.70% 70.31% 49.24% 64.93% 28.27% 81.70% 39.70%
‘Word-number pair 50.38% 18.53% 86.41% 47.77% 86.58% 43.96% 63.80% 34.13%
Folder structure 49.29% NA 50.42% 81.98% 25.55% 10.72% 100.00% 99.82%
Datetime tokens 51.79% 38.19% 84.21% 48.33% 88.32% 41.09% 49.42% 29.58%
Time duration 86.11% NA 87.50% 100.00% | 100.00% | NA 0.00% 0.38%
URL NA NA NA 100.00% | 100.00% | NA NA NA
Decimal 65.57% 100.00% 75.41% 90.09% 51.18% 31.39% 72.78% 48.62%
Data volume and unit 43.27% NA 75.00% NA NA NA 33.33% 43.61%
Nouns 87.50% 62.50% 100.00% | 47.31% 32.99% 93.55% 99.04% 99.15%
Unseparated token sequence 81.19% 66.76% 56.45% 42.83% 66.68% 34.15% 66.78% 50.67%
Protocol name 100.00% | NA NA 0.00% 14.29% 100.00% 99.75% 66.67%
Mac Address 96.25% NA NA NA NA NA NA NA
Non-standard mac address 100.00% | NA 74.98% 28.57% NA NA NA 100.00%
ID Token 100.00% | NA NA 35.76% 2.30% 25.64% 0.17% 14.43%
Boolean token NA 51.39% 33.33% 42.18% 57.14% NA NA NA
IPv4 token 66.32% NA 75.27% 100.00% | 26.79% 31.24% 76.05% 99.66%
IPv6 token 96.25% NA NA NA NA NA NA NA
Domain name 62.50% 82.16% NA 63.15% 42.53% 34.11% 10.39% 100.00%
Hexadecimal 43.75% 87.50% 13.31% 57.19% 73.61% 54.63% 33.33% 100.00%
Log highlighter NA NA NA 57.14% 0.00% 0.00% NA 100.00%
Token with punctuation 36.42% NA 46.05% 91.88% 44.53% 12.56% 8.04% 100.00%
Boolean in a format different from true/false | 67.91% 53.57% 34.62% 33.51% 92.23% 41.84% 49.81% 92.66%
Total [ 7333% [ 62.44% [ 5959% ] 5027% [ 6454% | 31.84% [ 72.65% [ 46.49%
LEC [ Linux [ Mac | Openstack [ HDFS | Apache [ Proxifier | HPC | Thunderbird |
Alphanumeric and special characters 96.68% 80.67% 89.30% 37.29% | 41.71% 49.93% 95.30% 77.22%

Log event with only static 50.67% 54.72% NA NA NA 0.00% 14.47% 15.44%
UUID 100.00% | 71.13% 76.51% NA NA NA NA 68.23%
Single-level nested tokens 72.17% 77.67% 69.30% 14.29% | 100.00% | 100.00% | 69.73% 87.55%
Multi-level nested tokens 100.00% | 96.00% NA NA NA NA NA 100.00%
Enclosed quotations 69.06% 74.32% 99.90% NA NA NA 40.00% 91.36%
URL with Query parameters 100.00% | 100.00% | NA NA NA NA NA 100.00%
Equals-separated key-value Pairs 98.38% 82.20% 100.00% NA NA 3.88% 17.68% 50.21%
Key-value pairs formed 96.33% 74.00% 80.68% 4.39% 49.65% 50.21% 91.95% 61.44%
‘Word-number pair 98.52% 81.00% 36.68% 1.75% 10.09% 97.76% 75.99% 42.54%
Folder structure 88.04% 89.21% 89.55% 20.19% | 100.00% | 0.00% 64.00% 63.24%
Datetime tokens 98.81% 83.30% 85.56% 7.51% 25.29% 98.05% 58.85% 64.94%
Time duration 97.04% 92.80% 68.77% NA 100.00% | 100.00% | 100.00% | 89.83%
URL 100.00% | 100.00% | NA NA NA NA NA 100.00%
Decimal 97.39% 79.72% 82.88% 3.74% 98.32% 97.80% 100.00% | 52.33%
Data volume and unit 98.69% 55.96% 69.00% NA 100.00% | 100.00% | 100.00% | 77.88%
Nouns 96.57% 78.16% 52.28% 4.76% 98.49% 97.19% 68.17% 85.64%
Unseparated token sequence 90.71% 68.51% 79.33% 11.64% | 33.03% 49.68% 60.35% 60.31%
Protocol name 62.16% 49.62% 0.00% NA 0.00% 0.00% 22.22% 36.36%
Mac Address 80.95% 31.97% NA NA NA NA 100.00% | 87.46%
Non-standard mac address 90.14% 99.86% 81.23% 8.00% NA NA 100.00% | 36.15%

ID Token 90.74% 85.45% NA NA NA 100.00% | 52.94% 8.80%
Boolean token 85.71% 86.00% 100.00% NA NA NA NA 53.85%
IPv4 token 98.40% 94.26% 84.67% 3.74% 94.38% 64.18% 100.00% | 49.34%
IPv6 token 51.52% 41.77% NA NA NA NA 100.00% | 81.82%
Domain name 99.02% 90.67% 89.95% NA 49.24% 49.16% 33.33% 63.22%
Hexadecimal 57.19% 46.94% 87.03% NA NA 100.00% | 97.96% 62.34%

Log highlighter 30.77% 32.76% NA NA NA 0.00% 61.53% 25.26%
Token with punctuation 96.38% 83.34% 82.97% 98.53% | 33.03% 59.53% 98.41% 76.62%
Boolean in a format different from true/false | 82.23% 77.83% 89.44% 1429% | 64.52% 53.34% 60.51% 86.17%
Total [ 93.81% [ 76.80% | 83.13% [ 985% | 38.80% [ 59.53% | 61.50% [ 62.28% |




patterns. For example, HDFS logs do not include domain
names, protocol names, or data volume units, whereas
these are present in Apache. In contrast, HDFS contains
non-standard MAC addresses and a higher number of
alphanumeric and special character tokens compared to
Apache. However, the general predictability of HDFS log
structures, such as operation names and specific identifiers,
simplifies parsing. Linux logs exhibit high complexity due
to the presence of nearly all LECs, which makes them more
challenging to parse consistently. Elements like multi-level
nested tokens, varied UUIDs, and diverse usage of IP
addresses create significant parsing challenges, leading to
high mismatch percentages. The difference in mismatch
rates for UUIDs between HDFS and Linux highlights
how the consistency and context of log usage significantly
influence parsing success. In HDFS, IDs follow a simple
and well-known pattern (blk_38865049064139660), making
them predictable and easier for parsers to handle often
managed with simple regular expressions. The consistent
format of these IDs reduces complexity, allowing parsers to
accurately identify and process them with minimal difficulty.
Conversely, in Linux, UUIDs and similar unique identifiers
frequently appear in varied and complex contexts, often
embedded within more intricate structures. The diverse usage
of these identifiers in different contexts, such as process
IDs, session identifiers, or hardware addresses, complicates
the parsing process. This variability contributes to the high
mismatch rate, demonstrating that standardized tokens can
still present challenges when their usage is not uniform.
Furthermore, Linux log entries often contain IP addresses in
both IPv4 and more complex domain formats (e.g. rhost
= 220-135-151-1.hinet-ip.hinet.net), further
adding to parsing difficulties. The dynamic nature of these
addresses, combined with other LECs, contributes to high
mismatch rates for both IPv4 and domain names.

Given the significantly lower parsing mismatch rates in
HDFS and Apache, these datasets provide a model for creating
logging standards that could help reduce parsing difficulties
across other systems. The structured nature of their logs,
combined with a limited number of complex LECs, serves
as a potential blueprint for designing log formats that balance
informative detail with ease of parsing.

Discussion and Implications: The analysis of LECs across
different systems highlights the direct impact that the presence,
absence, and complexity of specific LECs have on log parsing
performance. Systems with more standardized log structures,
such as HDFS and Apache, which lack many complex LECs,
demonstrate significantly fewer parsing errors. This suggests
that simplifying log formats and minimizing unnecessary
complexity can enhance parser performance and accuracy.
Designing logs with predictable, consistent structures can lead
to substantial improvements in parsing outcomes.

The notion of log patterns emerges as a central aspect of
this analysis. Log patterns are essentially formed from the
recurring combinations and sequences of LECs within log
entries. Each LEC, whether it represents a timestamp, a nested

token, or an alphanumeric sequence, contributes to the distinct
structure of a log entry. By analyzing these LECs, parsers
can generalize common log formats into structured patterns
that aid in efficient identification and categorization. Systems
like HDFS and Apache, with simpler combinations of LECs,
inherently form simpler and more predictable log patterns,
which makes parsing easier. In contrast, the diverse and often
overlapping LECs found in systems like Linux lead to more
complex log patterns, thereby complicating parsing.

D. Threats to Validity

The selection of the log datasets and parsing tools presents
a potential threat to internal validity. To mitigate this, we used
16 log datasets from the widely recognized LogPai repository.
As for the parsing tools, we selected eight high-performing log
parsing tools, ensuring that they cover a range of methods. We
believe that these tools represent a comprehensive set of log
parsing tools. Another threat to validity is the identification of
LECs. Due to the complexity of some log datasets, we may
have missed certain LECs. To address this, we applied the open
coding research method and carefully analyzed and reviewed
log errors to ensure a thorough identification of LECs. There
is a threat to the validity of the conclusion regarding the
correctness of the results obtained. We classified the identified
LECs following a detailed and systematic process to ensure
an accurate classification. Finally, the generalizability of our
results may also pose a threat to validity. Our study was
conducted on 16 log datasets using eight parsing tools, and we
do not claim that our findings can be generalized to all types
of logs, particularly to industrial or proprietary log datasets,
to which we did not have access.

IV. CONCLUSION

In this study, we identified 30 distinct LECs that we grouped
into three categories using the open coding method, and by
analyzing over 32,000 log events from 16 different systems.
LECs represent the diverse structural elements present in log
entries, ranging from token sequences and data types to struc-
tural arrangements. Understanding LECs is crucial because
they directly influence the success of log parsing techniques,
especially as modern systems generate increasingly heteroge-
neous log data. Future work should focus on advancing log
parsing tools to intelligently recognize and adapt to complex
log patterns. Hybrid log parsing approaches could leverage
domain-specific knowledge alongside data-driven adaptability.
Insights from systems with lower parsing mismatch rates
such as HDFS and Apache could also inform the creation of
standardized logging practices, ultimately contributing to the
development of more resilient and effective log parsing tools.
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