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Abstract—Execution tracing is essential for understanding sys-
tem and software behaviour, yet lost trace events can significantly
compromise data integrity and analysis. Existing solutions for
trace reconstruction often fail to fully leverage available data,
particularly in complex and high-dimensional contexts. Recent
advancements in generative artificial intelligence, particularly
diffusion models, have set new benchmarks in image, audio,
and natural language generation. This study conducts the first
comprehensive evaluation of diffusion models for reconstructing
incomplete trace event sequences. Using nine distinct datasets
generated from the Phoronix Test Suite, we rigorously test
these models on sequences of varying lengths and missing data
ratios. Our results indicate that the SSSD°* model, in particular,
achieves superior performance, in terms of accuracy, perfect rate,
and ROUGE-L score across diverse imputation scenarios. These
findings underscore the potential of diffusion-based models to
accurately reconstruct missing events, thereby maintaining data
integrity and enhancing system monitoring and analysis.

Index Terms—Software Analysis, Generative Models, System
Call Sequences, Execution Trace Reconstruction

I. INTRODUCTION

Execution tracing is a powerful technique used by software
engineers to analyze the behaviour of software systems. Trac-
ing facilitates a wide range of software engineering tasks, in-
cluding program comprehension [1], performance analysis [2],
fault diagnosis [3], and anomaly detection [4], [5]. However,
as software systems grow in complexity and scale, the volume
of trace data expands, which increases the risk of data loss due
to limitations in trace recording infrastructures, such as buffer
overflows or misconfigurations.

Common tracing systems, such as Perf [6], LTTng [7], ftrace
[8] in Linux, and Event Tracing for Windows (ETW) [9] in
Windows, utilize circular buffers to temporarily store events
before they are permanently recorded, effectively minimizing
system disturbance. However, unexpected surges in events,
such as those caused by high system load, error conditions,
security breaches, or during intensive debugging and testing
phases, can cause these buffers to overflow, resulting in events
being overwritten or discarded. As shown in Figure 1, which
demonstrates how tracers typically manage trace events [7],
ring buffers are used to sequentially store the events as they
occur. These buffers are divided into smaller sub-buffers: when
a sub-buffer is available (Scenario 1), events are temporarily
held there until the consumer daemon transfers them to the
trace. When all sub-buffers are filled (Scenario 2), no space
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remains to record new events, leading to data loss or the
discarding of entire sub-buffers.
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Fig. 1. A visual depiction of trace events being recorded. When there is
an available sub-buffer (top), the event is stored until the consumer daemon
writes the events to the trace. If every sub-buffer is full (bottom), the event
is discarded.

To address this issue, existing tracers use three typical
solutions: increasing the buffer size, blocking the traced appli-
cation when the buffer is full, or allowing for some lost events.
Increasing the buffer size is a common recommendation from
tracing tools such as LTTng and EWT for users aiming to
avoid missing events [10], [11]. However, this approach is
limited by available system memory and does not entirely
eliminate the risk of buffer overflow [12]. Some tracing
tools, including LTTng, offer ways to block the application
so that no events are ever lost [13]. However, blocking the
traced application is undesirable as it alters the behaviour of
the system that is being monitored, leading to an incorrect
representation of the system execution [12]. Accepting lost
events, which is the default configuration for most tracing tools
[7]-[9], tends to compromise the integrity and reliability of the
collected data, adversely affecting subsequent analyses [10].

In this paper, we propose a novel approach to reconstruct
the content of traces by generating the missing events using
generative models. Our approach aims to maintain the integrity
of traces, without impacting the trace collection process. We
achieve this by treating the problem of missing events as
a data imputation task, which is defined as the process of



replacing missing data with substituted values [14]. There is a
substantial body of research on data imputation, ranging from
traditional statistical methods to advanced machine learning
models [14]. In recent years, data imputation methods that
exploit the generative power of diffusion-based generative
models have been shown to yield high accuracy [15], [16].
Diffusion models' are a class of deep generative models that
have recently transformed the landscape of generative Al,
particularly in the fields of image and audio synthesis [16].
Inspired by this success, we show how diffusion models can be
employed to reconstruct execution trace content, specifically
by predicting missing events using data from existing parts of
the trace.

To demonstrate the effectiveness of our proposed method
for trace reconstruction, we conduct experiments using four
diffusion models and nine execution traces generated from
benchmark applications across various domains. The results
show that diffusion models are capable of reconstructing
trace event sequences with an accuracy up to 81.71% and a
ROUGE-L score of up to 90.90% across varying scenarios.
We also show that diffusion models outperform traditional
prediction-based models when applied to trace reconstruction.

The contributions of the paper are:

1) We introduce a novel application of diffusion-based
generative models for reconstructing execution traces.
To our knowledge, this is the first study that aims
to reconstruct execution traces using data imputation
methods.

2) We conduct a thorough evaluation of four diffusion-
based generative models using nine execution traces,
showing the adaptability and potential applicability of
our method across different system behaviours and con-
figurations.

3) We identify the key factors that influence the perfor-
mance of these models, offering critical insights and
highlighting promising directions for future research.

The remainder of this paper is structured as follows: In
Section II, we provide an overview of diffusion models,
their application for data imputation, and current literature
examining execution trace reconstruction. In Section III, we
present the study setup in which we describe the research
questions, datasets, diffusion models used in this paper as well
the evaluation metrics. In Section IV, we present the results of
our study, and provide an in-depth analysis of the outcomes.
Finally, we conclude our work with a summary of our findings
and contributions in Section VII.

II. BACKGROUND AND RELATED WORK

In this section, we present an overview of the key concepts
used in this study and review the existing literature in the field.

A. Diffusion models
Diffusion models are a class of deep generative models
that have revolutionized the landscape of generative Al, par-

'We use the terms diffusion-based generative models and diffusion models
interchangeably.

ticularly in the realm of image and audio synthesis [16].
Despite the prevalence of diffusion models within the context
of image generation, as evidenced by the popularity of models
such as OpenAI’'s DALL-E 2 [17] and Google’s Imagen
[18], the versatility of diffusion models extends to a wide
range of domains, including computational chemistry, natural
language processing, temporal data modeling, and numerous
other creative and technical fields [16].

The training process for diffusion models generally begins
by following a forward process, in which random noise is
progressively added to the training data over a series of T’
timesteps. This is denoted using Equations 1-2, where x;
represents the latent variable at step ¢, and [3; denotes the
amount of noise added at that step.

T
(@1, wrlzo) = [ [ awelzi) (D
t=1

T
= H/\/(M%—h Bil)[z] (D)
=1

The core of the training process then involves having
the model learn to iteratively remove this noise through a
backward process, represented by Equation 3.
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After training has been completed, new samples may then
be generated by feeding randomly sampled noise through the
trained denoising mechanism. Depending on the task at hand,
the backward process may be conditioned using additional
information to steer the model towards the desired output.

B. Generative models for time series data reconstruction

Over time, several deep learning approaches have been
proposed for time series data imputation. For example, many
successful approaches such as BRITS [19], GRU-D [20], and
M-RNN [21] leverage different variants of recurrent neural
networks (RNNs). However, these RNN-based methods often
perform suboptimally in challenging scenarios, such as when
working with high missing ratios or imputing long sequences
of adjacent missing entries [22]-[24]. Transformer-based ap-
proaches [24], [25], as well as those that use generative models
such as generative adversarial networks (GANs) [26]-[28]
and variational autoencoders (VAEs) [29]-[31], have shown
potential in addressing these challenges.

Across many different domains, diffusion models have
replaced previous standard models as the new state of the
art [15], [16], [32]. Recently, this trend has been extended to
time series imputation and forecasting, as diffusion-based im-
putation models have demonstrated substantial improvements
over previous architectures, particularly in handling complex
and high-dimensional data imputation tasks [15], [16]. In
this paper, we examine the most successful diffusion-based
generative models, with a detailed discussion of their design
and implementation provided in Section III-C.



C. Reconstruction of execution traces

Although this study is the first to examine the capabilities
of diffusion-based generative models for trace event recon-
struction, there exist studies that have explored the use of
traditional predictive models to predict missing events in a
trace. Sucholutsky et al. [33] propose an LSTM model to
restore Automotive Controller Area Network (CAN) traces.
The model predicts a missing event, and then uses its own
output as input to continue predicting future events. Tobia and
Narayan [34] present a similar RNN-based approach that uses
the timing of events to improve the prediction accuracy. Martin
and Dagenais [12] propose an approach that relies on finite
state machines to determine what trace events are missing.

Even though these techniques are shown to be useful,
they suffer from many limitations. First, they require a large
amount of training data, which may not be possible to obtain,
especially in situations where missing events occur in the
beginning of a trace. Secondly, these methods completely
disregard one of the main advantages of data reconstruction,
which is the fact that we can use the events following (and
not only preceding) the missing event segments. Finally, most
of the techniques have been evaluated using overly simplistic
scenarios. For instance, the work by Martin and Dagenais
[12] examines a manually created trace consisting of only
63 events, focusing solely on cases where a single event is
missing. Additionally, the LSTM-based approach proposed by
Sucholutsky et al. [33] is evaluated exclusively with traces
from a single execution scenario. In this paper, we address
these limitations by proposing the use of diffusion generative
models and apply them to various large execution traces.
We also compare the diffusion models to an LSTM-based
approach.

III. STUDY SETUP

Our approach involves collecting trace event sequences,
identifying segments with missing events, and using a
diffusion-based imputation model to reconstruct the missing
segments. Figure 2 provides a visual overview of this process.
In this section, we present the study setup, starting with
the study’s goals and research questions. Then, we describe
the datasets, the diffusion models selected, the experimental
procedure, and finally, the evaluation metrics.

A. Goal and Research Questions

The goal of this study is to investigate whether diffusion
models can be used to reconstruct the content of execution
traces. To achieve this goal, we have formulated four research
questions (RQs):

RQI Are diffusion models effective at reconstructing trace
events? Existing diffusion models have demonstrated great
success in recreating continuous time-series data, such as audio
waveforms, ECGs, and electric usage [22]. However, their
applicability in reconstructing sequences of discrete events,
particularly trace event sequences, remains unexplored.

For the next questions, we used the best performing model.
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Fig. 2. Overview of our proposed method for trace reconstruction using
diffusion models.

TABLE I

THE PTS BENCHMARKS USED IN THIS STUDY, AS DESCRIBED BY [35]
Benchmark Version | PTS Family | Description
compress-gzip 1.1.0 Processor File compression
ffmpeg 2.5.0 Processor Audio and video encoding
scimark2 1.2.0 Processor Scientific computations
stream 1.3.0 Memory Memory 1/O performance
ramspeed 1.4.0 Memory Memory I/O performance
phpbench 1.1.0 System PHP interpreter

performance
pybench 1.0.0 System Python performance
iozone 1.8.0 Disk Disk I/O performance
unpack-linux 1.0.0 Disk Unpack the Linux kernel

RQ2 How stable is the model’s performance with varying
imputation scenarios? The length of missing sequences and
the amount of intact data surrounding these missing blocks are
not guaranteed. Therefore, a successful model must maintain
high performance across a variety of scenarios.

RQ3 How does a diffusion model compare to a tra-
ditional prediction-based approach? This research question
seeks to explore how diffusion models compare to traditional
predictive-based approaches such as LSTM.

RQ4 How well does a diffusion model predict different
kinds of events? Execution trace events can be grouped based
on the kind of operations they represent. For example, an
application will trigger a different sequence of events when it
is performing file system operations than when it is performing
network operations. This research question explores whether
or not the effectiveness of diffusion models is impacted by
the types of events its tasked with reconstructing, thereby
assessing their generalizability and robustness across different
event categories.

B. Datasets

Depending on the tracing objectives, various types of events
can be collected, spanning from user space events generated
by applications to kernel events that reveal the core activities
of the operating system. For this study, we focus on system



TABLE 11
THE S1ZE AND COMPLEXITY OF EVENT SEQUENCES FROM DIFFERENT
BENCHMARKS
Average # of # of Distinct
Benchmark Events %er Run Events
compress-gzip 4,619,719 108
ffmpeg 387,884 87
iozone 1,747,003 92
phpbench 9,763,841 96
pybench 129,618 91
ramspeed 249,348 104
scimark?2 128,231 94
stream 133,628 99
unpack-linux 1,080,446 98

call sequences. System calls alone provide a detailed view
of system execution, making them invaluable for various
applications, including intrusion detection systems [36] and
performance analysis [37].

To assess the models’ capability in managing a diverse range
of traces, we extracted the system call sequences from publicly
available LTTng traces [35]. These traces were gathered from
a desktop machine equipped with an Intel Xeon E3-1225
processor clocked at 3.20GHz, 32GB of RAM, a Gigabit
Ethernet connection, and SSD storage. The system operated
on Debian with the 4.4.0-1-amd64 kernel, and the traces were
collected using version 2.8 of LTTng. All kernel events were
enabled during tracing, however, we proceeded to filter out
any events that were not system calls.

To evaluate the generalizability of the diffusion models,
we constructed nine distinct datasets, all of which have been
made publicly available?. Each dataset is derived from traces
monitoring 32 runs of different benchmark applications from
the Phoronix Test Suite (PTS) version 6.2.23. An overview of
the specific benchmarks analyzed in this study is presented
in Table I. These benchmarks triggered a varying number
of events, indicating different levels of system activity. The
smallest traces were collected from the scimark2 benchmark,
whereas the largest traces were collected from the phpbench
benchmark. An overview of each benchmark’s average number
of system calls per run, as well as the number of distinct
events in the traces, is given in Table II. The inclusion
of varying benchmarks in our analysis allows us to assess
the models’ robustness across different execution scenarios,
resource requirements, and general execution behaviours.

C. Diffusion model algorithms

We use four diffusion-based time series imputation models,
DiffWave [38], SSSD5* [22], SSSD*4 [22], and a variant
of CSDI [39]. These models were chosen as they represent
both the pioneering and most recent advancements in diffusion
models that are specifically designed for time-series data
imputation. Furthermore, they have demonstrated superior ac-
curacy compared to conventional architectures in challenging
imputation scenarios [22]. During training, these approaches

Zhttps://github.com/janecekm/TraceReconstruction
3https://www.phoronix-test-suite.com/

add random noise conditioned on the intact data, and then
learn to iteratively refine the noise using a reverse process
pp into plausible time series (see Figure 3). This reverse
process is then used to fill in damaged portions of the data.
Despite sharing this common approach, the models have subtle
architectural differences, which we discuss in what follows.

1) DiffWave: The DiffWave model [38] is a versatile diffu-
sion probabilistic model initially proposed for audio synthesis.
DiffWave’s success has significantly influenced the use of
diffusion models for time-series modeling [15], so much so
that each of the other models we evaluate can be thought
of as DiffWave variants. In our study, we use an adaptation
of DiffWave’s original architecture, which has demonstrated
promising results in time-series reconstruction [22].

2) SSSD%*: The SSSD¥* model [22] is one of the few
diffusion-based models that was specifically designed for
time series imputation. Unlike models that rely on dilated
convolutions or transformers, SSSD54 leverages structured
state space (S4) models [40]. The S4 architecture stacks
State Space Models (SSM), based on a linear state space
transition equations given in Equation 4, where u(t) is the
input sequence, y(t) is the output sequence, x(t) is a hidden
state, and A, B, C, and D are transition matrices.

2'(t) = Az(t) + Bu(t) and y(t) = Cz(t) + Du(t) (4)

The S4 architecture excels in modeling long-term depen-
dencies, making it a powerful and efficient tool for sequence-
related tasks. Combining S4 models with the generative ca-
pabilities of diffusion models, the SSSD>* architecture has
been shown to outperform other state-of-the-art approaches,
especially in diverse and challenging imputation scenarios.

3) SSSD54: ShaShiMi [41] is a generative sequence model
that structures S4 layers in a U-Net-inspired configuration.
While it was proposed as a standalone waveform modeling
architecture, its authors also demonstrated how combining it
with a diffusion model leads to improved generation perfor-
mance. SSSD®4 is a DiffWave variant proposed alongside
SSSD**, using a SaShiMi model instead of S4 components.

4) CSDI°*: The Conditional Score-based Diffusion model
for Imputation (CSDI) [39] is another architecture inspired by
DiffWave, and the pioneering work on diffusion-based time
eries imputation [42]. A variant of CSDI, known as CSDr1%4
[22], replaces the transformer used to encode the conditional
input with an S4 model. This substitution has been shown to
significantly improve performance in reconstructing sequences
of missing data points [22].

D. Procedure

1) Data Preprocessing: Given that the models examined in
this study were originally designed for imputing continuous
time series values, slight modifications are required to adapt
the system call sequences. Specifically, for each dataset we
extract the distinct system calls, sort them based on their
frequency in the training dataset, and then assign each event
a unique integer identifier based on this ordering. This ap-
proach allows the model to more effectively focus on the
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Fig. 3. A visualization of the general diffusion training process for the diffusion models

most common events during training while still capturing rare
occurrences. The model’s output is interpreted as the event
corresponding to the integer nearest to its predicted value.

When working with the imputation models, examining the
trace in its entirety is infeasible due to its size. Therefore, we
provide the model with a smaller subsequence focused on the
missing events, meaning we include some of the preceding
events, the missing segment, and some subsequent events.
For each benchmark, we split its corresponding dataset into
10,000 sequences of events that we use for training, and 500
sequences for testing. We experimented with various sequence
lengths up to 200 events. This upper limit was determined
based on computational constraints.

With each sequence, we artificially remove a continuous
block of events for reconstruction. We define the number of
removed events as the blackout size, which refers to the
segment length of missing events in the sequence. In this
study, we examine blackout sizes of 5, 10, 20, 30, and 40.
In the worst case of a blackout size of 40, this means that
longest sequences of 200 have a 20% missingness ratio and
the shortest sequences of 50 have a 80% missingness ratio,
allowing us to examine the models under extremely adverse
conditions.

Unless otherwise specified, the missing segment is taken
from the center of the sequence. This choice was not due to
any limitation of the models, which are capable of imputing
data anywhere within a sequence. Rather, it standardizes the
evaluation process by enabling direct comparison of results
across different models and scenarios. For example, recon-
structing events at the end of a sequence is akin to time-
series forecasting, which is a related yet distinctly different
challenge [22]. Accordingly, such edge-case scenarios should
not be equated with those where the model benefits from
leveraging events occurring after the missing segment. The
effects of reconstructing segments at the end of the sequence,
rather than in the center, are exampled in Section IV-B3.

2) Training: For every combination of model and dataset, a
new model was trained using a blackout size of 10. After train-
ing, the model could be used to reconstruct event sequences
of varying sizes. In each instance, the model version with the
lowest mean squared error (MSE) was selected. The MSE,

given a set of n events (x1,...,x,) and their corresponding
predictions (y1,...,Yn), is calculated using Equation 5.

1 n
MSE = — z; —y;)? )
- ;( )

For the DiffWave, SSSD®*, and SSSD®4 models, initial
experimentation lead us to choose best model after 10,000
iterations using a learning rate of 2e~*. For the models using
the CSDI®* architecture, the model with the lowest MSE after
200 epochs using a learning rate of 1e~3 was chosen.

E. Evaluation metrics

To assess the efficacy of each model, we define the original
sequence of trace events as the ground truth. The aim of this
study was to reconstruct the exact sequence, with the events in
the exact order. Consequently, if the order is not reconstructed
properly, we do not consider the results to be a successful
reconstruction. Furthermore, due to the categorical nature of
the data, any output that deviates from the ground truth, regard-
less of its numerical proximity, is considered incorrect. Based
on these factors, we chose to use the following performance
metrics.

The accuracy of the model is defined as the proportion
of events that are correctly positioned in the reconstructed
sequence. Specifically, for a segment consisting of n events
s = (x1,...,xy), the accuracy of the reconstructed sequence
r = (y1, .., Yn) is calculated using Equation 6.

Z?:l ]lfi:yi

n

(6)

a(s,r) =

The overall accuracy of the model, given a set of original
sequences S = ($1,...,8y,) and their reconstructions R =
(r1,...,7m), is then computed using Equation 7.

Z;‘nzl a(sj,T‘j)

acc(S, R) = 100
m

@)

We quantify the model’s ability to perfectly reconstruct
entire sequences by calculating its perfect rate, defined as
Equation 8.
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It is important to note that the previous metrics can unduly
penalize minor positional errors that do not significantly
impact the overall sequence quality. Therefore, we also use
the ROUGE-L metric [43], which is calculated using the
the Longest Common Subsequence (LCS) [44] between the
original and reconstructed sequences, as shown in Equation 9.

LCS(s,7) ©)
n

We then define the model’s overall ROUGE-L score as the
average score across each test sequence and corresponding
reconstruction. This provides a more nuanced evaluation of
the model’s performance, acknowledging that slight deviations
in event positions may still result in a sequence that is
functionally accurate.

rouge_l(s,r) = 100

IV. RESULTS

In this section, we present the findings of our experiments
evaluating the models under various conditions.

A. Are diffusion models effective at reconstructing trace
events? (RQI1)

To address this question, we initially evaluated the models’
accuracy when a single event was removed, which serves as a
baseline for comparison before moving to more challenging
imputation scenarios. As shown in Table III, the average
accuracy ranges from 49.18% to 88.04%, with the SSSD“*
and SSSD>4 models consistently outperforming the others.

Notably, the CSDI®4 model exhibited significantly lower
accuracy, averaging at 49.18%, indicating a less effective
architectural design for trace event sequence reconstruction.
This suboptimal performance may be partly due to the model’s
training objective, which focuses solely on denoising the miss-
ing segment. The SSSD models, which target the entire time
series in their diffusion module, appear to more effectively
capture the long-term dependencies within the data, leading
to higher imputation accuracy.

We then tested the models’ ability to reconstruct a sequence
of 10 consecutive events. The performance seen with even
larger blackout sizes is discussed in Section IV-B1. The
accuracy, perfect rate, and ROUGE-L score that were obtained
across the different datasets are shown in Table IV. Similarly
to the single imputation, the models’ performance remained
stable across each dataset. Similar to the previous results,
we found that CSDI®* performs the worst among all the
algorithms when applied to a blackout size of 10 events, with
an accuracy, perfect rate, and ROUGE-L of 52.24%, 1.36%
and 60.26%. This further supports the conclusions drawn from
the single imputation results.

The SSSD*4 and SSSD** achieve the best accuracy, perfect
rate, and ROUGE-L score, followed by DiffWave. Notably, the
difference between the DiffWave model’s accuracy and that of

the SSSD variants grew with the imputation of multiple events.
While the DiffWave model’s perfect rate was notably low,
averaging only 52.78%, its ROUGE-L score was comparable
to that of the SSSD models, averaging 87.88%. These results
highlight the critical contributions of the S4 components in
the SSSD>* and SSSD* architectures. The ROUGE-L score
suggests that DiffWave can select events similar to the original
sequence. However, lacking the S4 components found in
the SSSD variants, the DiffWave model is less capable of
consistently choosing the most probable events in the context
of surrounding events, leading to at least one error in roughly
half of the missing segments.

Given the better average accuracy seen with SSSD* models
and over SSSD®4 models when imputing a single event, and
comparable performance when working with a blackout size
of 10, all subsequent experiments were conducted exclusively
with the SSSD** model.

Finding RQ1: We found that the SSSD“* model is
particularly well-suited for trace data reconstruction,
with an average 81.62% accuracy, 74.27% perfect rate,
and 90.84% ROUGE-L score when reconstructing 10
events.

\. J

B. How stable is the model’s performance with varying im-
putation scenarios? (RQ2)

When working with missing data, there is no guaran-
tee when it comes to how much contextualizing data re-
mains intact. To address this, we evaluated the robustness of
the SSSD“* model across various reconstruction scenarios.
Specifically, we analyzed three primary alterations in the data:
changes in the blackout size, changes in the sequence length,
and changes in the missing segment’s location.

1) Blackout Size: Table V presents the performance im-
pact when changing the blackout size when working with
sequences of 200 events. Following the procedure described in
Section III-D1, we first removed 5 events from the sequences,
then increased it to our previous baseline of 10. Further incre-
ments of 10 were then examined, culminating at a maximum
blackout size of 40 events. This progression allows u to assess
the model’s performance up to a 20% missingness ratio, a
condition that is indicative of substantial data loss.

We observed that as the blackout size increases, there is
a corresponding decrease in model accuracy. However, even
under the most challenging conditions, the model can still
perfectly position missing events 72.66-79.44% of the time.
The impact on performance is notably less pronounced when
taking the increased difficulty into account. For instance,
transitioning from a blackout size of ten to forty, a 400%
increase in missing data, the model’s average accuracy only
decreases by 4.51%, demonstrating the resilience of the model
to more challenging scenarios.

Additionally, the average ROUGE-L score of SSSD** mod-
els for each dataset when looking at different blackout sizes
is shown in Table VI. We see that the models maintain their



TABLE III
ACCURACY WHEN IMPUTING A SINGLE EVENT

Model . - . Dataset . . Average
compress-gzip  ffmpeg iozone phpbench  pybench ramspeed scimark2 stream  unpack-linux
DiftWave 86.0 85.4 86.2 79.4 82.8 83.8 85.8 84.4 81.8 83.96
SSSDS4 894 88.4 89.8 84.0 86.0 89.8 86.0 88.4 90.6 88.04
SSSDS4 89.2 87.4 90.8 86.4 84.4 89.8 88.0 83.3 914 87.86
CSDI%4 32.0 46.8 71.0 63.0 37.6 41.6 33.8 64.2 52.6 49.18
TABLE IV
PERFORMANCE WITH A BLACKOUT SIZE OF 10
Model . . Dataset . . Average
compress-gzip ~ ffmpeg  iozone  phpbench  pybench  ramspeed scimark2  stream  unpack-linux
Accuracy 77.06 76.70 77.42 71.40 70.92 76.90 77.94 75.56 75.74 75.52
DiffWave | Perfect Rate 54.6 65.0 56.8 46.6 47.0 522 63.6 43.6 45.6 52.78
ROUGE-L 88.67 88.50 88.81 85.85 85.61 88.59 89.09 87.85 87.99 87.88
Accuracy 83.06 81.46 83.46 77.44 78.14 82.58 82.44 82.80 83.16 81.62
SSSDS4 | Perfect Rate 76.2 74.0 76.8 68.4 69.0 76.4 75.2 76.0 76.4 74.27
ROUGE-L 91.59 90.74 91.76 88.78 89.07 91.35 91.22 91.44 91.58 90.84
Accuracy 82.72 81.48 83.18 78.02 78.02 82.84 82.66 83.3 83.2 81.71
SSSDS4 | Perfect Rate 76.4 734 76.4 69.4 69.4 76.6 75.0 76.4 76.4 74.38
ROUGE-L 91.43 90.82 91.61 89.14 89.02 91.48 91.35 91.66 91.61 90.90
Accuracy 53.84 55.08 59.92 63.54 32.42 44.72 47.06 62.14 51.44 52.24
CSDIS4 | Perfect Rate 0.6 0.8 1.6 3.6 0.4 0.8 0.6 32 0.6 1.36
ROUGE-L 56.88 60.18 62.82 68.62 52.14 57.78 57.40 66.92 59.58 60.26
100 100 100 —
80 80 80
£ . = 50
§60 o 60 n 60 = 100
§ 40 é 40 9 404 = 150
& 20 & 20 2 204 =1 200
0 T T T T o 0=
1 5 10 20 30 40 1 5 10 20 30 40 1 5 10 20 30 40

Blackout Size

Fig. 4. The accuracy, perfect rate, and ROUGE-L score of SSSDS* models working with sequence lengths of 50, 100, 150, and 200. All results presented

here were obtained using the compress-gzip dataset.

TABLE V
ACCURACY OF SSSD** MODELS USING DIFFERENT BLACKOUT SIZES

Blackout Size
Dataset 5 10 20 30 40
Average 8270 81.62 80.19 78.82  77.11
compress-gzip | 83.88 83.06 81.98 80.573  79.39
ffmpeg 8292 8146 7991 78.12  76.01
iozone 84.44 8346 8191 80.56 7891
phpbench 7872 7744 7644 7448  72.66
pybench 79.88 78.14 7650  75.04  73.63
ramspeed 83.76  82.58 81.27 80.11 78.26
scimark2 83.00 8244 80.54 7935 7724
stream 83.80 8280 81.39 80.55 79.44
unpack-linux 83.88 83.16 81.77 80.57 78.46

ability to produce sequence that are similar, although not exact
matches of the original segment, across varying blackout sizes.
Specifically, the difference in average ROUGE-L score moving
from a blackout size of ten to forty is only 2.14, indicating
the models’ capacity to maintain sequence coherence across
varying degrees of data loss.

TABLE VI
AVERAGE ROUGE-L SCORE OF SSSD54 MODELS

Blackout Size

Dataset 5 10 20 30 40

Average 91.35 90.84 90.29 89.52 88.70
compress-gzip | 91.94  91.59 91.11 90.34 89.80
ffmpeg 9146 90.74 90.09 89.24 88.22
iozone 9222 91.76 91.10 90.44  89.58
phpbench 89.36  88.78 8843 8733 86.51
pybench 89.94 89.07 8841 87.61 86.95
ramspeed 91.88 9135 9091 90.16 89.32
scimark2 91.50 9122 90.55 89.83 88.79
stream 91.90 9144 9092 9037 89.83
unpack-linux 91.94 9158 91.05 90.35 89.33

2) Sequence Length: We also examined the effect of re-
ducing the number of events in the overall sequence. The
accuracy, perfect rate, and ROUGE-L score using different
blackout sizes and sequences of length 50, 100, 150, and 200 is
shown in Figure 4. For sequences of lengths 100 and 150, there
was no significant performance impact until the blackout size
exceeded 20% of the overall sequence. In the most challenging
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configuration, sequences of length 50, we observed a notable
decrease in accuracy and the perfect rate. Nonetheless, even
with a blackout size of 40 and sequence length of 50, meaning
the model had only 5 preceding and 5 following events, it
achieved an impressive 63.24% accuracy and an 81.8 ROUGE-
L score. This indicates that while the model’s performance
is affected by data availability, it still produces reasonable
reconstructions under unfavorable conditions.

Generally, the ROUGE-L score remained stable across vari-
ations, ranging from 79.34% in the worst case to 94.8% at its
best. This suggests that decreasing the context and increasing
the reconstruction length impacts the model’s ability to exactly
reconstruct the trace, but it consistently retains the ability to
reconstruct a plausible trace sequence.

3) Missing Segment Positioning: One of the key advantages
of data reconstruction over prediction is the ability to leverage
the intact data that follows a missing segment. To assess
the significance of this additional information, position the
missing segment at the end of the sequence, thereby removing
any subsequent data that the model could use for context.
The results, which are visualized in Figure 5, indicate a
significant decline in accuracy when reconstructing without
the benefit of following events. This finding underscores the
the importance of contextual data, and highlights the value of
models specifically designed for data imputation, which can
fully leverage this context.

Despite this decrease in performance, the SSSD** model
still demonstrates a remarkable ability to reconstruct events at
the end of the sequence. When working with a blackout size
of 10, it achieved a 58.0% accuracy and a 79.05% ROUGE-L
score, even in the absence of following data.

Finding RQ2: The performance of the SSSD** model
remains stable across different sequence lengths and
blackout sizes, provided the missingness ratio is be-
low 20%. Adversely challenging scenarios lead to
decreased performance, but the model still achieves
acceptable results, particularly in terms of ROUGE-L
score.
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\ ffmpeg ramspeed
80 iozone scimark2
phpbench stream
60 unpack-linux
> -
Q
s
3 40+
(3]
<
20 T T T 1
1 2 3 4 5

Number of Events

Fig. 6. The accuracy of LSTM models when tasked with repeatedly predicting
the next event in the missing segment.

C. How does a diffusion model compare to a traditional
prediction-based approach? (RQ3)

To compare the performance of the SSSD%* model against
more established prediction-based methods, we trained LSTM
models to perform next event prediction for each of the nine
datasets. To make these results comparable to the results ob-
tained by having the diffusion models impute a single event in
a sequence of 200, the LSTM models were given the preceding
199 events to make a prediction. Upon achieving sufficiently
high accuracy in this task, we evaluated the models’ ability
to reconstruct entire segments of consecutive events. This
was accomplished by iteratively feeding a model’s prediction
back into itself to predict subsequent events until the desired
segment length was reached. The results of this testing when
reconstructing up to five events is visualized in Figure 6.

When just predicting a single event, an LSTM model
appear like a competitive alternative to a SSSD** model, with
an average 86.10% accuracy across datasets. However, the
performance declines significantly when tasked with predicting
subsequent events. When predicting just the second event, the
LSTM models had a markedly lower accuracy range of 33.73-
50.44%, bringing down the average accuracy of reconstructing
a segment of two consecutive events to 65.73%.

For the reconstruction of sequences of five events, errors
made early on in the segment are propagated and expanded
upon, leading the LSTM models to have an average accuracy
of 29.61%. This is a stark contrast to the SSSD°4 models,
which attained an average accuracy of 88.04%. Even when
focusing on reconstructing the last five events in a sequence,
where the comparison is arguably more equitable, the SSSD>*
models nearly double the performance of the LSTM models,
achieving an average accuracy of 55.69%.

Finding RQ3: Models that are not specifically de-
signed for data imputation perform considerably worse
than the SSSDS* model, with the LSTM model achiev-
ing a 29.61% accuracy when reconstructing 5 events.
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Fig. 7. The type accuracy of SSSDS* models broken down by module and

compared to the proportion of events in the test set that belong in that module.
All results presented here were obtained using a sequence length of 200 and
blackout size of 10.

D. How well does a diffusion model predict different kinds of
events? (RQ4)

To evaluate how well a SSSD** model handles different
types of trace events, we grouped the system calls by their
corresponding modules in the Linux source code. We observed
that across the different datasets, the most common events
were associated with the file system (FS), architecture (AR),
memory management (MM), and kernel (KER) modules. To
assess the a SSSD* model’s ability to correctly impute events
of the correct module, we defined the type accuracy metric
as the proportion of times the model positioned an event of
the correct type in the reconstruction sequence.

Using a sequence length of 200 and a blackout size of 10,
the SSSD°* models’ average type accuracy across all nine
datasets was 84.74%, a slight improvement over its average
accuracy of 81.62%.

We further analyzed these results by breaking down a
model’s type accuracy by module and comparing it to the
proportion of test events in that module. The results for
the compress-gzip and pybench datasets are illustrated in
Figure 7. The results indicate that SSSD%* models do not
necessarily struggle with a specific type of event, but rather the
performance is impacted by the rarity of a given event. Events
within the AR, MM, and KER modules are far less frequent
than those in the FS module, and consequently a model is less
likely to accurately position an event of these types.

Finding RQ4: We found that the type of event does
not have an impact on performance, however the rarity
of an event does.

E. Discussion

The key findings from our research, along with potential
avenues for future investigation are as follows:

1) Diffusion Model Architectures: There are some key
properties of trace event sequences that make them particularly
well-suited for the SSSD°* model. Firstly, trace events have
a limited alphabet (in our case, the alphabet consists of the
Linux system calls), unlike natural language processing tasks
that deal with extensive vocabularies or datasets comprised of

a continuous range of numbers, as discussed in the SSSDS4
model’s foundational paper [22]. In this study, the datasets
have a much more manageable and distinct set of elements.

Secondly, there is a strong causality between trace events.
For instance, the existence of a open system call necessitates a
corresponding close system call later on in the sequence. As
such, there are strong patterns that the model, particularly the
S4 layers, can leverage when reconstructing missing segments.
The importance of the S4 layers is particularly evident when
looking at the DiffWave model, which while effective, lacks
the specialized handling of long-term dependencies that the
S4 layers provides in the SSSD** and SSSD* architectures.
The superior performance of these models suggests that this
architectural enhancement is crucial for effectively processing
patterns in execution trace event sequences.

Lastly, the loss of events in traces often occurs in segments
rather than as isolated, random events. The original authors of
the CSDI®* and SSSD“* models observed that while CSDI®*
is adept at handling scenarios where items are randomly miss-
ing, the SSSD“* excels in reconstructing contiguous blocks of
events. This capability is crucial for modeling dependencies
and accurately restoring the integrity of the sequence.

2) Model Enhancement: While several of the characteris-
tics of trace sequences make them well-suited for an SSSD>*
model, certain attributes render accurate reconstruction a chal-
lenging task. A notable difficulty arises from trace events
that are nearly identical except for minor differences, such as
system calls like chmod and fchmod, fork and vfork,
or stat, fstat, and lstat. A robust model must be
capable of discerning these nuanced differences and accu-
rately determine which event was more likely to have taken
place. Furthermore, trace event sequence often exhibit domain-
specific patterns. For example, it is not uncommon to see
several read system calls in a row. This typically occurs when
a program reads data in chunks to manage memory efficiently,
particularly when working with large files. One common error
we observed in the SSSD** model is the placement of a read
system call where a close system call should be, indicating
difficulties in correctly identifying the frequency and sequence
of file access events.

To improve the model’s generalizability and its ability to
recognize these nuanced scenarios, we propose two primary
approaches. Firstly, the ordering of events is a small part of
the information captured in trace data. Integrating additional
contextualizing data, such as the event timings, arguments, and
durations, could enhance the model’s capacity to accurately
reconstruct the missing data. Secondly, incorporating methods
that augment the model’s semantic understanding of the trace,
potentially through the use of knowledge bases or expert-
defined patterns, should be investigated.

3) Model Stability: As it stands, a model’s ability to posi-
tion reconstructed events so that they exactly line up exactly
with the original sequence is significantly influenced to the
availability of intact data. As the sequence length decreases
and the blackout size increases, the overall performance of
the model also declines. In particular, we observed that the



open(); open(); read(); read(); close(); close();

open(); read(); close(); open(); read(); close();

Fig. 8. Two functionally equivalent but syntactically different sequences of
system calls.

accuracy and perfect rate of a model can sharply decrease
when the blackout rate is greater 20% of the sequence length.
This indicates that shorter traces are particularly vulnerable to
the adverse effects of larger blackout sizes.

Addressing this challenge requires the development of im-
putation models that are resistant to varying levels of data
integrity. Future research should explore architectural innova-
tions that mitigate the effects of high data loss. For instance,
while the S4 model is a critical component in many of the
studied architectures due to its efficiency in handling long
sequences, other SSM-based architectures have demonstrated
superior performance in certain sequence learning benchmarks
[45]. Investigating the potential benefits of replacing S4 layers
with these alternative architectures could enhance the accuracy
of trace event sequence reconstruction. Furthermore, enhanc-
ing the size and diversity of the training data, through methods
such as increasing sample counts, incorporating a variety of
trace types, or employing artificial augmentation techniques,
could further bolster model robustness.

4) Partial Reconstruction: In this study, the overarching
aim was to assess the capability of diffusion models in
generating sequences that exactly match the original data. To
this end, metrics like accuracy, perfect rate, and ROUGE-L
are well suited for quantifying the models’ fidelity. However,
there are scenarios where generating sequences that are not
exact replicas, but are functionally similar to the original
segments is more desirable. This is particularly relevant in
applications like dataset augmentation, where the model would
generate plausible training sequences that were not initially
captured during tracing, thus enabling the training of more
robust classification or prediction models. Another example
is program optimization, where the model would suggest
functionally equivalent but optimized sequences of events.

For the development of models that partially reconstruct
sequences, the metrics we use would be inadequate. Consider
the example shown in Figure 8. Both system call sequences
involve opening, reading, and closing two files. The second
sequence, however, minimizes the number of files that are
open simultaneously. If a model tasked with reconstructing
the first sequence were to produce the second, the functional
equivalency would be overlooked, and the model would be
penalized with a low ROUGE-L score of 66.67% and an
even lower accuracy of 33.33%. We believe that development
of partial reconstruction models would therefore require al-

ternative evaluation methods, such as expert assessment or
automated evaluation through large language models (LLMs).

V. THREATS TO VALIDITY
A. Internal Threats

The performance of diffusion models can be significantly
influenced by their parameter settings. To mitigate this, we
conducting initial testing informed by the findings of the mod-
els’ publishers [22]. However, this is still always a possibility
that different settings would produce better results.

Additionally, events were removed from complete se-
quences in a controlled manner to create artificial test scenar-
ios. While this approach may not fully replicate the complexity
and variability of naturally lost events, it was necessary to
ensure comparability between the models’ output and the
original sequences. Testing the model’s ability to reconstruct
authentically lost events would require methods that assess the
plausibility of events, like those mentioned in Section IV-E4.

B. External Validity

To support generalizability with different traces, we used
trace data from nine different benchmarking applications.
Although future research should aim to fully generalize our
results, we believe that this threat has been minimized by the
number of datasets we used.

C. Construction Threats

The accuracy, perfect rate, and ROUGE-L score how close
syntatically the reconstructed sequence is to the original
sequence, however, they do not evaluate functional correct-
ness or plausibility. In practice, functionally equivalent but
syntactically different sequences might be acceptable or even
preferable. Once again, this calls for the development of the
evaluation metrics mentioned in Section IV-E4.

VI. REPLICATION PACKAGE

All datasets and results are available on GitHub:
https://github.com/janecekm/TraceReconstruction

VII. CONCLUSION

In this study, we investigated methods for reconstructing
execution trace events, focusing on the application of diffusion
models. While previous work has shown the effectiveness of
these models on time-series data, our study extends these
findings to sequential trace data. Through comprehensive ex-
periments involving multiple model architectures and datasets,
we aimed to address several key research questions.

Our findings demonstrate that diffusion-based models, par-
ticularly the SSSD** model, are highly effective at recon-
structing missing events in execution traces. These models
performed exceptionally well in terms of accuracy, perfect rate,
and ROUGE-L scores across various imputation scenarios. We
confirmed that these models maintain stability under different
conditions, such as varying lengths of missing sequences and
different types of events, reflecting their robustness and adapt-
ability. Furthermore, when comparing diffusion-based models



with traditional prediction-based approaches like LSTM, we
found that the former offered superior accuracy and robustness.

This study demonstrates the potential of diffusion-based
models for reconstructing sequence data across various do-
mains, thereby preserving data integrity and enhancing analyt-
ical capabilities. Overall, this study provides critical insights
into the factors influencing the success and limitations of these
models. We identified key elements that impact performance
and offered directions for future research. These findings un-
derscore the broader applicability of diffusion-based generative
models in reconstructing sequential data, benefiting various
fields that rely on accurate sequence data reconstruction.

Future research should focus on further refining the SSSD5*
model’s architecture to enhance its accuracy and robustness.
Exploring the integration of additional contextual data, such as
event timings and arguments, could provide a more compre-
hensive understanding of trace events, leading to even more
precise reconstructions. Other models beyond those explored
in this study, such as the use of transformer-based imputa-
tion models or language models, should also be explored.
Additionally, further research should investigate the efficacy
of models trained on varying kinds of traces to ensure they
are not application-specific.
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