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Abstract. Web service composition is currently a very focused-on topic 
of research, with many studies being proposed by academic and industrial 
research groups. This paper discusses the design and verification of 
behavior of composite Web services. We model composite Web services 
based on two behaviors, namely control and operational. These behaviors 
communicate through conversation messages. We use state charts to 
model composite Web services and verify the synchronization of the 
conversations among them using symbolic model checking with NuSMV. 
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Introduction 

Web services are considerably expanding and being used for many purposes 
such as integrated enterprise applications, business-to-business collaborations 
and e-government systems. Web services represent a further evolution in 
distributed computing technologies. They are a set of standardized technologies 
that operate on common protocols to facilitate the access to remote services in 
a standardized, vendor-neutral way. Although these technologies are mature, 
Web services still have to encompass additional features (verification, security, 
transaction-handling, session-handling, etc.) to facilitate robust, dynamic 
business services [12]. In this paper, we focus on the verification issue and we 
propose a new verification approach, based on formal model checking, for 
conversations between composite Web services. In terms of composition [15] 
[3], two approaches have been proposed: choreography and orchestration [17] 
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[18] [19]. On the one hand, choreography specification identifies the set of 
allowable conversations for a composite Web service. An orchestration, on the 
other hand, is an executable specification that identifies the steps of execution 
for the peers. In this paper, the focus is on the orchestration only. Furthermore, 
we consider conversations between Web services through their two behaviors: 
operational and control [16] [23]. A control behavior describes the general 
behavior of any process related to composite Web services. However, an 
operational behavior is a behavior specific to each case study according to its 
business logic. In [16] and [23], these two behaviors have been investigated 
only for isolated or individual Web services out of any composition. In this 
paper, we design the control and operational behaviors for composite Web 
services. Then, we map the control behavior to the operational behavior in 
order to verify the synchronization in the composition process using model 
checking technique and assuming that the interaction is controlled by a central 
coordinating process. Model checking is a formal verification method used to 
check the correctness of a design model M in terms of the satisfaction of some 
properties ϕ, such as safety and livness. Formally, the problem is to check if   

M ϕ where M is a formal model and ϕ is a formula expressed in some logics. 

The contributions of this work can be summarized as follows: 
1) The proposal of an approach for modeling composite Web services based on 
two behaviors: control and operational. These two behaviors are linked 
together to check the synchronization between the conversations of composite 
services. We use state charts enhanced with additional syntax to facilitate the 
mapping process between the two behaviors. 
2) A formal and automatic verification of the mapping procedure using 
symbolic model checking technique. The implementation is done using a Java-
based translation procedure and NuSMV model checker [5].  

Paper Overview. The paper is organized as follows. In Section 1, we 
introduce the formalization and modeling of composite Web services. We 
consider an orchestration model and define the different components of this 
orchestration. In Section 2, we present some rules that guarantee a good 
conversation between Web services in a composite setting. In Section 3, we 
verify the good synchronization of the conversations among the Web services. 
To do that, we present in Section 4 the control behavior that would be 
applicable for all the orchestrations of composite Web services. Then, we study 
the operational behavior of a ticket reservation system case study. At the end, 
in Section 5, we verify the synchronization of the two different types of 
behaviors, which are the control and operational behaviors using a model 
checking approach. We conclude in Section 6. 



 

1. Modeling and Formalizing Composite Web Services 

Each Web service can provide many functionalities, but when it is unable to 
provide alone a user request, it communicates with other Web services either to 
provide a part of the requested service or to request another part of it. This is 
the objective of compositions process. The orchestration-based composition of 
these Web services is formally defined as follows. 
 
Definition 1: The orchestration-based composition of a set of Web services is a 
4-tuple: CW = < W, w0, L, T >, where:  
• W is the set of Web services that interact in the composition; 
• w0 is the client Web service (the Web service that initiates the orchestration 

process); 
• L is the set of labels used for the transitions; 
• T  ⊆ W × L × W is the set of labeled transitions between the Web services. 

Each Web service w ∈ W is defined as follows. 

 
Definition 2: A Web service is a 5-tuple: W = < S, s0, F, Li, Ti > 
where:  
• S is the set of states that form the behavior of the Web service; 
• s0 is the initial state of this particular Web service; 
• F is the set of final states; 
• Li is the set of labels used for the internal transitions; 
• Ti  ⊆ S × Li × S is the set of internal labeled transitions inside the Web 

service. 
 

In fact, a composite Web service consists of a set of individual services (or 
peers), which interact with each other via messages. A conversation is a 
sequence of messages exchanged among peers participating in a composite 
Web service [4]. Formally, a conversation between n Web services is 
represented as a finite path as follows: 

 
 

w0 → w1 …→ wn-1 
 

where ∀ 0 ≤ i < n-1 (wi, ai, wi+1) ∈ T. 

To verify if the conversations generated by the composite Web service 
satisfy certain properties, we propose in this paper to use model checking, 
where the desired properties are expressed in a logical language. Precisely, we 
use symbolic model checking [6] and properties are expressed in two 
languages: LTL (Linear Temporal Logic) and CTL (Computation Tree Logic). 
Before introducing the verification method, we define the conversations among 
Web services and their synchronization in the next section.  
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2. Synchronization of Conversations among Web Services 

To guarantee the correctness of the behavior of the orchestration-based 
composite Web services, their synchronization is needed. To capture this 
synchronization, we divide the composition behavior into control and 
operational. Before introducing these two behaviors, we briefly give an 
overview of state charts, which are used to represent them. A state chart is 
composed of: 

• Filled circle, pointing to the initial state; 

• Hollow circle containing a smaller filled circle, indicating the final 
state (if any); 

• Rounded rectangle, denoting a state. This rectangle contains the name 
of the state; 

• Arrow, denoting transition. The name of the event causing this 
transition labels the arrow body.  

These elements and other additional notations are shown in Figure 1. 
 

 
Figure 1. State Charts Legend 

 

2.1. Control Behavior 

The control behavior for composite scenarios shows the execution progress of a 
typical orchestration-based composite Web service. Such a behavior is 
supposed to be domain-application independent, so general for all composite 
services. Its objective is to control the business logic execution as it provides 
the guidelines for an appropriate composition behavior. Based on the idea of 
separation of concerns, this general behavior facilitates the reusability of 
composition scenarios as it is independent from any specific business case. The 
idea is to design a general control behavior that would be applicable for all the 
orchestrations of composite Web services. 

Figure 2 depicts the state chart representing the control behavior of the 
composition scenario. At the initial state, the process is not activated, and then 
when a certain request is sent from a client, the process moves to the received 
state because it receives the request from the client. If any failure occurs, two 
choices are possible, either the process is suspended and we have a retrial, or 
the process is aborted and it ends. 

 



 

 
Figure 2. Control Behavior of a Composite Web Service 

 
 

When the process reaches the received state and no errors occur, it can 
invoke a certain Web service, so the process moves to the invoked state, then 
the Web service replies, so the process returns to the received state or it can do 
some other processing so it moves to the reply state. The process can send 
other requests to other Web services and so on. At the end, the process receives 
the final information and it has to commit the action back to the client. When 
the commitment is satisfied, the process moves to the done state. At any time, 
if an error occurs, the process can be diverted to the suspended or aborted 
states. Compensated state could be reached after failed retrials, so the process 
goes back to the not-activated state, or after the commitment. 



 

2.2. Operational Behavior 

The operational behavior of a composite Web service shows the business logic 
describing the functioning of a given orchestration-based composition. Unlike 
the control behavior, the operational behavior is domain-application dependant. 
This behavior is supposed to be overseen by the control behavior. The 
conformance to the control behavior (in terms of synchronization) is a proof 
that the operational behavior is well designed.  

To explain this notion, we consider here a concrete example: a ticket 
reservation service. The state chart in Figure 3 illustrates the operational 
behavior of this composite Web service process using orchestration. 
 

 

 
 

Figure 3. Operational Behavior of a Ticket Reservation System 
 

 
This system is a real-life composite service for travel organization. It is 

described in BPEL as a state chart. The whole process is composed of states 
(simple, sequential or and-states). Sequential and and-state states contain other 
embedded state charts. Initially, the process is in the “Itinerary Received” state 
because the process receives an itinerary from the client. Then the process 
invokes the airline reservation Web service. If the airline reservation system is 
done without faults, the vehicle and hotel reservations services will be invoked 
in parallel. If a time-out or fault occurs, the process will end with errors. 
Otherwise, the invocation of these Web services is done correctly. The process 
moves then to the “Itinerary Modified” state. At the end, when the submission 
is done, the process moves to the “Itinerary Returned” state and so, the 
itinerary is returned to the client.  



 

3. Verification 

To verify the synchronization of the two different types of behaviors, we 
convert the operational behaviors into a system model represented as a Kripke 
structure, and we extract from the control behavior all the properties available 
in a temporal logic format. By doing this, we can verify, using model checking, 
that the operational behavior is conform to the control behavior, from which we 
extract the properties. Thus, soundness and completeness of a composition can 
be defined as follows.   

 
Definition 3: An orchestration of composite Web services is sound and 
complete iff all the properties of the control behavior are satisfied in the 
operational behavior system model (soundness) and vice-versa (completeness). 

3.1. Properties to be Checked 

The properties to be checked can be written in propositional LTL and CTL 
format. Here we introduce the syntax of these two languages. Let Φp be the set 
of atomic propositions and p ∈ Φp. 

PLTL syntax is as follows: 
 

Φ::= p | ¬Φ | Φ ∨ Φ | XΦ | Φ U Φ 
 
CTL syntax is as follows: 

 
Φ::= p | ¬Φ | Φ ∨ Φ | Φ U Φ | EXΦ | AXΦ | E(Φ U Φ) | A(Φ U Φ) 
 
XΦ means in the next state Φ is true. Φ U Ψ means Φ is true until Ψ becomes 
true. E and A are the existential and universal quantifiers over paths. F (future) 
and G (globally) are abbreviations i.e.:  
F Φ ≡ True U Φ  
G Φ ≡ ¬F ¬Φ 

 
A path is an ordered sequence of states, such that each state is followed by 

its next state via a transition. Given a path x, x(i) refers to the state i in x. LTL 
semantics is given as usual using a Kripke structure equipped with a valuation 
function L defined as follows: L: S × Φp → {True, False}. LTL semantics is 
as follows (we also give the semantics of some abbreviations for more 
convenience): 

 
x  p iff  L(x(0), p) = True, where p ∈ Φp 

x  ¬Φ iff x  Φ 



 

x  Φ ∧ Ψ iff x  Φ and x  Ψ 

x  Φ ∨ Ψ iff x  Φ or x  Ψ 

x  XΦ iff x(1)  Φ 

x  GΦ  iff for all i ≥ 0,  x(i)  Φ 

x  FΦ iff there exists an i ≥ 0 such that x(i)  Φ 

x  Φ U Ψ  iff there exists an i ≥ 0 such that x(i)  Ψ and for all 0 ≤ j < i,    

x(j)  Φ 

 
Given a state s in the Kripke structure, CTL semantics is as follows: 

s  p iff L(s, p) = True, where p ∈ Φp 

s  ¬Φ iff not s  Φ 

s  Φ ∧ Ψ iff s  Φ and s  Ψ 

s  Φ ∨ Ψ iff s  Φ or s  Ψ 

s  EXΦ iff there exists a path s(0), s(1), ... such that s(1)  Φ 

s  AXΦ iff for all paths s(0), s(1), ..., s(1)  Φ 

s  EGΦ iff there exists a path s(0), s(1), ... such that for all i ≥ 0,  s(i)  Φ 

s  AGΦ iff for all paths s(0), s(1), ..., for all i ≥ 0,  s(i)  Φ 

s  EFΦ iff there exists a path s(0), s(1), … such that there exists an i ≥ 0 such 

that s(i)  Φ 

s  AFΦ iff for all paths s(0), s(1), …, there exists an i ≥ 0, such that, s(i)  Φ 

s  E(Φ U Ψ) iff there exists a path s(0), s(1), … such that, there exists an i ≥ 0 

such that s(i)  Ψ and for all 0 ≤ j < i, s(j)  Φ 

s  A(Φ U Ψ) iff for all paths s(0), s(1), …, there exists an i ≥ 0 such that       

s(i)  Ψ and for all 0≤ j < i, s(j)  Φ 

 
In LTL, the default path quantifier is A, so a state satisfies a formula if it is 

satisfied in all paths starting by this state. The reason behind using two 
different languages LTL and CTL to specify the properties is because they are 



 

not equivalent. There are properties that can be expressed in LTL but cannot be 
expressed in CTL (for example AF(p ∧ Xp)) and vice versa (for example: 
AG(EFp)). We also notice that we are considering fair LTL and CTL [6], 
which means in any computation, some states, called fair states, should be 
reached. In the control behavior depicted in Figure 2, Done and Aborted are 
two fair states. Thus, in any execution, Done or Aborted should be reached. 
 

To specify the properties we aim to check from the control behavior, we 
will consider the following initials (see Figure 2): Not activated: Na / Received: 
Re / Invoked: In / Suspended: Su / Aborted: Ab / Processed: Pr / Compensated: 
Co / Done: Do / End: En 
 

Let → be the logical implication. Examples of fair LTL properties we can 
verify as extracted from the control behavior are: 
1- Φ = G(Na → XRe) 
2- Φ = G(Re → XF(In ∨ Ab ∨ Su ∨ Do)) 
3- Φ = G(Co → XFNa) 

4- Φ = G(Do → XF(En ∨ Co)) 

5- Φ = G((Do ∨ Ab) → XFEn) 

6- Φ = G(In → XF(Ab ∨ Pr ∨ Re ∨ Su)) 
 
A property in fair LTL that cannot be expressed in fair CTL is:  
7- Φ = AF((Re ∨ In) → X(Do ∨ Ab)) 
 

Explaining for example the first property, we always have after a non-
activated state a receive state. The second property states that always after a 
receive state, we have an invoked, an aborted, a suspended, or a done state in 
the future. In the fifth property, we always have an end state after an aborted or 
done state. 
 

Examples of CTL properties from the control behavior are: 
1- Φ = AG(Na → AXRe) 
2- Φ = AG(Re → AXAF(In ∨ Ab ∨ Su ∨ Do)) 
3- Φ = AG(Co → AXAFNa) 

4- Φ = AG(Do →AXAF(En ∨ Co)) 
5- Φ = AG((Do ∨ Ab) → AXAFEn) 
6- Φ = AG(In → AXAF (Ab ∨ Pr ∨ Re ∨ Su)) 
 

Examples of properties in CTL that cannot be expressed in LTL are:  
7- Φ = AGEF(En) 
8- Φ = AGEF(Do) 



 

  9- Φ = AGEF(Ab ∨ Do) 
10- Φ = AGEF(Re → In) 
11- Φ = AGEF((In → EXPr) ∨ (In → EXRe)) 
12- Φ = AGEF((Pr → EXRe) ∨ (Pr → EXAb)) 
 
Property 7 states that in all paths there always exists a path where in the future 
we have and end state. Property 10 states that in all paths there always exists a 
path where a receive state should be followed by an invoke state. 

3.2. System Models 

After extracting the properties to be checked from the control behavior, the 
second step in the verification process is to build the Kripke-like model from 
the operational behavior. The resulting model is the one we use to 
automatically generate the SMV code used by the NuSMV model checker [5]. 
This translation is automatic and is as follows. Each state sop in the operational 
behavior is translated to a set of states and transitions in the Kripke-like 
structure M and each transition is translated to one or many transitions. If sop is 
a simple state, it is translated into one state in M with the same content. If sop is 
a state chart, then two cases are possible: 1) the state is a sequential state; 2) the 
state is an and-state. In both cases, each simple state is translated into one state 
with the same content and all the end states are translated to one end state. In 
the first case, the connector is replaced by the next state if this state is simple, 
or by the first state of the next sequential state or and-state. In the second case, 
the and-states are simply considered as sequential and the sequence order is 
selected randomly. The reason is that in an and-state, all the states should be 
considered but the order of this consideration is not important. Only the last 
state in the selected order is related to the next state by a transition. The number 
of possible Kripke-like structures depends then on the number of states in and-
states. However, all the executions are equivalent, which means that only one 
structure should be considered. The conditional selections are simply ignored 
as they are captured by deterministic transitions. Transitions between simple 
states are translated to transitions between the corresponding states in the 
Kripke-like structure. Transitions between simple and sequential states or and-
states are translated into transitions between the corresponding state of the 
simple state and the corresponding state of the first state of the sequential state 
or and-state.  

Figure 4 shows the Kripke-like model obtained after translating the 
operational behavior given in Figure 3 (ticket reservation service) using this 
translation procedure.  As illustrated in Figure 4, after an airline Web service is 
invoked, the action could be committed directly, or a vehicle and hotel Web 
services could be also invoked depending on the initial client request. At any 
time the reservation could be canceled and the process is aborted in that case. 
The atomic propositions that are true in the obtained states using the evaluation 
function L are those used in the control behavior. Figure 5 shows the final 



 

Kripke-like model where: R = Re, I = In, S = Su, A = Ab, P = Pr, C = Co, D = 
Do, and E = En. Note that the idle state corresponds to a non-activated state. 

 
 

 
 

Figure 4. Model of the Ticket Reservation Composite Web Service 
 

3.3. Model Checking Technique 

The model checking technique consists of computing whether or not a formal 
model M representing the system satisfies a logical formula ϕ describing a 

property. Formally, this problem is denoted by: M  ϕ or M  ϕ. The 

computation is usually automatic for finite models. The approach used in this 
paper is called symbolic model checking. This approach avoids building or 
exploring the state space corresponding to the models explicitly. Instead, a 



 

symbolic representation is used based on ordered binary decision diagrams 
(OBDDS) or propositional satisfiability (SAT) solvers [6]. 
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Figure 5. Kripke-like Model of the Ticket Reservation Composite Web 
Service 

 
 
The model checker we use in this paper is NuSMV [5]. NuSMV is a 

software tool for the formal verification of finite state systems based on 
symbolic model checking. It has been developed jointly by ITC-IRST and 
Carnegie Mellon University. NuSMV allows checking finite state systems 
against specifications in the temporal logics LTL and CTL. The input language 
of NuSMV allows the description of finite state systems that range from 
completely synchronous to completely asynchronous. The basic purpose of the 
NuSMV language is to describe the transition relation of a finite Kripke 
structure. It supports modular hierarchical descriptions and definition of 
reusable components. This tool has been designed as an open architecture for 
model checking. It is aimed at reliable verification of industrially sized designs, 
for use as a backend for other verification tools and as a research tool for 
formal verification techniques. 



 

The advantage of NuSMV is the flexibility in the use, but sometimes with 
non expert users there is a danger of inconsistency. To manage this 
inconsistency, we provide an automatic translation from the Kripe-like 
structure obtained by the translation procedure from the operational behavior, 
to the SMV code. The properties to be checked are also extracted from the 
control behavior and translated into LTL and/or CTL. The approach of the 
model checking is described in Figure 6. 

 
 

 
Figure 6. Model Checking of Composite Web Services 

 

3.4. Example 

Let us continue the example provided in Figures 2 (control behavior) and 3 
(operational behavior). First, we use a reduction algorithm like the one used to 
reduce OBDDS [5] in order to reduce the Kripke-like model illustrated in 
Figure 5. The idea is to reduce the number of states and transitions based on the 
fact that two states labeled with the same atomic propositions using the 
valuation function L are equivalent, so they can be reduced to only one state. 
The transitions are then reduced as follows:  
For all s1 and s2, if s2 is reduced to s1, then: 

a. If (s1, s2) and (s2, s1) are two transitions, then they are replaced by one 
transition (s1, s1); 

b. If only one of the two transitions does exist, then it is removed; 
c. For all x, if (sx, s2) is a transition, then it is removed and replaced by the  

transition (sx, s1) if such a transition does not exist; 
d. For all y, if (s2, sy) is a transition, then it is removed and replaced by the  

transition (s1, sy) if such a transition does not exist;  
 
Proposition 1: Let K be a Kripke-like model and K’ be the reduced model 
obtained using the reduction algorithm. K and K’ are semantically equivalent.  
 
Proof 
Let TK be the set of transitions in K and TK’ be the set of transitions in K’. To 
prove the proposition, we should prove that for each transition in TK there is a 



 

semantically corresponding transition in TK’ (soundness) and vise-versa 
(completeness).  
We prove soundness by deduction on the reduction rules. For the first rule, the 
removed transitions from TK are semantically captured by the loop transition in 
TK’ as the two states s1 and s2 are equivalent. For the second rule, the removed 
transition is captured by the state. In fact, here we have (s1, s2) ∈ TK and s1 and 

s2 are equivalent, so one state and the transition are redundant. For the third and 
fourth rules, the removed transitions are captured by the replaced transitions 
because (sx, s1) and (sx, s2) are equivalent and (s1, sy) and (s2, sy) are equivalent 
since s1 and s2 are equivalent. 
The completeness is simply proved by construction as all the transitions in K’ 
are constructed from the transitions in K. 
□ 
 
The reduction algorithm preserves then the semantics and is automatically 
performed. Figure 7 depicts the result of reducing the Kripke-like model 
presented in Figure 5. 

Then, the reduced model is automatically translated to the SMV code used 
by NuSMV model checker. SMV code mainly describes the transition relation 
of the Kripke-like model (Figure 8). 

 
 

 
 

 
Figure 7. Reduced Kripke-like Model of the Ticket Reservation Composite 

Web Service 
 

 
 



 

 
Figure 8. SMV Code for NuSMV Model Checker 

 
 
To check the properties described in Section 3.1, the following commands 

are used: 
 

NuSMV > read_model –i TRS.smv   (TRS.smv is the name of the smv file we created) 
NuSMV > flatten_hierarchy 
NuSMV > encode_variables 
NuSMV > build_model 
NuSMV > check_ltlspec (to check ltl specifications) 
NuSMV > check_ctlspec (to check ctl specifications) 

 
Figure 9 and Figure 10 show the result of the model checking procedure (LTL 
and CTL specifications). First we have to read the .smv program then flatten 
the hierarchy, encode the variables and build the model. Then, the 



 

specifications are checked. For the LTL specifications checking, all the 
properties are satisfied, except for the last two, for which counter examples are 
provided (Figure 9). For CTL, all the properties are satisfied (Figure 10).  

4. Related Work 

The concept of control and operational behaviors was previously studied in 
[16] and [23]. In these two publications, the control behavior illustrates the 
business logic that underpins the functioning of an isolated Web service, and 
the operational behavior regulates the execution progress of this control 
behavior by stating the actions to carry out and the constraints to put on this 
progress. However, the composition and verification aspects were not 
investigated. The composition issue from a formal perspective and the tools 
used were also stated in some papers. In [13], Hull et al. describe concepts and 
assumptions on current work on service composition. They present several 
composition models including semantic Web services, the "Roman" model, and 
the Mealy conversation model. They also give techniques for analyzing Web 
services such as translating them into formalisms that are suitable for analysis, 
for example state machines, extended mealy machines, and process algebra. 
However, synchronization between behaviors and verification of composition 
design were not analyzed.  

Other projects that use model checking techniques for BPEL composite 
Web services verification were done. In [8], Foster et al. verify mediated 
composite services specified in BPEL against the design specified using 
Message Sequence Chart and Finite State Process notations. Unlike our 
proposal, the focus is on the control flow logic and not on the conversations 
between the composite services. Also, the proposed verification method is not 
implemented. In [9], the tool presented can be used to check that composite 
Web services satisfy LTL properties. The input of the tool is BPEL 
specifications that are translated into guarded automata. These automata are 
then translated to Promela language to check them in the SPIN model checker. 
This allows the authors to verify designs at a more detailed level and to check 
properties about message content. Although the verification approach is similar 
to ours, there are many differences between the two works. In our proposal, the 
verification is based on separating behaviors and not only on BPEL. Also, the 
model checking technique we use is different as SMV and NuSMV are based 
on symbolic model checking and not on automata model checking like in 
Promela and Spin. Symbolic model checking has an advantage over automata-
based technique as it does not suffer from the state explosion problem. Finally, 
in our proposal, we can check not only LTL specifications like in [9], but also 
CTL specifications.  

 



 

 
Figure 9. Verification Results using NuSMV Model Checker (LTL 

Specifications) 



 

 
 

Figure 10. Verification Results using NuSMV Model Checker (CTL 
specifications) 

 
 
In [20], the authors show the importance of asynchronous messaging in 

sharing information and resources in the form of Web processes. Web service 
interaction models are formalized into a conversation concept with ordering 
constraints on messages. FIFO queues are considered in the design of message 
passing between services. In terms of verification, only some abstract strategies 
of model checking service composition for both bottom-up and top-down 
design approaches are outlined. However, no analysis or implementation of 
these strategies is provided.  

Model checking of composite Web services has been studied also in [2] [7] 
[10] [11] using different model checkers. The main difference with our work is 
in terms of the properties to be verified and the underlying technique. To the 
best of our knowledge, this work is the first investigation on separating 
concerns in composite scenarios and automatically verifying the operational 
behavior against the control specification using both LTL and CTL languages. 
The technique is based on analyzing the two behaviors and extracting 
properties from the general control behavior to be verified in the model 
represented by the operational behavior of the system. This method enables us 
to control the orchestration process of the composition in Web services and to 
verify the synchronization of messages between different Web services. 

In terms of Web services interactions, some researchers have studied 
feature interactions in order to model and monitor undesirable interactions [20] 
[21]. Feature interactions for Web services are described as the situations 
where the requirements of services are inconsistent [1]. Feature interactions are 
often seen as the result of complex behavior interleaving for the state machines 
that represent the features. In [14], a first-order logic model-checking tool 
called Alloy is used for automated detection of feature interactions. Our 



 

proposal is different from this work since we are considering not only 
undesirable interactions, but all possible interactions that can be extracted from 
the control behavior. The model checking technique we are using is also 
different from the first order model checking.  

5. Conclusion and Future Work 

In this paper, we discussed how composite Web services could be designed and 
modeled based on their control and operational behaviors. The operational 
behavior shows the business logic of the process functionality for a composite 
Web service. The control behavior shows the constraints and states that the 
operational behavior should be in.  Synchronizing both behaviors is a key issue 
in designing good conversations between the different Web services that 
participate in composite Web services. The verification approach used in this 
paper is symbolic model checking. The properties to be checked are taken from 
the control behavior and are automatically verified in the different operational 
scenarios.  

In this paper, we only considered centralized processes and orchestration in 
composition. As future work, we plan to extend this approach for 
choreography-based composition. Taking a choreography composition that 
does not have any controller process is a challenging issue. In choreography, all 
the participating Web services know the actual business process and are well 
aware of which Web services they need to interact with and when to execute 
the operations. Consequently, we need a control behavior that corresponds to a 
choreography process, which is very dynamic. 

Last but not least, fault handling is easier in orchestration as the execution 
is controlled, which is not the case with choreography. Web services can be 
easily and transparently replaced in case of orchestration as the involved Web 
services do not know the actual business process, whereas it will be difficult in 
case of choreography. 
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