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Abstract

In this paper we investigate the problem of designing embeédtbcentralized discrete-event con-
trollers over communication networks. It is assumed thatehs a path between every pair of processes
in the network. The control objective is specified by a prefosed language which is controllable and
observable, but not coobservabe. The paper is focused omanivation among processes necessary to
meet the control objective. As such, process models aremsfiecified; it is only required that disabling
any of the controllable events does not block communicagioong processes. Our findings support
the idea that in the presence of ideal communication charthel protocol design for non-coobservable
specifications can be reduced to the synthesis of commingcaecentralized supervisors, and we

propose solutions for a restricted class of problems. Alsowple of positive results are stated for the
case where channels are unreliable.

Index Terms

decentralized supervisory control, discrete-event systgrotocol design.

|. INTRODUCTION
The synthesis problem for Discrete-Event Systems (DES3 &wkthe design of a controller
so that the system under control satisfies the specificaticsoime desired behavior. In RW
framework [1] violations of acontrollable and observablespecification can always be prohib-
ited by designing a centralized supervisor which limits tieeurrence of some controllable
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events in the plant language. It was later shown in [2] thatdistributed plants a set of non-
communicatingdecentralizedsupervisors, each partially observing the plant’s belragan be
designed to confine this behavior within the given globalc#mation behavior if and only if
such a specification is both controllable atmbbservable

A common example of a distributed DES is a communication agkwn which processes
exchange among themselves data messages under an orgietifged by a set of rules, known
as a communication protocol [3]. While the use of formal mdthbas significantly contributed to
specifying the desired behavior of systems and validagohriques [4], the control community
has considered the automation of the synthesis problenb]ithg example of Alternating Bit
Protocol (ABP) was first introduced as a solution to a decenéch supervisory control problem.
However, since both plant components (i.e. sender andvesgeand the specification models
“spelled out” the solution, the synthesis was ad hoc. Inex fmtrmulation in [6], the specification
does not contain the solution and requires only a linearroxdamong some events. It is shown
that inclusion of ABP in the sender model makes the specificatoobservable with respect
to the plant and thus there exists a set of non-communica@ogntralized supervisors which
yield ABP. Conversely, in the absence of this inclusion coolzelity does not hold and such
a set does not exist.

When coobservability fails it may still be possible to desidgcentralized supervisors by
allowing communication among them. In fact, our findingsmup the idea that such problems
yield protocols which require communication of some cario observation-related information
among the supervisors. In our formulation of the problensuasng ideal communication
channels, the protocol design for a special class of nosmwable specifications, including
ABP, is reduced to the Synthesis of Communicating Deceng@lRupervisors (SCDS).

SCDS is motivated by the control of networks [7]. In [8] a nesaeyg and sufficient condition
for solving the control problem is formulated by a refinemesiation between observation and
control maps. “Minimal communication” among supervis@siudied in the general framework
of information structures in [9]. The problem is further @stigated in [10] based on the latest
safe point for communication, and in the “knowledge” franoekvof [11] based on as-early-as-
possible communication, where in both approaches stateaets are communicated. Finally, the
algorithm in [12] is proved to communicate a minimal numbe&fevents” between two agents.

Another aspect of SCDS is communication delay studied in {#B¢re a characterization of

2



communication networks into an infinite hierarchy of probteis presented.

Our perspective to study SCDS relies on the formalism of EédnFinite State Machines
(EFSMs) in which bits of control information necessary ie firocess of decision-making, rather
than events or state estimates, are communicated from qrexvssor to another. An EFSM
implements supervisory control [1] by employing booleanialsles to encode the supervisor’s
states, a set of boolean functions to observe events, arldaroformulas to control transitions
[14]. This formalism was extended in [15] to the decentedizcase by assigning a set of
private variables to each component EFSM to make decisiakifig possible at local sites.
The decision as to whether to enable or disable a local evewytim general depend on the
values of supervisor's own private variables, and the |leoglies of variables owned by other
supervisors. These copies are updated by communicatiomgiooal supervisors. It is shown
that the dependence of updating functions on copy variableslated to a modified version of
“joint observability” [16]. Solutions are developed for pexial class of problems where the sole
purpose of communication is control [15].

In this paper we apply the above results to protocol designdo-coobservable specifications.
This approach requires neither the plant components nosspleeification to “spell out” the
protocol (i.e. part or all of the protocol need not be desiga@d included in the transition
structures of plant components or specification beforehadndthe first part of the paper, we
define Discrete-Event Control over Communication NetworkEQQN) problem and present
its partial solution under the assumption of ideal channEtereby we complete the previous
works on ABP, a practical benchmark and an illustrative eXampy showing that the protocol
arises naturally as a solution to the corresponding copt@blem with noa priori inclusion of
the solution in the plant model or the specification langudye then extend this result to other
special classes of protocol design problems for ideal oblanMoreover, we comment on the
difficulties of tackling unreliable channels and presenhe@ositive results.

The rest of the paper is organized as follows: Section llesggithe basics of EFSM formalism
and Section Il states the general problem. Section IV tleemdilates the ABP problem in the
EFSM framework and synthesizes ABP as a solution to this problinder the assumption
of ideal channels. Section V discusses ways in which the lpnolbcan be generalized for
ideal channels and the case of unreliable communicationngig are discussed in Section VI.

Conclusions are drawn and suggestions for future reseaechmade in Section VII.
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Il. EXTENDED FINITE-STATE MACHINES

Notation: In this paper we assume that all recognizers are determgir¥¥e denote a recognizer
and its generated (closed) language by bold and regulatatégiiters, respectively.

In an EFSM a transition is equipped with a guard formula, amemwit is taken it triggers a
number of updating functions. A sé& of boolean variables is introduced. A transition in the
EFSM is enabled if and only if itguard formula which is a predicate defined as a boolean
formula over X, evaluates tarue (1). When a transition is takenX| updating actionsmay
follow. An updating action is a boolean function that assignnew value to a variable based
¢
denote the set of all boolean formulas oveér and .4 denote the set of all boolean functions
b:B* — B.

on the old values of all variables. Given the sét in the following definition letk = | X

Definition 1 [14] An EFSM Ly is defined as a 7-tuplé, = (Q, %, ¢, g0, X, g,a), whereL =
(@Q,%,€,q0) is a FSM in whichQ is a finite set of states;] is a finite alphabetf : Q@ x ¥ — @
is a partial transition functiong, is the initial state;X is a finite set of boolean variables;
g : X — G assigns to each eventguard formula anda : X x ¥ — A assigns to each pair of
event and variable anpdating functionWhenL is understood from the context, is simply

written asLy = (—, X, g, a). O

Assume that all variables are initialized false (0). We extend to () x X* in the usual way.
For a € ¥, the guard formulg(«) is a boolean formula with which all transitions labeled with
« are guarded. Forr € ¥ andz € X, the updating functiom(z, «) : B¥ — B is a boolean
function. Whena is taken, it results in the assignment:= a(x,«)(v), where the vecton
represents the current values of variablesin

Let V : ¥* — B* be a map that assigns to every stringe ¥* a tuple of boolean values

obtained from recursively applying the updating functi@isvents ins to 0, that is:

V(s) = (v(5,7)) e x (1)

where fors € ¥*, o0 € ¥ andx € X, the functionv : ¥* x X — B is recursively defined as

v(e,z) := 0 andv(so, z) := a(z,0)(V(s)). The closed language &f,, denoted byL,, contains
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a string generated bli, if guard formulas are respected at all its prefixes, i.e.:
e€ L, ands € L, A&(qo, so)! Ag(o)(V(s)) =1« so € L,. (2)

By virtue of having a control mechanism embedded in theirctétime, EFSMs can be used
to model closed-loop systems. It is shown in [14] that whes dbntrol action of a centralized
supervisor is encoded by plant components’ EFSMs, the Eggwf the synchronous product

of the EFSMs is equal to the language of the system under \a@sjuear.

I1l. PROBLEM STATEMENT

Fix an index set/ = {1,...,n} and consider a systerV' consisting ofn communicating
parallel processe®y,...,P,x Which are connected through a strongly connected network
of potentially unreliable channels in which data may be lmstlelayed. Accordingly, an ideal
channel is defined to be one in which data is instantly trattechivithout any losses. We refer to
the set of rules governing the exchange of data among thesegses asommunication protocol
or in shortprotocol [3]. For brevity we writeP;, — P;x when there is a potentially unreliable
channel fromP;, to Pj«. Fig. 1 shows the network topology for the case wher- 4. Each
processP;, is modeled by an EFSM, to which we assign S8fs, >,,, andX.; C 3,;,UX,,;
of respectively observable, unobservable, and contiiellatents by the process. Eagh label,
1,5 € 1,i # j, represents &et of communication-related events between two proce¥sgs
and P;., each of which can be exclusively observed by the two prese¢see the following

subsection).

Fig. 1. A network ofn communicating parallel processes £ 4). Each proces®ix has a number of observable, unobservable
and communication-related events. A process may be connected ts tihaugh ideal (bold arrows) or potentially unreliable
(regular arrows) channels.



A. Processes

Each proces®;, is modeled by an EFSNP; = (Q;, 24, &, qoi, Xi, gi, ai), Where { € 1)

; S = Doi U Su0iU{85] Pix — Pix} U {55, 87| Pix — Pix};

- X; = X; U X, where X;; is the set of private variables of processvhose kth

jil

(k € N) element is denoted by’ (k is removed whenX;; is a singleton), and{,; =
Ujelv#i X,j, whereX;; stores copies of proced®;,’s private variablesj € I, j # i.
A copy of the kth private variable of process j # 4, which is stored inX;;, is
denoted byxfj All sets are finite;
- Guards and updating functions are to be designed from thé&rateed supervisor,
except for the following “updates” which are fixedpriori:
« WhenP;, — Pix, a;(Xu, 3};) = Xjr, k € I, k # i, which is an abbreviation for
Vi € N. a;(zl), 85;) = «';. Similarly, write X3, := X, whenVl € N. zf, = 2/,
The alphabet of proced3;, includes its observable and unobservable events, inand%,,, ;,
communication event s for each proces®j, to which processP;, sends communication
through a potentially unreliable channel, and two evetjtsand 3}, for each proces®;, from
which proces®;, receives communication through an unreliable channebiteous and error-
free, respectively). The seX; consists of variables in the sat; which areprivate to P;,, and
sets of variables;;, j # i, which are used to store copies of private variables of m®aEsP;,
(i.e. Xj;). When a communication froi®;, is received error-free (event;) all local copies in
X.; are updated with the values of the corresponding variahl®s,, that is,Vk # i. X, := Xjp.
This guarantees that proceBs, is updated with the values of the private variablePgf, i.e.
vi. xﬁj = :péj Moreover, by updating other local copies My, k # j, with the corresponding
values of the variables iR;x, one can insure that local copies are updated even whefirext
connection between a pair of processes exists. For instéhpeocessP3, communicates to
processP, only through proces®.,,, then variables inX;; are updated with the values of
variables inXs3; after communication events}, and 33, occur in sequence3;, results in the
assignmentY,; := X33, and subsequently;, updatesX s := Xy3(= Xs3).
We impose no restriction on the structurel®f, except that when an event k. ; is disabled
by a protocol none of the communication evepfs, 35, or 3}, are affected. This restriction

insures that the assumption that the network is stronglyected always remains valid.
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Notation: In what follows we let= = (J,.; % ¥ = U, (Zoﬂ» U Zuu,i), Yo = Uies Zoyis
Yuo = X\ X, and,(0) = {i € I | 0 € ¥,,}. Define the natural projections : =* — %*
to erase the communication-related) events,m, : ¥* — ¥ to erase unobservable events,
andm; : ¥* — X7, to specify the observation window of processAlso let . and £ be

respectively the plant and specification languages sudh/tlia="* and £ C «(L) C ¥*.

B. Channels

A processP;, may communicate to proced3;, through a communication channél,;
whenever it exists. Channels may igeal or unreliable In our diagrams, unreliable and ideal
channels are denoted by regular and bold arrows, resplgctive

1) Unreliable channelsin practice channels can be potentially unreliable: datddcget lost
or corrupted, and communication delay cannot be ignored.M\lhg — P, the unreliable

channelC;; is modeled as depicted in Fig. 2.

ﬂf]

Bi;/ Xk = Xik

forall k # j

Fig. 2. An unreliable channel.

When event3;; occurs inP;, the values of all variables iX; are transmitted to the channel
C;;. Eventuallythe message is delivered 1B;.. We assume that each process has perfect
error-detection facilities. If the message delivered bg thannel is erroneous (evert),
communication has failed and proceBg, might just change state. If the communication is
successful (event;;), thenP;, updates all but its own private variables with the value®gfs
variables received from the channel.

2) ldeal channels:A channel is ideal when it is free from any communication losslelay.
While the assumption of ideality lets one focus on the “lofjie@pects of the control problem,
it is also valid in communication networks where communaatelay is negligible compared
to the processing time at each site. In an ideal network, @aotess has instant access to all

variables of all other processes which it needs for reetialgidts guard and updating functions.
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Focusing on ideal channels enables us to find what needs to be communicated in order
to achieve the control objective, without worrying aboug flogistics of such communication,

which will be dealt with in Section VI.

C. Control problem

Assumption 1 We assume that the desired behavior of the network is spediffea prefix-
closed languagé” which is controllable with respect to(L) and observable with respect to
7(L) andm,. Therefore, there always exists a centralized superndsyS = (R, X, n, ry), which
enforcesF, i.e. 7(S||L) = E [17]. Note that events irt,, may appear only as selfloops

and are left out from our transition diagrams.

The control objective is then to design a controller for eacbcess such that the natural
projection of the languag®, || Px.|| - - . || P.. onto Y is equal toE. Notice that since the control
map is embedded in each process model, implementing theateet control map reduces to

finding suitable guard formulas and updating functions facheprocess.

Definition 2 Discrete-Event Control over Communication Netwrks (DECCN): Let N be

a system consisting of communicating parallel processbsy, ..., P.x, €ach modeled by an
EFSM as in Subsection IlI-A, which are connected throughrangly connected network of
potentially unreliable channels, and IBtand S be respectively the languages of specification
and its enforcing supervisor as described in Assumptionekidh guard formulas and updating

functions for each process such that|| P || . . . || Pu: = S||L. O

In the next two sections we focus on the logics of control enpéntation by assuming that

channels are ideal, while in Section VI we study the problenenvchannels are unreliable.

IV. DECCN sSOLUTION—SPECIAL CASE

In this section we present a solution to a subclass of DECCNlgmbounder the assumptions
that a) communication channels are ideal, b) for eaehl, ¥,; = ¥.; = {«;} are singleton
andX,,; = ), whereq; is called the “significant” event of processand c) occurrence of each
significant event is counted modulo 2.

Note that under assumption a) variablesXp are identical to the private variables of other

processes, which justifies usimjj instead ofazfj when needed;j(+# 7). The controllability and
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observability of significant events male controllable and observable, and thdlsmay be used
as the centralized supervisor in this section. Followirggimplifying assumptions b) and c) we
use Alternating Bit Protocol (ABP) as a running example, antigdly design the protocol as the
solution to the corresponding DECCN problem. This simplif@mateads us to a key observation
of the solution approach for general DECCN problems in the segtion. The protocol design
will be complete in Section VI after the assumption of idelahenels is lifted.

Since the significant event of processdenoted bya;, needs to be counted modulo X;;

reduces to a singleton, whose only variablgis toggled each timey; occurs:
a; (i, ;) = Ty (3)

With the updating functions fixed, a solution to DECCN consdtg$inding guard formulas

gi(«;), for eachi € 1.

A. ABP: Problem formulation in the EFSM framework

Alternating Bit Protocol (ABP) [18], [19] is used for reliabteansmission of files over half-
duplex channels. As shown in Fig. 3, two procesPgsand P, communicate over a channel
ch. ProcessP; fetches a message and sends it to the channel. Then pBgessceives the
message from the channel, and accepts it if it is error-fiée. control objective requires that
every message fetched B be accepted by, exactly once. When a transmission error occurs,
P, should resend its message until it is received error-fretiamccepted byP,.

A schematic of the plant is shown in Fig. 4, where a transmmssiror is denoted by a broken
arrow. The system events are defined in Table I. Figure 5 sh®¥ models for sendeP,,
receiverP, and channeth as well as the specificatiol of the desired behavior defined as an

ordering of events i{ay, as}. The following is a short description of each FSM in Fig. 5.

Fetch Send Receive Accept

Fig. 3. Two processeP; and P> communicating over a channel.



12 12
Qq i P P ep— = 0%
P i P
S
21

Fig. 4. Schematic of the plant.

TABLE |
SYSTEM EVENTS.

| Event| Description | Event| Description |
oy data fetched byP, Qo data accepted by,
Bis data sent byP, By acknowledgement sent -

075 data received by, 085 acknowledgement received B,
5%, data received by, erroneous| (5, acknowledgement received 1, erroneous

1) SenderP;. At the initial state, senddP, nondeterministically does one of the following:

a) It sends a data message to the channel (message could beiemghing is yet
fetched).
b) It fetches a data message and sends it to the channel.
After receiving acknowledgement from the channel (pogs#ibtoneous), sendé@t, returns
to its initial state.

2) Channel ch. Any type of message received by the channel from one paetia(ef, or
acknowledgemengs,) will be delivered to the other party3{, or 33, respectively), or
it will get lost or corrupted £, or 5,, respectively). Note thath is the composition of
(1o and sy, as defined in the previous section.

3) Receiver P,. After receiving a data message from the channel (possibigneous),
receiverP, nondeterministically does one of the following:

a) It sends an acknowledgement to the channel.
b) It accepts the message, and sends an acknowledgemeset ¢bahnel.

To make our models simpler we allow slightly more permisdaghavior than that of an
actual data transmission system. For example, we allow gotyemessage to be transmitted
indefinitely.

It turns out that the plant in Fig. 5 violates the specifiatio two fundamental ways. The

following two strings are accepted by the plant but not by gpecification:

an; Bia; Bras o2; 8515 Bo1; Bras Blas e @nd o B7y; Bas 5515 o5 0a 4)
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f2 5517 ﬁgl ﬁf?? ﬁ{Q
(o%1 3 B2, Bia a1
S S S
551, B3 < 21 12 21 (05, w
B Q2

SenderP; Channelch ReceiverP, E

Fig. 5. Plant FSMs and the requirement specification= {a1, 512, 551, 821} and X2 = {2, 851, B2, B12}-

The well-known ABP [18], [19] provides a standard solutiorthies control problem. To find
a solution in our framework we extend the two processe®io = (—, X;,gi,a;), i = 1,2,
where X; = {z;;, z;;} and updating functions are identity exceptz;;, o;) = 7;;. Note that the
assumption of ideal channels allows us to usgeinstead ofz;;. The control problem is to find

guard formulasy; and g, such that the projection aPy,|| P, onto {«a1, as} is equal toF.

B. Solution

In supervisory control theory of DES [1], if a given specifioa is controllable and observable
with respect to the plant, there always exists a central&gzervisor which enforces the legal
language. In case of distributed DES where each agent haislpaloservation of the plant
behavior, such a controllable global specification is esdable if and only if it is coobservable
with respect to the plant and agents’ corresponding obsena natural projections [2]. In
simple words, coobservability requires that for every twservationally equivalent plant strings,
and every event which extends one to a legal string while therao an illegal string, there
exists at least one agent which can disambiguate the stangdsinhibit the illegal behavior.
The set of decentralized supervisors synthesized in ttge c&ed not communicate amongst
themselves.

Therefore, if the controllable global specification wer®leservable, the solution to DECCN
would simply be obtained by separately implementing theestipory control maps [14] of the
computed decentralized supervisors using only their fwivariables [15]. This case has been

discussed in [6] using the FSMs of the plant components ®ABP example where the authors

11



have shown that if the sender model is enriched by incorpgydivo events associated with the
0/1 status of the ABP’s attached bit, the specification will beearbobservable with respect to
the plant. The same can be said about other defined notiormbtervability with other fusion
rules [20]. Thus, in this case no control information neeccbmmunicated over the network to
implement the rules of data exchange (i.e. the protocol).

Unfortunately, the specificatio in DECCN is not in general coobservable. For example,
in ABP, £ = (ajaz)*(e + 1) is not coobservable. To see why, let= «;3{,08], and s’ =
B7501,- Note thatas is eligible to occur at boths and s, sas, is legal while s'a, is illegal,
and finally my(7(s)) = ma(n(s")). Since process 2 is the only process that can disabler
is not coobservable. In the rest of this paper we will show zowontrollable and observable
but non-coobservable specification may be satisfied by carwating information among local
processes.

To begin with, we note that under the assumption of ideal oélsn one can work with the
variable setX = {x11,%2,...,2Z,,}. The functionV : ¥* — B™ of Section Il isV(s) =

(v(s, 7)), Where:

Viel wvexy)=0 and v(sa;, x;) = L i vls,@) =0
xy) =1
It turns out that a solution can be found only for a restrictdéass of problems. Towards
this end, letE = (R, X, n,7) be thecentralized supervist® FSM, andL denote the set of all
labeling mapd : R — pwr(B"). For1 < i < n we write a member oB3" asv = (v;,v_;),
wherev; is the i element of then-tuple v, andv_; denotes thgn — 1)-tuple formed by the

remaining elements af. Define a partial orderingg on £ as follows:

ViLlhe L. Iy <ly < VYreR. L(r) Clyr) (5)

It can be verified that(, <) is a complete lattice. Letbe the smallest labeling map satisfying

the following properties:

1) 0 € £(ro),

2)Vr,r' € Ry, € v eB . vel(r) A =n(r, ;) = (T;,v_;) € £(r'). (6)
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The labeling mag is chosen so that a transition labeled withtoggles thei!" element of
each vector in the state’s label. We show by induction thatlébel of a state reached by

includes the vector of valuesg(s).

Lemma 1 We haveVs € E.r € R. r =n(rg,s) = V(s) € {(r).

Proof: We prove this lemma by induction on the lengthsof
. Base: Lets = e. Thenry = n(ry, s), and by definitionV/ (s) = 0 € £(ry).
« Inductive step: Fos € X* ando; € X let so; € E. Denoter := n(rg, s) andr’ := n(ro, sa;).
It follows from the induction assumption that(s) € ¢(r). Let V (s) := (v;,v—;). We have:
V(say) = (U5, v_;) € £(1") (by definition of¢) |
Under certain conditions the labeling méjgan in effect encode the stateslof knowing the
current valuev € B" of boolean variables, it is possible to know which statéhe centralized
supervisor is in by checking whetherc ¢(r), as long ag does not appear in the label of any

other state. This idea is formalized in the following defomt

Definition 3 Let E = (R,>,n,79) be a centralized supervisor afd: R — pwr(B™) be as
defined above. TheR is said to bestate-independentith respect to/ if
Vror' € Ror £ 1" = L(r)NnL(r") = 0. O

In other words, in a state-independent centralized supanthe labels of a pair of distinct
states are disjoint. When a centralized supervisor is gtdependent, it is possible to uniquely
determine its state by knowing the values assumed by thes@oolariables after a legal string;

in other words, the inverse of the implication in Lemma 1 isetas well.
Lemma 2 WhenE is state-independent with respect#eve have:
Vs € E,r € R.r=mn(rg,s) < V(s) € l(r).

Proof («): By contradiction assume for € ¥* andr € R thatV(s) € {(r) but n(rg,s) =1’

for somer’ # r in R. It follows from Lemma 1 thal/(s) € ¢(r’), contradicting the fact thdk

is state-independent. [ |
The following result states that a solution to the contraljpem exists when the centralized

supervisor is state-independent.
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Theorem 3 Under the assumption that channels are ideal, DECCN has aosollfE is state-

independent with respect

Proof: Let £, = |
v € L;. By induction we show that for akk € ¥* we haves € 7(Pi,||Poy|| - - || Pnz) iff s € E.

rermnrant £(r) @nd g;(e;) be a boolean formula that is true fore B iff
Base is trivial sincé and allP;, are nonempty. For the inductive step let; € (P, ||Ps.||
-+ ||Pz). Since all languages are prefix-closed it follows that w(Pi,||Poyl| - || Pn:) and

hence by the induction assumptiere E. Let r := n(rq, s). We have:
sa; € T(Prg||Pagl] -+ || Puz) <= 9i(a;)(V(s)) =1 <= V(s) € L; < n(r,«;) (Lem. 2)

i.e.sa; € E. [ |

The next 2 examples illustrate the idea.

Example 1 Shown in Fig. 6 are two centralized supervisdts and E; wheren = 3 and
Yoi=2c; = {a;}, i =1,2,3. A stater is labeled with all values in the sétr). For example,
in E1, we havel(r;) = {(1,0,0),(0,1,1)} (for brevity a triple (i, 7, k) is written asijk).

The centralized supervisdi; is state-independent as for any pair of distinct stdies’)

we havel(r) N ¢(r') = (. On the other handE. is clearly not state-independent: we have

f(rl) ﬂﬁ(m) zé(rl) 26(7“2). <>
101 -,
010
(%) 4 s ‘0[2/’\
oo o, [100] o, [120 001 o1 011 os 011
111 011 001 1110 100 100
T T3 111>—[101 101
a3 To Qi 1 9

E]_ E2

Fig. 6. The centralized supervis#l; is state-independent whilE; is not.

Example 2 As shown in Fig. 7, the specification (centralized superyigbof our running ABP
example is state-independent. We hage:= {00,11} and £, = {01, 10}. Thus

g1(a1) = 211 & w99, g2(ag) = w11 B 9. O

14



E /00 01

To 6] ™

Fig. 7. The centralized supervis@l of the ABP is state-independent.

Note that if channels were unreliable then, say, the privat&ablexzs, in the guard formula
g1(aq) must be replaced with its local copy,. The mechanism by which,, is updated with

T99 1S discussed in Section VI.

V. TOWARDS THE GENERAL PROBLEM IN THE PRESENCE OF IDEAL CHANNELS

In Section IV we used tuples of booleans to label the statea okntralized supervisor
S = (R,X%,n,ro), and used a fixed updating mechanism in which the occurrehaesignificant
eventa; toggles the value of the variabtg;, 1 < i < n. In general, the class of state-independent
centralized supervisors, which can be implemented by camwating decentralized supervisors
when channels are ideal, will be widened if one dedicatesenhbits to count the significant

events of processes. The next example illustrates the.point

Example 3 As shown in Fig. 8-a the centralized supervisbris not state-independent with
respect to/ when events are counted modulo 2/és) N ¢(r3) # (. Now, let us use two binary
variablesz}, and z%, to counta;. The first two occurrences af; incrementz},z3, by one,
while its next two occurrences decrementz?, by one back td)o, i.e. the updating functions
counta; modulo 3 (as opposed to modulo 2 counting of the previousasgctwith the new
labeling map? : R — pwr({0,1,2} x B), we haveVr,r’ € R.r £1' = {'(r)nl' (") =10, i.e.

the centralized supervisor is state-independent witheesio ¢'. O
) 1 To To 1 T2
o Q0 1 [10l % [0 Q0“1 J[10l %1 [20
S 01 11 01 21 11 01
@) (e%) (b) a2

Fig. 8. The centralized supervisSt with 3, ; = X.; = {ai}, Zuo,s = 0, ¢ = 1,2, is not state-independent when one boolean
variable is used to count;, while it becomes state-independent when two boolean variables atdaiseunta;.
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Thus, in general, more elegant coding schemes are requirgdure that labels are unique,
and that each event changes only the value(s) of the precessi private variable(s). With
such coding schemes, which may use more than one priva@bi@rthere is no reason to limit
to one “significant” event per process, and this assumptanhe relaxed, too. The following

definition characterizes the labeling maps that have theeadesired properties.

Remark 1 Such coding schemes rely on the observation and encodirsaté changesn a
recognizerS = (R, %, n,ry) (of the centralized supervisor). Since no state change serobd
for events which participate solely in selfloops, i.e. esenty;,,, = £,,U{c € X, | Vr,1' €
R.r" =n(r,0) = r =1'}, these events might be safely ignored as long as such codmeges
are concerned. However, if an event, say which is selflooped in one state, say causes a
state change in another state, saythen some provisions should be made to help the coding
schemeobserveall «;-labeled transitions, including the selfloops. As a remealythis case a
stater;, is added toS which inherits all the outgoing non-selfloop transitionsref while all
selfloop transitions im4, which are not labeled by events 1,,,, are replaced with transitions
with the same labels from; to 7, and vice versa. By following this procedure, all selfloops in
a state that cause state changes in other states areabseieableto the coding scheme. Note
that in the worst case, the state size of the new recognizaciws still deterministic) would be
twice that of the original recognizer. In what follows, theding schemes are always assumed
to be applied to recognizers with possible selfloops formelgt by events in¥;,.,. Moreover,

we assume, without loss of generality, that in the next exasip,, = 0.

Definition 4 Let S = (R,%,n,r,) be a centralized supervisor modified if necessary as in
Remark 1. An Agent-wise Labeling Map (ALM) is a mdp R — pwr(N™) with the following

properties:
1) 0 € £(ro);
2) V' e Ror £ 0" = ((r)Nnl(r') =0 (labels are unique);
3) V' e Ryr #£71', Yo € X,, Yo e N*. v ellr)ANr =n(r,o)
= W eN vV ellr) N [Viel(o) viFv] A [VjeT\I (o) v; =1}

7

We call an ALM finite if its image is a finite set. a
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Remark 2 By the second propert$ is state-independent with respect to an ALM. L&te
the set of all ALMs defined foS and consider the partial ordering defined in (5). Since in
general(£, <) is not a complete lattice, there may exist more than one nahlabeling map,

each using a different number of variables.

Remark 3 The last property implies that an ALM neither limits the nuenlof events partici-

pating inS from each process, nor makes any distinction between them.

To show the existence of a finite ALM, we need the following wligbns.

Definition 5 Consider a centralized supervis®e= (R, >, n,19) and an index set. Two distinct
states, 7’ € R are called/-connectedf for all i € I there exists & € >, ; such that’ = 7(r, o).

RecognizerS is I-connected if every pair of distinct statesS$nare /-connected. O

Figure 9 illustrates an example of drconnected recognizes.

Definition 6 Let v,v" € N™ be labels and € I. We sayw is ani-sibling of v’ if v; # v, and

v_; =1 . O

—1

Theorem 4 There exists an efficiently computable finite ALM for everyntralized supervisor

S = (R, %, n,ro), whereS is modified if necessary as in Remark 1.

Sketch of the Proot

The proof is done by establishing a bijection between bogdan ALM for S and another
problem described below. Assume that= {r,r1,...,7,_1}, and define/ = {0,...,m — 1}.
Notice that since all events i, are observable, each transition’s evensiielongs to at least

one,;, ¢ € I.

617 62) Q3,73

2071 = {alaﬂla’yl}
2072 = {012,52}
aq, Qig, 63 o3 = {as, 83,73}

alvﬁQv 71’527
4%

aq, (g, 73

Fig. 9. An example of af-connected recognizer.
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O The object corresponding to statg
® The object corresponding to state
U The object corresponding to statg

Fig. 10. A Latin hypercube witm = 3 (the number of axes) andh = 3 (the number of objects): There exists exactly one
copy of each object in every direction.

We make two assumptions which are relaxed later in the pr@othat X, ;'s are mutually
disjoint and (ii) thatS is /-connected. By Definition 4, building an ALM fd$ is equivalent to
finding m mutually disjointsetsL; = ¢(r;), j € J, each consisting of labels € N" satisfying
Items 1 and 3. Item 1 implies thate L,. Under assumptions (i) and (ii)) mentioned above, since
for each: there is a transition from every statg to every other state, Iter® of this definition
requires that each tupkec L, have ani-sibling in every other state, for a total of — 1 distinct
1-siblings (since label sets of states must be disjoint by IR of Definition 4).

Graphically, eachn-tuple labelv may be considered as a point M. For the ease of
representation, a point is marked by onenofdistinct objects each corresponding to a state of
S; for instance, in Fig. 10, the labé), 2, 0) is marked by a square, indicating its membership to
the label set of state,. Note that alli-siblings ofv are located on a straight line parallelite 1
axis. As argued before, to havesiblings of v in all other states, along every dimensiog /
there must exists exactly one copy of each object, for a tdtat distinct objects. Accordingly,
one arrangement would be to constructranby m hypercube inN", one corner of which is
located at the origin, and in its every dimensioa [ there exists exactly a copy of eachof
distinct objects, i.em i-sibling labels, each belonging to oti¢, j € J. Such an arrangement is
called alLatin hypercube of side:, and can be efficiently computed [21], [22]; a simple example
is shown in Fig. 10.

The above argument reveals that there exists a finite ALM fyiv@n S under the assumptions
() and (ii). Assumption (ii) creates a worst-case scenaio ALM for S in which assumption
(i) holds is also an ALM forS’ which is identical tdS, except that some transitions are removed,

and therefore (i) may no longer hold.
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Let us now assume that assumption (i) is relaxed, i.e. tisema event for which |1,(o)| > 1.
Item 3 of Definition 4 thus requires that the occurrence ehove the current point in the Latin
hypercube to a point whose every coordinates,iim) changes, while others ih\ /,(c) remain
unchanged. Such a point always exists since there is exatlycopy of each of the: distinct
objects in each direction of the Latin hypercube, and tloeegfthere always exists a path which
starts from the current point, each time moves along one @fdilections specified by, (o)
in some specific order, and ends up in the required point inhgheercube. Hence the proof

remains valid if all the assumptions are lifted. [ |

Remark 4 It is interesting to note that, in general, the hypercubendflabels, with exactlym
copies of each object along each direction, provides anruppend for the number of labels
required by an ALM, in the sense that it is possible to find arMAWith a smaller image size
if assumption (ii) is relaxed. On the other hand, it provitesminimumnumber of the required
labels in the worst-case scenario where for every pair aigeizer’s states and for eachsome

events inX,; trigger a move from one state of the pair to the other.

The next example illustrates the procedure mentioned irabove proof and Remark 1.

Example 4 Consider the centralized supervisSrin Fig. 11-a and the subalphabefs; =
Yor1 = {a,ay, 01} and ., = ¥,0 = {a, as, f2}. Following Remark 1, we examine selfloop
transitions inS and notice thats; causes no state change and can thus be safely ignored. On
the other handy; and a, cause state change from to r;, and therefore they are replaced by
transitions between; and the new state;, which inherits fromr; its outgoing transitions. For
the new recognize$ in part (b), which has statesro, r1, and#, by the proof of Theorem 4
a finite ALM may be found using a Latin square of sigleSuch an arrangement is shown in
Fig. 11-c simply by associating the horizontal and verteoads with agents 1 and 2, respectively,
and placing three objects, each representative of one statee first row, and shifting this row
one unit to the left each time to create the other rows. By Iteofi Refinition 4, point(0, 0) is
assigned ta,. We notice that state, is connected te, through events; € ¥, 1, as € 3,2, and
the common eventv. Thus, corresponding to each vector of valued(in) (e.g. (0,0)), there
are a 1-sibling (e.g(2,0)), a 2-sibling (e.g.(0,2)), and a vector differing irboth coordinates

(e.9.(2,2)) in ¢(r1). Similar observations can be made for the other states aidl#bels. ¢
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oz1,042,(/ 0 1 2 ! ! QB (22 b
1
S @ (b) ©) (d)

Fig. 11. (a) A centralized supervisor and (b) its unfolded versionG(ephical representation of a finite ALM. (d) The encoded
supervisor.

Definition 7 Let an ALM be employed for labeling the states of a centralizapervisorS =

(R,%,n,1m9) and denote by/; the set of numbers used by each agent for labeling; that is,
Viel. Vi={v;eN|IreRv; e N (v,v ;) €l(r)} )

The set of private boolean variables with which each ageatisi¢o implement its labels is
denoted byX;; = {zf|k € {1,....[log.|V;[]}}. O

In general the guard formula of an evemnt is a function of all of agent’s variables, i.e.
gi(a;) = hi(Xy, Xei). Also, the updating function associated with the privateade =% of
processi and an arbitrary event of the process, sayis nota priori fixed and is a function of
all private and copy variables of process.e. a;(z¥, ;) = fi1.(Xu, X.i). The functionf; ;, must
be designed to implement the desired labeling map as paheo$alution to the decentralized

control implementation problem. The next example illustsathis point.

Example 5 For the centralized supervisor in Fig. 8-b assume that a@hnobls are ideal. Then
using two (one) private variables for proces§) to encode the states as!(z?,, z3,), the non-
identity updating functions can be calculated agz!,, o) = 22,2, a1(2%,0q) = 22, and
as(xly, an) = xl,. The guard formulag, (a;) = 1, & 2,422 andgs(as) = ot 2l +2l 2l 22,
insure thaty; is enabled only iy andr, while «s is enabled only in-,. (Calculation of guards

and updating functions are detailed in [14].) O

As is evident from the above example, in general, both guandsupdating functions depend

on the values of (copies of) private variables of other pgses. Wheny;(a;) = h;( X, Xei),
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communication is needed to update the copieXinto insure that the right control decision is
made (“communication for control”). When(z%, ;) = fi.(Xi, X.;), communication is needed
to update the copies iX,; to insure that the variables iX;; are properly updated; in other
words, to update an agent’s estimate of the centralizedrgigp€s state (“communication for
observation”). Thus, given a controllable, observablé,rfmn-coobservable specification and its
enforcing centralized supervisor, in a network with idd@mnels where local copies of agents’
private variables can be updated instantaneously, the comeation protocol is specified by the
following entities; Thecontrol decisionof each agent, i.e. guards, and the communications for
control and/or observation amongst agents. In this sehgseptotocol design is equivalent to
SCDS where each decentralized supervisor makes contraliolesibased on its own observation
of the plant behavior and the received communications frémerasupervisors. Note that in the
EFSM formalism supervisors do not exist as separate es)tifey are implemented by guards
and updating functions of the processes’ EFSMs. As suchpuonication takes place between
the processes themselves.

While in general finding answers to questions about ordeniagnainimality of communication
might be a difficult task, in what follows we restrict EFSM ned&l so that they do not need
“‘communication for observation,” and identify a class ohtalized supervisors that can be

implemented by such EFSMs.

Definition 8 [15] We say we havéndependent updating functionghen
Vi € ], VEk € N, VIIZ S X“', \V/Oéi € Zo,i- CLi(ZEk Oéi) - fz,k(Xm) O

Iz

The following Lemma identifies ALMs that yield independemidating functions.

Lemma 5 An ALM results in independent updating functions for the tcalized superviso
iff it assigns the same component labels to the states which are reached by strings that are

observationally equivalent to that component.

Proof (Only if): Choose any two strings, s’ € ¥* which are observationally equivalent to agent
i,i.e.mi(s) = m(s') = ala?...a, for somem € N, wherea! € 3, forall j € {1,2,...,m}.

By Definition 8, we have

Vk € N, VZEZ S Xii,Vai S Eo,i- a,(a:k OZ‘) = fz,k:(Xu)

119 St
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Thus, starting from the initial state whefee ¢(ry) (Item 1, Definition 4), everyz* may
be affected only by the current values of the variables(jnas a result of the occurrence of
an eventa{ € X, j€{1,2,...,m}. Since boths and s’ include the same ordering of such

events, theiri’th labels become equal.

(If): If the updating functions are not independent, theer¢hexists a variable?, € X;; and an
eventa; such that the corresponding updating function depends tsnofevariables other than
Xiiy 1€ a;(2h, ;) = fi1.(Xiu, Xe). As a result, valuation of this variable by ageérdepends on
the values of other agents’ private variables, too. Thiguim, implies that the assignment of
the labels (which are actually implemented using the véggin X;, including =) by agent
7 would depend on the other agents’ observations. Thus, timgstwhich are observationally

equivalent to agent may be assigned different labels by agénivhich is a contradiction. B
It turns out that EFSMs with independent updating functioas meet a specificatioonly if
the specification satisfies a weak version of “joint obseititgb property [16]. We show this

point next.

Definition 9 [16] S is jointly observablewith respect tor(L) and (2,1, ..., %,,,) iff
Vpe S, Vo' en(L)\ S, Jiel. mp)#m(p). |

In words, joint observability requires that for every twakalike legal-illegal sequences in
the plant’s behavior, there exists at least one supervisochwcan tell them apart. However, in
control problems one always cares about the first instanadiah the legal behavior is violated,
and any subsequent evolution of illegal behavior is not ¢érest (as it is to be prevented
by a controller). From this viewpoint joint observabilitg too strong a property for control
applications, and therefore below we introduce a weakdpmathich requires the existence of
a supervisor which can distinguish two legal strings whemant extends one to a legal string

while extends the other to an illegal string.

Definition 10 [15] S is weakly jointly observablevith respect tor(L) and (X, 1, ..., X,,) iff
Vs,s € S, Yo eX. sc € SAsoen(L)\S = Jiel. m(s)#m(s). O

Lemma 6 [15] Joint observability implies weak joint observability
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Proof: Choose any, s’ € S, ando € ¥ such thatse € S A s'o € n(L)\ S. Takep = so and

p = s'o. By joint observability we know that there exist& I such that

mi(p) # mi(p')
= m(so) # mi(s'o)
= mi(s)mi(o) # mi(s)mi(o)

= mi(s) # m(s).

Lemma 7 [15] A languagesS is weakly jointly observable with respect tqL) and (%, 1, ...,

Yon) if there exists an ALM forS such that the associated updating functions are independen

Proof: Assume that there exist independent updating functiowletns, s’ € S ando € X be
suchthate € S ands’'oc € w(L)\S. Write the states reached byands’ asr andr’, respectively,
so that there exist,v’ € N" such thatv = (v;,v_;) € ¢(r) andv’ = (v),v" ;) € £(r) as in
Definition 4. If S is not weakly joint observable, then:

Viel. m(s)=m(s)

=Viel v,=1 (Defn. 4)
=v=20

=r=r (Only if part of Lem. 5)
which is a contradiction. [ |

The above result states a structural property for the laggud the centralized supervisor
without which no independent updating functions may bewveeriregardless of the choice of
ALM. However, for an updating function to be independent tiies agents’ variables, it is
necessary that its corresponding component labels assignstates by an ALM be such that
any changes in their values depend only on the current valigs own component labels. In
simple words, the choice of the ALM should be such that updathe labels of every agent is

a functionof its own values. The next example illustrates these points

Example 6 It can be verified thatS’ in Fig. 12-a is not weakly jointly observable. As a

counterexample, let = o a9, s = asa; and the dashed arrow represents the plant’s illegal
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move. Then whilesa; is legal ands’'«; is illegal, we haver;(s) = m;(s') = a; for i = 1,2.
Therefore, by the previous lemma a set of independent ugg&tinctions cannot be found to
implementS’ regardless of the choice of ALM.

For the weakly jointly observablg in Fig. 8-b, the labeling mag used in Example 5 does not
yield independent updating functions: for agent 1, the comept labell in stater; is mapped
sometimes td2 and sometimes t0, depending on the label assigned by agent 2, so that its
updating action cannot be expressed as a function on it $abels {0, 1, 2}, but as a function
on the cartesian product of both agents’ labels,{ie1, 2} x {0, 1}, which makes the updating
functions dependent. Now, let us apply the AL of Fig. 12-b to the same specification; note
that the specification remains state-independent withetsjp /. Observe that under the new
labeling every component label in the $6t 1, 2, 3} for agent 1 is uniquely mapped to an element
in the same set. In this case the set of boolean variableshenthst two updating functions

remain as in Example 5, while the first updating function leesa,(z{,,a1) = i, ® 23,

hence independent updating functions are achieved. O
(6] (051 To (&1 T2
S S 001 _[10/% _[20
. 2 31 01
(2) (b) 2

Fig. 12. ¥,; =X.; = {a:}, i = 1,2. (a) A language that is not weakly jointly observable. (b) A state-indépetcentralized
supervisor yielding independent updating functions.

When updating functions are independent, as in the ABP exanipesolution of SCDS

enjoys the following property. We first need to define “miniityd of boolean functions.

Definition 11 We say a boolean formula is inraduced formif it contains a minimal number

of boolean variables after possibly utilizirpn’t care conditions [23] . OJ

Remark 5 Notice that when computing reduced forms for guards and tipgléunctions, one
should take into account the fact that in the end it is destethave minimal exchange of
information among the supervisors. As a result, whenewnetAre more than one reduced form
for a boolean formula or function, the one(s) which shareem@mymmon variables with other

formulas and functions are selected. This issue is outsides¢cope of the present work.

24



Lemma 8 Let £ be a global controllable, observable, but non-coobseevapkcification and

S be the centralized supervisor enforciig whose associated updating functions are indepen-
dent. ThenE can be implemented over a network of ideal channels if a nurobéits are
communicated in order to reevaluate guards, while no congatian is needed for reevaluat-
ing the updating functions. Moreover, this number may besehominimally, in the sense of
Definition 11, up to the ALM used to label the statesSof

Proof: Similar to the proof of Theorem 3, by the state-indepengeasfcS with respect to the
ALM (Item 3, Definition 4), the formulas representing the guards candmeptited as functions

of the private and copy variables, i.e.:
Vi € I, VOéi € Eoﬂ'. gz(az) = hz(Xn;Xcz)

Thus, to apply control over its corresponding eventagent; needs to receive only the updated
values of the copy variables iN.; (i.e. communication for control). Following the fact thaget
image of the ALM is finite, only dinite number|.X,;| of bits must be received (instantaneously,
under the assumption of ideal channels) in order to make it control decisions. On the
other hand, the independency of updating functions impghes every such agent updates its
private variables inX;; based on its own observation of the plant behavior (LemmaaBj,
therefore no communication for observation is required.

Upon computing one of the (possibly several) reduced formghe guard formulas (see
Definition 11), a minimal number of copy variables X; are needed for communication. We
notice that there might exist more than one ALM to label tlaest ofS, each usingX;;| private
variables for agent. As a result, the minimality is up to the ALM used in labelirtgetstates
of S. |

In conclusion, over an ideal channel, a protocol for a novbservable specification with
associated independent updating functions of the certdlsupervisor, simply requires the
communication of a (minimal) number of bits for agents’ e¢ohpurpose of reevaluating their

guard formulas.

Example 7 For S in Fig. 12-b, we havey, (o) = z}, © xd, + 22, and go(an) = zi, @ xi,.
Therefore, theprotocol requires process$ (2) to attach to each data message it sends the value

of =}, (zi,, respectively). Notice that value af, needs not be communicated. O
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Remark 6 It is worth comparing our ALM-based approach to thgtimator structureof [10]
andpossible worldf [11]. The following observations can be made about our@ggh versus
those of [10] and [11].

« While an ALM can be found for any deterministic automaton ofemtcalized supervisor
(after a possible modification as explained in Remark 1), tinerotwo approaches have
been used for reachability trees only, and their applidsitib general automata containing
loops is not claimed and does not seem obvious.

« An ALM labels the states of a centralized supervisor usin@@ent-wise viewpoint, while
the other two approaches rely on a global labeling for théestand then gathering the
lookalike state labels for each agent as a set of state @s8riE0] or possible worlds [11].
Since in decentralized control the supervisors view thentfgabehavior subject to their
partial observations, the ALM labeling provides a natucathfulation for the distribution of
information within the network. Moreover, the ALM approagkws the labels as an integral
part of the implementation of supervisor's commands, whileéhe other two approaches
labeling is only a simplifying tool and the viewpoint is qeliibstract.

« The final rules for communication in the other two approadresalways translated in terms
of communicating the state estimates (or possible wonldsile in the ALM approach (more
specifically, in the EFSM framework) everything is done widispect to bits of information
used by each local supervisor to encode the states of a gholparvisor. As a result,
the latter serves to define a practical measure, especidlBnwssues such as minimal
communication are studied.

« Another advantage of the EFSM formalism is its compact regaation of the supervisors’
commands and observations using boolean formulas andidasctwhile the other two
approaches make use of the supervisors’ automata.

« The works in [10] and [11] adopt “the latest safe point” and &arly as possible” policies,
respectively, to deal with the issue of “when” to communrgcaklthough this issue is not
explicitly addressed in our work, where the focus is on thgidal aspects of protocol
design, it is implicit that communication takes place whemenecessary, in other words,
when guard and updating functions need to be reevaluated.

« Moreover, the case of unreliable channels, which is theesulgf the last section, is not
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studied in the aforementioned papers.

Noting the similarities between [10] and [11], where eitete estimates or possible worlds are
communicated, through the following example, taken frof][lve illustrate our formulation

and solution and that of [10] for a simple problem.

Example 8 Consider the centralized supervisbin Fig. 13-a wherel, ; = {1, 81,7}, Loo =
{as} and eventy, is controllable by the first supervisor. Part (b) shows ttela assigned to the
states by an ALM. Representing the component labels, 2,3} and {0, 1,2} of, respectively,
the first and the second supervisors, using binary varialle$, andz1,z3,, the guard associated
with v, would beg; (v1) = x3, and the updating functions may be computedigs1;, a;) = 0,
ar(z}, a1) = 1, ai a1y, Bi) = 1, a2ty B1) = 0, an(ziy, ) = 1 a2ty ) = 1 an (39, 2) =
22,, and a;(z%,, a5) = x2,. Therefore, by the time supervisor 1 wants to make its cbntro
decision forv, at state 7, it should have received the updated valuespfrom supervisor 2
(i.e. communication for contrdl However, the last time3, is updated is upon the occurrence
of aw, for which supervisor 2 needs to receive the most recenevafu?, (i.e. communication
for observatiol. This latter variable is updated solely based on the olaserv of supervisor 1,
SO N0 more communication is required. As a result, our smutequires that a) wheneves
occurs, supervisor 2 receive 1 bit to reevaluates its upgdtinction(s) and b) before making a
decision on disabling, supervisor 1 receive 1 bit to reevaluate its guard.

The solution in [10] relies on first a global labeling of statd# S as in part (a) of the figure,
and second on the estimator structure in part (c). Everg sththe estimator structure consists
of a quadruple whose top and bottom elements corresponceteviint occurred and the state
it leads to inS. The second and the third elements are, respectively, ttte sstimates made
by supervisors 1 and 2 after the occurrence of events. Contpthie latest safe point as state
5, the authors in [10] come up with the communication polidyick prescribes that supervisor
2 communicate its state estimafe, 5} at the latest safe point, and as supervisor 2 cannot tell
apart state 5 from state 2, it does the same communicatioiatat 2 as well.

Accordingly, the following observations can be made: a) Tomtent of communication
consists of 2 bits in our formulation and 2 states (or thefrels) in the formulation in [10],
which, in general, consists of more than two bits (espegcglice labels are global). b) Also, our

formulation provides a more detailed treatment of the (tatale) time of each communication.
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However, we would like to point out that this example is notexhaustive comparison between
the two methods.
Notice that while our approach is capable of handling aryitrary finite automatorSs with

equal ease, this simple example serves to illustrate howraidbt the purpose of communication

(observation v. control) manifests itself in the designestqxol. O
(©) (E) (G)
aq a2 /81
(4) Uy %2 [Bag| M [ "
T ¢ {1y 25 T2s] T
{1} 3 5 7
2 ©0 {i} a2 ! B m
1® @ ® {1} (3,4} {6,7} {8}
0 o N2}, (25} 5, [ {25, [{25)
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@ ) © (B) (D) (F) (H)

Fig. 13. (a) A centralized supervisor and (b) its labels assigned by & £¢t) The estimator structure (without communication)
for part (a) (reprinted from Fig. 3 in [10]).

VI. DECCN SOLUTION—UNRELIABLE CHANNELS

This section studies the effects of unreliable channelsnopleémentation of a centralized
supervisor. To simplify the study of such effects, we keeguagptions b) and c) of Section IV.
However, the results can be generalized to the case of &e¢tia an appropriate manner.

When proces®; is connected to proced?;, through an unreliable channel, we assume that
processP;, sends the values of its variables to the channel infinitelgrofevents3;;). Although
the transmission could fail several times (evéf)}, we assume that the channelnsakly fair, in
the sense that the control information is received erree-toy proces®;, (events;) infinitely
often. Thus, the copies of variables Iy, are updated with the corresponding valuesPin
infinitely often, but as a result of possible transmissiaomsrthere is unbounded delay before the
eventual update of copies iR« takes place. Unfortunately delay in a communication networ
makes it nearly impossible to implement any specificatiomitich nondeterminism exists. To

see this, suppose at a state of a specification bp#nd o, are enabled, and the occurrence of
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one entails disabling the other. Then, sayqjfoccurs first,a; remains enabled until process
P;« is informed thatn; has occurred iP; (in our proposed framework, this means that is
updated with the value of;;). Until then, if o; occurs the specification will clearly be violated.

The following example further illustrates the problem.

Example 9 Assume that we would like to implement the centralized swiper shown in
Figure 14, wheres,; = ¥, = {a;}, i € I = {1,2,3}. When channels are ideal this could be

achieved by introducing boolean variables, i € I, wherex;; is toggled upon the occurrence

of o, i.e. a(zy, o) = Tz, while guard formulas are found to bg(a;) = 11 @ x99 & 233 and
g2(2) = gs(az) = 11 © 20 © w33,

In the presence of unreliable channels, procekseps local copies of private variables of
processeg and k, denoted respectively by,;; and z;;,, which are updated with the values of
variablesz;; andz;, whenever an error-free communication from the correspangrocess is

received (,j,k € I, i # j, i # k, j # k). Thus, X; = {z, z;;, z;1,}. Accordingly, the guard

formulas are evaluated “locally,” i.eg; (1) = 11 © x12 © x13, g2(an) = 91 B w99 @ x93 and
g3(as) = w31 ® T30 D T33.

Initially, all variables are zero; thus; is enabled whilen, and a3 are disabled, as required
at the initial state of the centralized supervisor. Assuhat @, is taken, and the values af;
andz3; are updated with the new value of,(= 1). At this point, g2(as) = g3(a3) = 1 while
g1(aq) = 0, as required at staté’'of the centralized supervisor. Next, assume thats taken
and thus the value of,, is toggled to 1. As a result () = 0, as required at state” of the
centralized supervisor. Howeverg remains enabled (i.ei(«3) = 1) until the value ofzs, is
updated with the new value af,, by a successful communication from proc&ss, to process
Ps,. Until then, a3 may be taken, and thus our attempt to implement the cergchbmnpervisor

fails. Intuitively, for decentralized supervisory cortto work, processe®,, andP3, must be

a3

=0

(8%

Fig. 14. The centralized supervisor of Example 9.
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immediatelynotified of the occurrence of the other process’s significueint. O

The problem is further complicated when the network itseliondeterministici.e. there are
two or more paths from one process to another. Suppose, $taince, that the specification
requiresa; to happen after;, and that there are two paths and g, from P, to Pj,. Assume
that P;x enablesqa; after it is informed throughp, that a; has occurred. Aftery; is taken
it should be disabled byP;, until the next timea; occurs. Now assume that proceBg.
is informed throughg, that ; occurred O times modulo 2 (note that counting is performed
modulo N = 2; more elaborate examples can be devised for arbitrary fivijteThenP;, does
not know for certain what to make of the information just fieed: if «; occurred 0O times, then
the information is outdated (i.e. the communication wasiated byP;, beforea; was taken)
and must be ignored. In this case, should remain disabled. On the other hand, prod&gs
needs to re-enable; if it is informed thata,; has occurred for the second time.

We conclude that the class of specifications satisfiable wwezliable communication channels
is severely restricted. One can hope for a solution to DECCNnwhe network is deterministic
in the sense defined above, and the centralized supervistnesnasingle event in its every
state. In particular, the following result offers a solutiwhen the specification requires a linear

ordering among significant events. First we define a detestiimetwork.

Definition 12 Let A/ be a system consisting of communicating parallel processes which
are connected through a strongly connected network of patgnunreliable channelsdV is

deterministicif for every i andj, i # j, there is a unique path fromR; to P;. a

Theorem 9 Let {ki,ko,...,k,} be a permutation of1,2,...,n}. If NV is deterministic, the

controllable specificatiortl = (ay, a, ... ax,)*, with £,; = X.; = {«;}, can be satisfied by
guardingoy, with gy, (o, ), where:
Thoyky D Tk kr, ; 1=1

g, () = )
Lk, ©® Thikioy 2<i<n

Proof. SinceFE is controllable and is defined over an observable alphdbetn be used as a
centralized supervisor enforcing. Without loss of generality assume that= i. We name the

states ofE from r; to r,,, so thata; is enabled in state;. We show by an inductive argument
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that in stater; of E we haveVj. g;(a;) =0, until g;(c;) =1 andVj # i, g;(«;) = 0, at which
point a; can be taken and thus is satisfied.

. ¢ = 1. Since all variables are initialized to 0 we hayga;) =1 andVj # 1. g;(a;) = 0.

e i=Fk, 1 <k<n(weletn+1=, 1). In stater, of E let g,(o,) = LAVj # k. gj(ej) =0,
l.e. ay is the only event enabled in.. Whena,, is taken, it setsc; := T and movestE
to stater;.;. Let £ < n (the argument fok = n is similar). Sincegy(ax) = Trr g1
was previously 1, after the assignmeny, := T, the guard formulay,(«y,) evaluates to O.
Thus, temporarily we have;. g;(c;) = 0.

Observe that when the value of the private variablePgf is changed, communication
eventually updates all copies;,, j # k, with z;. Sinceg;(a;) is only a function of
zj; and z;,;_q, the only guard formula that will be affected by such comroations is
Grt1 (1) = 1 k1 D Try1 1, Which evaluates to 1 after,, ;. is updated withe,,. Thus,
we have established that in statg ; eventuallygyi(cau4+1) = 1 andVj # 1. g;(a;) = 0.

The proof is complete. [ |

Remark 7 The restriction on the network can be relaxed if there is aod¢eld communication
channel between each pair of processes, that is, wetayeP;, — Pjx. In this case, the copy
of the private variable oP;x in Pj is updated only when direct communication fromP;, to
Pjy is received error-freeq; (v, 3j;) = x4, while for k ¢ {i,j} we havea;(z, 3j;) = v

In the next examples Theorem 9 is used to design decenttat@@municating supervisors.
Example 10 Consider a system consisting of 4 processes in Fig. 15. Thandigs of each
process is unimportant and is thus abstracted as self-Id8ipswn in the same figure is a
centralized supervis@ enforcing an ordering between events, which we would likenjgement

by decentralized supervisors embedded in each process.thait conditions of Theorem 9 are

satisfied. The complete design is shown in Fig. 16. O
Example 11 The complete model of ABP in EFSM framework is shown in Fig. 17. ¢

VII. CONCLUSIONS AND FUTURE WORKS

Our formulation of the class of protocol synthesis problémsluding ABP) makes it plausible

to think that over ideal channels the problem of “protocatiga” for communication processes
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Fig. 15. Four processes in a deterministic network and the centralizedvisgr S.
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Fig. 16. The complete design for the system of Fig. 15.

with non-coobservable specifications can be reduced toyhnesis of communicating decen-
tralized supervisors. Solutions for a special class of jgrok are presented when the processes
need to communicate amongst themselves only for contrdl,aacouple of positive results are
stated when channels are unreliable. We seek to extenddhksréo more general specifications,
and study the effect of communication delays in our futurekwo

One of the important contributions of this paper is that thecial role the communication
network plays in solvability of the decentralized contrablplem is investigated. With the
exception of [13], most works in this area leave one with timpriession that generalization
from the case where = 2 to arbitraryn > 2 is straightforward. Interestingly enough, when

= 2 the network is always deterministic. As discussed in thipgpafor n > 2, one has
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SenderP; ReceiverP,

Dss,

P11 © T12 = al/ B1 /1'21 =711
12 =

T11 = T11 551

To1 B Tog — o/
T2 = T22

Fig. 17. ABP design in EFSM framework.

to require that the network be deterministic, or that evegcpss be connected to every other

process through dedicated channels.
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