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Data & Feedback in Health ... Politics ... and Everything
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Eric E. Schadt, The Changing Privacy Landscape in the Era of Big Data, Molecular Systems Biology 8, 612 (2012).




Actionable Data in Data-Driven (Clinical) Healthcare
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Figure 2: Framework to Create Clinical Value from EMR Data

(Infoway Health Canada 2016)



Blg Data (http ://dsrc.encs.concordia.ca/what-is-bigdata. html)

Big Data
Definition of “Big” has changed as we have become more advanced

History
Hollerith Cards 1890 (US population census)

Economic Data 1952 (GDP etc)

Computers 1959 — The First Digital Data Tsunami

World Wide Web 1990's — The Second Digital Data Tsunami
Social Media 1985 — The Third Digital Data Tsunami
Internet of Things 2000 — The Fourth Digital Data Tsunami
Big Science — 1960's onwards

Deep Knowledge — 2011 onwards

A key notion is actionable data that is useful in supporting
decisions, determining actions, and adding value to an endeavour.


http://dsrc.encs.concordia.ca/what-is-bigdata.html

Big Data

The 5 V's

Volume: amount of data

Variety: different types of data
Velocity: rate at which data is generated
Veracity: trustworthiness, level of noise
Value: usefulness of data to a business

Drivers
Transactions
Mobile

Social Media
Internet of Things

MGI Report

McKinsey Global Institute, Big data: The next frontier for
innovation, competition, and productivity, May 2011.



What Happens in an Internet Minute?
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http://scoop.intel.com/what-happens-in-an-internet-minute/

Types of Jobs in Big Data

Data Analyst
Data Scientist
Data Architect

Chief Data Officer



The IT Perspective
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Wang et al (Tech. Forecasting & Social Change, 2016)



The Big Data Analytics Perspective
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Privacy and Security

“Privacy refers to an individuals right to control the collection,
use, and disclosure of his/her personal health information (PHI)
and/or personal information (Pl) in a manner that allows health

care providers to do their work.

Security is about ensuring the information gets to the right person

in a secure manner.”

Ontario’s Ehealth Blueprint http://www.ehealthblueprint.com


http://www.ehealthblueprint.com

Privacy by Design 2009

Seven Foundational Principles

1) being proactive not reactive;
2) having privacy as the default setting;
3) having privacy embedded into design;
4) avoiding the pretence of false dichotomies,
such as privacy vs. security;
5) providing full life-cycle management of data;
6) ensuring visibility and transparency of data; and
7) being user-centric

Prof. Ann Cavoukian, formerly Information and Privacy Commissioner of
Ontario; now Ryerson University. http://www.privacybydesign.ca


http://www.privacybydesign.ca

Canada’s Personal Information Protection and Electronic
Documents Act (PIPEDA) 2000

Ten Privacy Principles

Accountability: An organization is responsible for personal information under its control and shall designate an
individual or individuals who are accountable for the organization’s compliance with the following principles.
Identifying Purposes: The purposes for which personal information is collected shall be identified by the
organization at or before the time the information is collected.

Consent: The knowledge and consent of the individual are required for the collection, use or disclosure of personal
information, except when inappropriate.

Limiting Collection: The collection of personal information shall be limited to that which is necessary for the
purposes identified by the organization. Information shall be collected by fair and lawful means.

Limiting Use, Disclosure, and Retention: Personal information shall not be used or disclosed for purposes other
than those for which it was collected, except with the consent of the individual or as required by the law. Personal
information shall be retained only as long as necessary for fulfilment of those purposes.

Accuracy: Personal information shall be as accurate, complete, and up-to-date as is necessary for the purposes for
which it is to be used.

Safeguards: Personal information shall be protected by security safeguards appropriate to the sensitivity of the
information.

Openness: An organization shall make readily available to individuals specific information about its policies and
practices relating to the management of personal information.

Individual Access: Upon request, an individual shall be informed of the existence, use and disclosure of his or her
personal information and shall be given access to that information. An individual shall be able to challenge the
accuracy and completeness of the information and have it amended as appropriate.

Challenging Compliance: An individual shall be able to address a challenge concerning compliance with the above
principles to the designated individual or individuals for the organization’s compliance.

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/

the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/


https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/
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