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Abstract. SERL is a language and framework for managing the triggering and
execution of services in a singleuser, single-network-component (SUSC)
environment. We propose enhancements to SERL, dubbed eSERL, to alow for
personalized customization of services by end-users who do not have expert
knowledge of the services and of the environment, while guaranteeing, to a certain
degree, that unwanted feature interactions will be avoided. SERL allows for such
customization of service usage, but it does not consider the issue of providing the
guarantee. Our approach involves vaidation of user-defined service configurations,
specified in the form of rules, against constraints for service composition and inter-

working imposed by experts.

1. Introduction

Next-generation telecommunication networks will provide new and enhanced capabilitiesand
enabling technologiesfor application-layer service development. Thisemerging infrastructure
isoften referred to as amultimedia service network, or smply, aservice network. It combines
the advantages of the IP and cellular phone technologies in a converged framework. In
addition, it offers access to network capabilities and services through Open Service
Architecture (OSA) gateways. 3GPP [1] OSA is based on the Parlay suite of high-level and
standardized APIs[2]. Parlay/OSA enables the provisioning of services independently of the
underlying network technologies, and facilitates more rapid service development [3, 4]. The
“open” paradigm allows for new players in the service network architecture, new streams of
revenue for network operators, and new business opportunities for 3" party service providers
or developers with innovative services to offer. Alas, it also present a number of
technological challenges that must be dealt with before such a model can be realized, not
least of which is the Feature Interaction Problem.

The Feature Interaction Problem [5] exists in current telephony systems, but it is expected
that the problem will be severely aggravated in next-generation systems due to the openness
and distributed nature of the architectures, and the new types of services that will be
developed [6]. Another factor to consider in that context is that non-expert users will be
provided with means to customize service behaviour to an unprecedented degree, or even
develop and deploy their own services. Consequently, powerful mediators or control
mechanisms must be implemented, possibly at more than one point in the architecture, in
order to avoid, or detect and resolve unwanted, erroneous, or malicious service network
usage.



In this paper, we describe a mediation system in a Parlay/OSA context, which provides
customizable, yet controlled end-user access to service network capabilities and usage of
high-level services without imposing unwarranted restrictions that would obviate the benefits
of the functiondity offered. The system is based on the Service Execution Rule Language
and Framework (SERL) [7, 8, 9]. We propose and describe extensions to the original
framework. Our contributions reported in this paper involve language extensions to support
the definition of service composition constraints by experts, and a validation scheme to
ensure that user-defined service configurations do not violate these congtraints.

This paper is organized asfollows. In Section 2, we briefly introduce SERL. In Section 3, we
describe our approach. We then explain our validation scheme in Section 4. Findly, in
Section 5 we conclude by hinting at potential applications and our future work. Notice that
we often use the terms feature and service interchangeably. Similarly, we often use the term
call to refer to the concept of a session, which is more generd than atypica telephone call
today.

2. SERL: Service Execution Rule Language

SERL [7, 8, 9] is alanguage and a framework for managing the triggering and execution of
services. It is based on condition-action rules, and a processing model involving interception
of events, matching of event conditions to rule triggering properties, and then application of
matched rules. SERL was originally developed for SIP, where deployment of rule processing
engines implementing the model is more amenable to Proxy Servers, but not unimaginablein
User Agents. The XM L-based language isflexible enough to support other technologies, such
as Parlay/OSA, and even certain heterogeneous environments.

SERL rules are grouped into Rule Modules, each with one owner. The owner of a Rule
Module is typically a subscriber to services affected by the rulesin the module. Services are
classified into groups according to their behavior, and each group is assigned a Processing-
Point identifier. Processing Points refer to the points in the call-signaling timeline where
services within a certain group may be invoked. Services are triggered in response to events
flowing downstream (i.e. requests) or upstream (i.e. responses) through a node. Events
usually originate from the network, or from services. When triggering rules are encoded, they
take on the same Processing-Point identifiers as the services they relate to. A rule-search
algorithm, set to run upon the occurrence of events, takesinto consideration Processing-Point
identifiers, priority of rules, as well as the relevant event information (ak.a. event context)
when searching for matching rule conditions. Rule actions may involve delaying, overriding,
canceling or generating events.

In addition to managing the execution and triggering of services, SERL may access system
capabilitieslike adatabase, a Presence server, aLocation server, Web services, etc. Examples
demonstrating such functionality are not provided in the Internet-Drafts, however such
functiondity isimplied. It is the responsibility of the developer of the SERL engine to build-
in adaptors for communication with such network capabilities or distributed services.

SERL is not alanguage to describe the behavior of services, nor isit intended to be used to
detect feature interactions. Rather, it is a mechanism to allow for the application of feature
interaction resolution policiesin a SUSC [5] context. It isassumed that potentia interactions
are known a priori, and knowledge about how to resolve interactions is encoded in rules.
Ordering through Processing-Points and priorities are the only means available to enforce



resolutions. For instance, when several rules are matched, SERL does not define aresolution
policy other than a smple ordering scheme based on priorities defined a priori.

3. Managing Fl in a Parlay/OSA context with eSERL

In this section, we discuss our architecture in a Parlay/OSA context, and our enhancementsto
SERL to dlow for personalized customization of services by end-users who do not have
expert knowledge of the services and the environment, while guaranteeing, to a certain
degree, the absence of unwanted feature interactions. We assume that any user may attempt
to configure any service they subscribe to, or compose and inter-work several of them for
added-value. By validating user-defined configurations against constraints imposed by
experts, we are able to provide a guarantee that user requirements will be met.

3.1. Rationale and Related Work

Our goal is to develop a generic framework for service composition in which we allow for
persondization, yet avoid unwanted feature interactions. We wish to impose no specific
application-domain, even though we have focused on a Parlay/OSA context initially. We also
am to provide for a clear relationship between user-defined requirements and services or
capabilities available in the network. We believe that by achieving the latter goal, we will
facilitate the development of feasible billing and pricing strategies. Our vision is that the
next-generation “killer app” is probably not going to be a single service, but the capability for
an individual user to compose and personalize a multitude of services according to his own
requirements.

With regard to related work, we are aware of two initiatives, namely CPL [10] and
ACCENT/PDL [11]. CPL enables end-user service creation and guarantees the absence of
feature interactions due to the nature of the language. On the other hand, it is not flexible
enough to support a behavior that is not within the realm of Call Processing. ACCENT/PDL
is a newer initiative, which is more flexible. End-users specify policies for service behaviors
in a constrained natural language format. The goal is to allow comparison of policies online
and/or offline in attempts to detect policy conflicts. However, ACCENT/PDL seems to lack a
clear mapping between policies and features or network capabilities.

3.2. Overall Architecture

Our approach requires an architecture employing one or more Feature Interaction Managers
(FIM), which act as mediators controlling the triggering and execution of features. The
behavior of a FIM in our context differs from the commonly understood behavior(s)
documented in [12]. Each of our FIMs “virtually” composes services according to user-
defined requirements (i.e. rules). In other words, each FIM manages the events that affect the
behavior of any number of deployed services, and this may lead to the overall appearance of
composed service behavior from the user point of view. SERL is a technology that essentially
implements a SUSC subset of the generalized model, and therefore we have selected it as the
starting point for our project. Moreover, since Parlay/OSA defines an architecture with
clearly specified points of control (i.e. application servers, service capability servers), we
intuitively position the FIM(s) in a Parlay/OSA framework as shown in Figure 1.
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Figure 1. FIM for one Application Server

We take advantage of the standardized Parlay/OSA APIs, and the Half-Object Plus Protocol
design pattern [13]. The FIM is inserted between services and the actua Parlay/OSA client
side interface implementation. The FIM offers a virtual implementation of the Parlay/OSA
APIs to services, and it uses the actual APIs provided by the Application Server and the
Service Capability Server to implement the interface offered to services. Theideaisto enable
transparency of FIM behavior from the service point-of-view. A service developer should be
able to develop a Parlay/OSA service and run it on an Application Server, whether aFIM is
present or not. With the FIM positioned as such, it is able to intercept al events to or from
services that are deployed on the Application Server.

3.3. eSERL: Enhanced SERL

We require each FIM in the architecture to implement our enhanced verson of SERL
(eSERL). As a primary enhancement, we define two types of SERL Rule Modules:
Composition Congraint Rule Modules, and Configuration Rule Modules. Composition
Constraints represent expert knowledge about how services may inter-work or be composed.
Configuration Rules are user-defined and relate to instances of acceptable compositions of
services (i.e. not inviolation of constraints) along with personaized service data.

3.4. Compostion Constraints

Since we are considering a SUSC context, it is reasonable to suggest that al possble
compositions of services in the system are known a priori, which alows offline analyss of
services to detect potentia interactions. Moreover, an expert may use his or her knowledge,
based on experience, to facilitate detection. The analysis procedure used by experts to detect
interactions is out of the scope of this paper. Following analysis, the expert will have the
required information to define constraints.

We highlight the fact that the set of possble compositions of services in the system may be
reduced simply because we are dealing with SERL, involving serviceinvocation according to



Processing Points and priorities. Intuitively, this may eliminate some potentially disruptive
feature interactions. We define such constraints imposed by SERL as implicit constraints
because they are intrinsic to the framework.

Composition Constraint Rule M odules express explicit constraints. To write these rules, an
expert must consider the behavior of the services, their input/output data, and implicit
constraints of SERL. Explicit constraints extend the service inter-working and composition
protocol defined by SERL on a per system basis (i.e. single network component). We require
that when services are deployed in the system, service providers will include deployment
descriptors for each service. Contained within a deployment descriptor are items of
information about the service that will be needed for feature interaction detection. If source
code for services being deployed is available, then deployment descriptors may not be
necessary.

Explicit congtraints are classified into three types. order-preserving, data selection, and
mutual exclusion. In the absence of a constraint, services may be invoked in parallel. We
have extended the SERL language to be able to express these types of constraints and to be
able to describe the service objects that will be invoked.

Composition Congraints usualy express constraints for service composition and inter-
working pair-wise, but triples, quads, etc., are allowed. This does not imply that services
(assumed to be atomic) cannot be interleaved, so long as dl constraints are satisfied for the
duration of an event-flow leading to service invocations at the node, referred to a Cascaded-
Chainin [7].

3.5. Configuration Rules

Configuration Rules specify conditions and actionsto carry out when conditions are satisfied.
They extend the run-time behavior of the call processing system. As such, a Configuration
Rule M odule may be seen as a meta-service or more abstract service layer. Existing language
constructs alow end-usersto write Configuration Rules, and as such, these rule setswould be
compatible with SERL processing nodes not implementing the enhancements that we
propose. On the other hand, we must constrain the SERL language in order to allow for
validation. Hence, generic SERL Rules Modules would not be compatible with a SERL
processing node expecting more specialized Configuration Rule Modules.

A user may have more than one Configuration Rule M odule defined; however for simplicity,
we alow for only one activated module at any given time. Also, we assume that the services
considered in amodule are actudly in service while the module is active. Otherwise, it would
not be eligible for activation.

3.6. Modified Feature Grouping Criteria

The fina enhancement to SERL that we have devised is a modification to the criteria for
determining the service groups and Processing Point identifiers. Asdefined, SERL provisions
for this type of enhancement. Our modifications are summarized as follows:

» For services that may add, delete, or modify any part of the event context (e.g. SIP
message, Parlay/OSA event), and are mostly related to routing, we assign Processing
Point 1/-1. Such services may modify source, destination, or intermediary nodes
identified in the event context, for instance.



» For services that may add, delete, or modify any part of the event context except
routing information, and are mostly related to screening, we assign Processing Point
2/-2. Such services reguire read-only access to routing information, and are only
alowed to block a call based on certain screening criteria. They may not re-route
cals.

» For services that may add, delete, or modify any part of the event context except
routing information, and are mostly related to the event context payload, we assign
Processng Point 3/-3. Such services require read-only access to routing information,
and may only modify event context payload (e.g. SIP message body).

» For services that may not add, delete, or modify any part of the event context, we
assign Processing Point 4/-4. Such services require read-only access to event context.

4. Validation of Configuration Rules

Our approach for Feature Interaction Management hinges on the concept of validating user-
defined Configuration Rules. The purpose of validation is to guarantee, to a certain degree,
that user requirements (expressed as rules) can and will be satisfied.

4.1. Determining Acceptable Compositions

The set of acceptable compositions of services deployed in a system is generated
automatically from Composition Constraints. Once acceptable compositions are cal culated,
they are stored in the system for future reference. A basic algorithm to achieve this involves
enumeration and elimination of possibilities.

We assume that the set of Composition Constraints is complete. However, in theory, this
assumption cannot be guaranteed. We rely on experts to know about possible problematic
interactions between services and condder them when defining constraints. As more
problematic interactions are discovered though service usage over an extended period of time,
Composition Constraints will be updated, and acceptable compositions reca culated.
However, this process of updating constraints may invalidate previously valid configurations.
Solutions to this type of hon-monotonic extension of the system will be explored in future
work.

Inconsistency of Composition Constraints, an important issue, may, in the worst case, lead to
a set of acceptable compositions where each composition is a service on its own. In such a
scenario, an expert would intuitively try to detect inconsistencies and relax constraints when
possible.

4.2. Validation of Configuration Rules

The algorithm to validate a user’s Configuration Rule Module essentially tries to determine
all potential service compositions from the user’s set of rules, and then makes sure that each
composition is acceptable. The issue requires us to examine the possibility of having separate
rules with triggering conditional expressions satisfied simultaneously, thus causing their
actions to be composed. In other words, if it is possible for a single event occurrence to
satisfy conditions of two or more rules, we say that the rules overlap and assume that the
services affected by the actions constitute a composition.



This problem has been studied in a different context in [14] where actions have well-known
semantics (e.g. discard or forward packets). In our case the actions are unknown, but
constrained by the Composition Constraints. If a set of actions is not forbidden by the
Composition Constraints, we say that these actions will lead to a non-conflicting service
composition.

Determining whether conditional expressions overlap has a solution in polynomial time as
long as the set of possible values for variablesis discrete, finite, and ordered asshownin[14].
Due to the usage of SERL language constructs in a Parlay/OSA context, this holds, but we
aso define a general principle.

General Principle: Two rules are said to be overlapping, unless
(a) conditional expressons have at least one common dimension, AND
(b) at least one common variable in the common dimensions, AND
(c) non-overlapping values for the common variables.

Notice that dimensions can be seen as Parlay/OSA APIs, or other discrete, finite, and ordered
guantities.

5. Conclusion

Our approach for FI management when composing and personalizing services in a SUSC
context is quite general. We expect to be able to apply it in any domain where the set of
possible values for event variables (in one or more dimensions) is discrete, finite, and
ordered. We have a clear relationship between user-defined rules and services or network
capabilities. From a commercia point of view, a user may, for instance, subscribe to three
traditional services and a Service Composition Manager (SCM) based on our approach. The
user would then define rules to manage the three services as a composed set rather than
individualy, and deploy them into the SCM. This will lead to overal service behaviour
tailored to user requirements, thus creating value that would potentially be much greater than
the sum of the values created by the individual, independently configured services.
Guaranteeing that a user’s requirement can and will be met is of utmost importance in order
to ensure customer satisfaction and justify the SCM subscription cost.

We view our contribution as afoundation for our future work towards a solution in a multi-
user, distributed environment. This involves new architectures, enhanced algorithms, and
accompanying tools. Moreover, we will explore Activation Rules for activating particular
Configuration Rule Modules based on user-defined requirements. We are also planning to
develop a framework to enable 3" party packaging of services and theme-based rule writing
wizards. Users would purchase or subscribe to such packages, for instance a “Family
Package”, “Driver's Package’, or “World Traveller’s Package’. We believe that by having
3 parties with intermediate-level expertise write theme-based wizards, users will be able to
specify requirements in a controlled manner, and greatly improve the rate of “firg-try”
Configuration Rule Module acceptance.
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