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ABSTRACT
Security is a challenging task in software engineering. En-
forcing security policies should be taken care of during the
early phases of the software development life cycle to more
efficiently integrate security into software. To this end, we
present in this paper an aspect-oriented modeling approach
for specifying and integrating security solutions into UML
design models. The proposed approach covers the specifica-
tion of aspects, their specialization for a specific design, and
their weaving into the base models.
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1. INTRODUCTION
With pervasiveness of computer systems in all aspects of

human activities, software complexity is increasing drasti-
cally, resulting in the interest on generating robust code from
high level design languages like UML. In this context, we
propose an approach for representing and integrating secu-
rity aspects in UML. Our work is part of a research project
(MOBS2) on the model-based engineering of secure software
and systems. This project aims at providing an end-to-end
framework for secure software development that starts from
specifying the needed security requirements on UML mod-
els and ends with generating secure code. In this paper, we
focus on enforcing the needed security requirements using
Aspect-Oriented Modeling (AOM) [1].

In fact, AOM has become the center of many recent re-
search activities [3, 4, 6, 7, 11, 15, 16]. AOM allows software
developers to conceptualize and express concerns in the form
of aspects at the UML design stage, and integrate them into
their UML diagrams using UML composition techniques.
The usefulness of aspect-oriented techniques for enforcing
security requirements in software systems has been already
demonstrated in the literature [2, 14]. Though, in despite
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of the increasing interest, to date, there is no standard lan-
guage to support AOM, nor a standard mechanism for weav-
ing aspects into the base models.

In this paper, we provide a new approach for specifying
security aspects in UML. In addition, our approach allows
systematically and automatically weaving security aspects
into UML design models and therefore enabling the code
generation. By systematically, we mean that our approach
supports a complete coverage of the main UML diagrams
that are used in software design, and by automatically, we
mean that our approach creates the composed new UML
models from aspects and original UML models based on for-
mal rules defined in our approach without the intervention
of the developer. In the proposed approach, the security
expert specifies the needed security solutions as application-
independent aspects and how they should be integrated into
the design. The developer then specializes the application-
independent aspects to his/her design. Finally, our frame-
work injects the application-dependent aspects at the ap-
propriate locations in the design models.

The main contributions of our work are three fold. First,
we devise a UML profile that allows security experts to
specify security solutions as aspects. In addition, we de-
fine a pointcut language to designate the locations where
those aspects should be injected in the base models. Sec-
ond, we introduce a new weaving interface for developers
to specialize the generic aspects provided by the security
expert. Third, we design and implement a weaving mech-
anism needed to inject automatically, i.e., without user in-
tervention, aspects into design models. This paper extends
the work done in [10] by proposing a more expressive and
generic AOM approach for representing aspects, their cor-
responding adaptations and pointcuts, and their integration
into design models.

The remainder of this paper is organized as follows. Sec-
tion 2 summarizes our approach for specifying and weaving
aspects into UML design models. Section 3 introduces an
example that will be used to illustrate the usability of the
approach. Afterwards, Section 4 presents our UML profile
for AOM. Section 5 shows the feasibility of the approach by
applying it to the example of Section 3. Section 6 gives an
overview of the related work. Finally, we conclude the paper
and present our future work in Section 7.

2. MOBS2 FRAMEWORK
Security as a non-functional requirement of the software

can be modeled as an aspect. An aspect specifies the adap-
tations (modifications) that should be performed on the base



model. A UML profile was developed in our MOBS2 frame-
work such that aspects can be specified by attaching stereo-
types, parameterized by tagged values, to UML design ele-
ments. The profile is designed to allow as many modification
capabilities as possible. These capabilities are presented in
Section 4. As part of this UML profile, we developed a high
level language to present the pointcuts that specify the loca-
tions in the base model where the aspect adaptations should
be performed (See Subsection 4.3). The main focus of this
paper is to present this UML profile (See Section 4). The
process of applying the aspect adaptations to the base model
is commonly called “Weaving”. In the following, we present
a high level overview of the MOBS2 framework for specify-
ing aspects and weaving them into UML 2.0 design models
(See Figure 1). This general overview of our approach clar-
ifies the specificities of this UML profile and helps to better
understand the usefulness of our approach.
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Figure 1: Proposed Approach: Specification and
Weaving of UML Security Aspects.

Using this UML profile developed in MOBS2, the security
expert has the responsibility of developing the application-
independent aspects. By analogy, these aspects are generic
templates representing the security features independently
from the application specificities and presented in a security
aspects library. The developer in turn has the responsibility
to specialize these application-independent aspects provided
by the security expert according to the application-specific
security requirements and needs. Based on the application
security requirements and his/her understanding of the ap-
plication, the developer uses MOBS2 framework to special-
ize the aspect adaptations and pointcuts to his/her base
model elements (See Subsection 5.1).

Based on the pointcuts specified in the aspect by the se-
curity expert and specialized by the developer, the MOBS2
framework identifies and selects, without any developer in-
teraction, the join points from the base model where the as-
pect adaptations should be performed (See Subsection 5.2).

At the end, the MOBS2 framework automatically weaves
the above modifications into the base model. To provide a
portable solution, we adopted a model-to-model transforma-
tion language; the QVT language [9]. For each aspect adap-
tation, a set of QVT rules are generated by the MOBS2
framework. The order of applying these rules to the base

model satisfies the semantics of the original aspect adapta-
tions (See Subsection 5.3).

Before presenting the details of the AOM profile specifica-
tion, we introduce in the next section an example application
that will be used throughout the rest of the paper to illus-
trate the concepts and the steps of our proposed approach.

3. USE CASE STUDY: RBAC SUPPORT
This section presents a service provider application that

will be used to illustrate our approach. The use case con-
sists of enforcing access control to different application re-
sources based on Role-Based Access Control (RBAC) se-
curity model. The class diagram of the service provider ap-
plication is depicted in Figure 2. The class Client represents
the application’s users (e.g., administrator, subscribers, man-
agers). Each type of user has specific privileges. A client ac-
cesses the database of subscribers (ResourceDB) through an
interface Provision that is implemented by the classes Sub-
scriberManager and ServiceManager for manipulating sub-
scribers and services respectively.
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Figure 2: Class Diagram for a Service Provider Ap-
plication.

Figure 3 represents a sequence diagram specifying the
behavior of the method SubscriberManager.delete(). The
client’s permissions must be verified before deleting a sub-
scriber (i.e., only the administrator can delete a subscriber).
In this example, we assume that RBAC model should be
used to implement the access control.

:Client :SubscriberManager :ResourceDB

delete()
executeCommand()

getConfirmation()

deleteComplete
confirmation

:Subscriber

destroy

sdDeleteSubcriber

Figure 3: Sequence Diagram Specifying the Behav-
ior of the Method SubscriberManager.delete().

In the following sections, we show how the designer uses
our RBAC aspect and MOBS2 framework to weave access
control into the base model to check user permissions before
deleting a subscriber. We first present the specification of
the RBAC aspect using our proposed AOM profile. Then,
we present how the RBAC components can be integrated
into the application’s base model.



4. A UML PROFILE FOR ASPECT-ORIENTED
MODELING

An aspect represents a non-functional requirement. It
contains a set of adaptations and pointcuts. An adapta-
tion specifies the modification that an aspect performs on
the base model, while a pointcut specifies the locations in
the base model (join points in AOP) where an adaptation
should be performed. In our profile, an aspect is represented
as a stereotyped package (Figure 4). For example, Figure 5
shows a partial specification of the RBAC aspect. It is mod-
eled as a package stereotyped ¿aspectÀ. In the following
subsections, we show how adaptations and pointcuts can be
specified using our AOM profile.

<<stereotype>>

Adaptation 

[Class]

<<stereotype>>

BehavioralAdaptation 

[Class]

<<stereotype>>

StructuralAdaptation 

[Class]

<<stereotype>>

ClassAdaptation 

[Class]

<<stereotype>>

StateMachineAdaptation 

[Class]

<<stereotype>>

SequenceAdaptation 

[Class]

<<stereotype>>

ActivityAdaptation 

[Class]

<<stereotype>>

Aspect 

[Package]

Figure 4: Meta-language for Specifying Aspects and
their Corresponding Adaptations.

4.1 Aspect Adaptations
We classify adaptations according to the covered diagrams

and the modification rules that specify the effect of adap-
tations on the base model. UML allows the specification
of a software from multiple points of view using different
types of diagrams. Unfortunately, most of existing AOM
approaches specify aspects within the same modeling view.
In this paper, we propose an AOM approach that covers
both structural and behavioral views of a system. Note that
this does not mean that we cover all existing UML diagrams.
Instead, we focus on those diagrams that we believe are the
most used by developers: class, sequence, state machine,
and activity diagrams. Figure 4 presents our specification
of adaptations. We define two types of adaptations: struc-
tural and behavioral adaptations.

4.1.1 Structural Adaptations
Structural adaptations specify the modifications that af-

fect structural diagrams. We focus on class diagrams since
they are the structural diagrams the most used in the de-
sign of a software. A structural adaptation is modeled as
an abstract meta-element named StructuralAdaptation. It
is specialized by ClassAdaptation used to specify class di-
agram adaptations that will contain adaptation rules for
class diagram elements (See Subsection 4.2). For example,
RoleAddition in Figure 5 is a class adaptation (stereotyped
¿ClassAdaptationÀ) used for the integration of a class Role
into the class diagram of the service provider application
(Figure 2) as well as the adaptation rules that are required
to the adoption of an RBAC solution. The definition and
the specification of adaptation rules will be presented later
in this section.

4.1.2 Behavioral Adaptations
Behavioral adaptations specify the modifications that af-

fect behavioral diagrams. In our approach, we support the
behavioral diagrams that are the most used for the specifica-
tion of a system behavior, mainly, state machine, sequence,
and activity diagrams. A behavioral adaptation is modeled
as an abstract meta-element named BehavioralAdaptation.
It is specialized by three meta-elements: StateMachineAdap-
tation, SequenceAdaptation, and ActivityAdaptation that are
used to specify adaptations for state machine, sequence,
and activity diagrams respectively. For example, Check-
Access in Figure 5 is a sequence adaptation (stereotyped
¿SequenceAdaptationÀ) defining the adaptation rules re-
quired to inject the behavior needed to check user permis-
sions before any call to a sensitive method.
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RoleAddition
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...
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CheckAcess

<<add>> AddCheckAccess()

{name = CheckAccess} {type = InteractionUse}

{position = Before}

{pointcut = SensitiveMethodPointcut}

<<pointcut>> SensitiveMethodPointcut()

{textExpression =   

message_call(SensitiveMethod) &&

message_source(User) &&

message_target(Resource) }

<<aspect>>

RBACAspect

Figure 5: Partial View of the RBAC Aspect.

4.2 Aspect Adaptation Rules
An adaptation rule specifies the effect that an aspect per-

forms on the base model elements. We support two types of
adaptation rules: adding a new element to the base model
and removing an existing element from the base model. Fig-
ure 6 depicts our specified meta-model for adaptation rules.
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Figure 6: Meta-language for Specifying Adaptation
Rules.

4.2.1 Adding a New Element
The addition of a new diagram element to the base model

is modeled as a special kind of operation stereotyped¿AddÀ.
We use the same specification for adding any kind of UML
element, either structural or behavioral. Three tagged val-
ues are attached to the stereotype ¿AddÀ:

• Name: The name of the element to be added to the
base model.



• Type: The type of the element to be added to the base
model. The values of this tag are provided in the enu-
merations ClassElementType, StateMachineElementT-
ype, SequenceElementType, and ActivityElementType.

• Position: The position where the new element needs
to be added. The values of this tag are given by the
enumeration PositionType. This tag is needed for some
elements (e.g., a message, an action) to state where
exactly the new element should be added (e.g., be-
fore/after a join point). For some other elements (e.g.,
a class, an operation), this tag is optional since these
kinds of elements are always added inside a join point.

The location where the new element should be added is
specified by the meta-element Pointcut (Section 4.3). For
example, in Figure 5, the operation AddRole() stereotyped
¿AddÀ is an adaptation rule belonging to the class adap-
tation RoleAddition. It adds a new class Role to the package
SubscriberPackage matched by the pointcut SubsriberPack-
agePointcut. The class Role is defined inside the aspect.

4.2.2 Removing an Element
The deletion of an existing element from the base model is

modeled as a special kind of operation stereotyped¿RemoveÀ.
The set of elements that should be removed are given by a
pointcut expression specified by the meta-element Pointcut
(See Subsection 4.3). The same specification is used for re-
moving any kind of UML element, either structural or be-
havioral. No tagged value is required for the specification
of a Remove adaptation rule; the pointcut specification is
enough to select the elements that should be removed.

The proposed profile for the specification of adaptations
and their adaptation rules is expressive enough to cover the
common AOP adaptations. For example, the profile allows
to specify the introduction of a new class to an existing pack-
age, a new attribute or an operation to an existing class, or
a new association between two existing classes. In addition,
we can remove an existing class, an attribute or an opera-
tion from an existing class, or an association between two
existing classes. As for behavioral modifications, the profile
allows to specify the injection of any UML behavior before,
after, or around any behavioral UML element matched by
the concerned pointcut. Moreover, the proposed adaptation
rules are generic; they can be used to specify any security
solution for any design. Table 1 summarizes the main adap-
tation rules that are supported by our approach.

4.3 Pointcuts
A pointcut is an expression that allows the selection of

a set of locations in the base model (join points in AOP
jargon) where adaptations should be performed. Since the
targeted join points are UML elements, pointcuts should be
defined based on designators that are specific to the UML
language. To this end, we defined in our approach a point-
cut language that provides UML-specific pointcut designa-
tors needed to select UML join points. Thus, we specify
pointcuts as textual expressions using the defined pointcut
designators. Due to space limitation, we only present in the
following the pointcut designators used to select a class:

• Class(NamePattern): Selects a class based on its name.

• Inside Package(PackagePointcut): Selects a class that

Table 1: Supported Adaptation Rules.

UML Diagram Supported Adaptation Rules
Adding/Removing a Class

Class Adding/Removing a Property
Diagram Adding/Removing an Operation

Adding/Removing an Association
Adding/Removing a Package

State Adding/Removing a State Machine
Machine Adding/Removing a State
Diagram Adding/Removing a Transition

Adding/Removing a Region
Adding/Removing an Interaction

Sequence Adding/Removing an Interaction Use
Diagram Adding/Removing a Lifeline

Adding/Removing a Message
Adding/Removing an Activity

Activity Adding/Removing an Action
Diagram Adding/Removing a Structured Activity Node

Adding/Removing a Control Flow

belongs to a specific package matched by Package-
Pointcut.

• Contains Attribute(AttributePointcut): Selects a class
that contains a specific attribute matched by Attribute-
Pointcut.

• Contains Operation(OperationPointcut): Selects a class
that contains a specific operation matched by Opera-
tionPointcut.

• Associated With(ClassPointcut): Selects a class that
is associated with a specific class matched by Class-
Pointcut.

Those pointcut designators can be composed with logical
operators (AND, OR, and NOT) to build other pointcuts.

For example, the pointcut SensitiveMethodPointcut in Fig-
ure 5 is a conjunction of three pointcuts: (1) Message Call-
(SensitiveMethod) selects any message in the base model
that calls SensitiveMethod(), (2) Message Source(User) se-
lects any message whose source is of type User, and (3)
Message Target(Resource) selects any message whose target
is of type Resource. The conjunction of these three pointcuts
allows the selection of all message calls to SensitiveMethod()
from a User instance to a Resource instance.

The proposed pointcut language is expressive enough to
designate the main UML elements that are used in a soft-
ware design. For example, the pointcut language allows to
designate a package, a class, an operation, an attribute, or
an association in a class diagram, a message, a lifeline, or
an interaction in a sequence diagram, etc. In addition, our
proposed pointcut language provides high-level and user-
friendly primitives that can be used by the security expert to
designate UML elements. In the MOBS2 framework, these
pointcuts are automatically translated into OCL expressions
that are evaluated on the base model elements to select the
targeted join points.

5. PROTOTYPE
To demonstrate the feasibility of our approach, we have

designed and implemented a prototype as a plugin to the
Rational Software Architect development environment. The
plugin uses the AOM profile presented in Section 4 and pro-
vides the weaving capabilities needed to weave the aspects
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{textExpression =   
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break [hasPermission=False]
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Permission

Permission()

Figure 7: Specification of the RBAC Aspect.

specified by the profile into the base model. The plugin pro-
vides also a user interface facilitating the specialization of
aspects and their weaving in a systematic way. In this sec-
tion, we show the feasibility of our approach by illustrating
how the prototype can be used by the designer to apply the
RBAC aspect (Figure 7) to the base model of the service
provider application (Figures 2 and 3). The MOBS2 frame-
work provides the developer with an RBAC aspect designed
before hand by the security expert. This RBAC aspect is
though application-independent and must be specialized by
the developer to the service provider application.

5.1 Aspects Specialization
During this step, the developer specializes the generic as-

pects by choosing the elements of his/her model that are
targeted by the security solutions. The pointcuts specified
by security experts are chosen to match specific points of the
design where security methods should be added. Since secu-
rity solutions are provided as a library of aspects, pointcuts
are specified as generic patterns that should match all possi-
ble join points that can be targeted by the security solutions.
To specialize the aspects, we provide a weaving interface in
which only the generic pointcuts are exposed to the devel-
opers. In our example, the developer maps SensitiveMethod
to SubscriberManager.delete() (Figure 2). The same way,
the developer maps User to Client, Resource to Subscriber,
and SubscriberPackage to ServiceProviderApplication. Note
that RBACMonitor in the RBAC aspect is used internally
and transparently to the developer to monitor access rights
from a client to any class with sensitive methods.

5.2 Join Points Identification
During this step, the actual join points where the aspect

adaptations should be performed are selected from the base
model. To select the targeted join points, the textual point-
cuts presented in Subsection 4.3 need to be translated to
a language that can navigate the base model and select the
considered join points. In our approach, we use the standard
OCL as a query language. We translate textual pointcuts
to OCL constraints which serve as predicates to select the
considered join points.

5.3 Weaving using QVT Transformations
During this step, the aspect adaptations are woven into

the base model at the identified locations according to the
specification of the security solution. In the MOBS2 frame-
work, we adopt model-to-model transformation using the
standard QVT (Query/View/Transformation) language. We
implemented the weaving rules using the Eclipse M2M QVT
Operational plug-in [9] on top of the Rational Software
Modeler. The input models of the QVT transformation are
the base model and the specialized aspect model, and the
generated output model is the woven model.

6. RELATED WORK
In the following, we first present the related work on AOM

for security before discussing the previous work on weaving
aspects into UML models. Regarding the specification of
aspects in UML, considerable work has been done in the
literature. An overview of existing AOM contributions can



be found in [12, 13]. However, most of existing approaches
are programming language dependent and only cover few of
AOP capabilities.

Regarding the use of AOM for security, many approaches
have been published recently [3, 4, 6, 7, 11, 15, 16]. The fol-
lowing is a brief overview of each approach. [3] proposes an
aspect-oriented framework to support the design and anal-
ysis of non-functional requirements defined as reusable as-
pects for distributed real-time systems using UML and for-
mal methods. [4] uses UML diagram templates for modeling
access control aspects as patterns. [6] proposes an aspect-
oriented design approach for CORBA AC; a reference model
for enforcing access control in middleware applications. The
RBAC core model is specified as the base model and each
RBAC concern is specified as an aspect that crosscuts the
base model. [7] proposes an aspect-oriented risk-driven
methodology for designing secure applications. After evalu-
ating the application against defined attacks, and if the ap-
plication presents a security risk, then a security mechanism
specified as an aspect is incorporated into the application.
[11] extends the UML meta-model with new diagrams to
represent access control requirements. [15] proposes an ap-
proach for the analysis of the performance effects of security
properties specified as aspects. [16] extends the UML-based
Web Engineering (UWE) method by specifying the detailed
behavior of navigation nodes using state machines. Access
control to navigation nodes is specified by refining the de-
fault state machines by a state machine modeling the access
control rules.

Various approaches have been proposed for weaving UML
design models. [17] presents Motorola WEAVR; a tool for
weaving aspects into executable UML state machines. How-
ever, this weaver is based on the Telelogic TAU G2 imple-
mentation, therefore, it is tool-dependent and not portable.
[5] proposes a model weaver for aspect-oriented executable
UML models. However, the considered join point model
intercepts only the interaction between objects and the pro-
posed tool targets only executable UML models. [8] presents
XWeave for weaving models and meta-models. XWeave is
based on the Eclipse Modeling Framework. Pointcuts used
by XWeave are expressed using oAW; an expression lan-
guage based on OCL.

In conclusion, most of the related work provide specific
solutions to specific design choices while our approach tar-
gets to provide a generic solution for specifying any design
solution.

7. CONCLUSION AND FUTURE WORK
This paper presents an approach for specifying and weav-

ing security aspects into UML design models. For the spec-
ification of aspects, we designed a UML profile allowing the
specification of common aspect-oriented primitives as well as
new primitives. Furthermore, we developed a framework to
specialize the aspects and automatically weave the security
mechanisms into the base design. By adopting the standard
OCL language for evaluating the pointcuts, our approach is
generic enough to specify a wide set of pointcut expressions
covering various UML diagrams. The adoption of the stan-
dard QVT language for implementing the adaptation rules
extends portability of the designed weaver to all tools sup-
porting QVT language. In the future, to complete the full
life cycle of the software, we will investigate the generation
of secure code from woven models.
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