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a b s t r a c t

Wu and Varadharajan [Computers and Electrical Engineering 25(4) 1999] proposed a fast
public key escrow scheme. The security of this system is based on a special class of trap-
door Boolean permutations that can be constructed efficiently. In this paper, we show that
this proposed class of Boolean permutations can be easily inverted without the knowledge
of the secret key parameters. This allows the cryptanlyst to efficiently recover the session
key using the known public key parameters.

� 2009 Elsevier Ltd. All rights reserved.
1. Introduction

Public key cryptosystems based on the integer factorization and the discrete log problems, such as RSA and ElGamal [2],
require a large number of arithmetic operations which make them less efficient compared to symmetric key systems that are
based on Boolean functions operations. Several attempts were made to construct fast public key systems based on Boolean
functions (e.g., [3–6]). However, the majority of these systems were broken (e.g., [7–9]). For a comprehensive survey of sev-
eral other related schemes, the reader is referred to [1].

In general, inverting a nonlinear n-variable mapping (Boolean permutation with n variables) is equivalent to solving a set
of nonlinear Boolean equations which is an NP-complete problem. Designing trapdoor Boolean permutations aims to finding
a class of efficiently computable random-looking permutations, with compact representation, that can be easily inverted gi-
ven the knowledge of some trapdoor information and, at the same time, are hard to invert without this information. If such a
trapdoor Boolean permutation is constructed, then it can be easily used to design public key systems in which the trapdoor
information represents the user’s private key.

In [10], Wu and Varadharajan proposed a key escrow scheme using a public key system constructed from a family of
Boolean permutations. The security of this scheme is based on the trapdoor property of this class of permutations. An
obvious advantage of this cryptosystems is that both the encryption and decryption operations can be made very effi-
cient using a simple hardware which makes it attractive in several applications, especially in resource constrained
environments such as smart cards, RFIDs and sensor networks. Similar schemes were proposed by the same authors
in [11].

In this paper, we present a practical attack that allows the cryptanalyst to efficiently recover the session key from the
known public key parameters. In particular, we show that finding the input, corresponding to a given output of the trapdoor
. All rights reserved.
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permutations proposed by Wu and Varadharajan, is equivalent to solving a system of linear equations over Z2 which renders
this class of permutation unsuitable for use in any public key system.

2. The proposed trapdoor permutation

A trapdoor function, f, is a function that is easy to compute in one direction, yet believed to be difficult to compute in the
opposite direction without the knowledge of its trapdoor information. In other words, given x, it is easy to evaluate y ¼ f ðxÞ,
but given y, it is hard to evaluate x ¼ f�1ðyÞ without the trapdoor information. Trapdoor functions are widely used in public
key cryptography where several function classes have been proposed. It should be noted that trapdoor functions which can
be computed efficiently are harder to find than was initially thought. For example, an early suggestion was to use schemes
based on the NP-hard knapsack subset sum problem but it was soon realized that the underlying knapsacks often have a low
density and hence they are vulnerable to lattice reduction attacks [2].

Since the security of Wu and Varadharajan key escrow scheme is based only on the difficulty of inverting their proposed
trapdoor permutations, we focus only on the generation and properties of these permutations. The other features of the cryp-
tosystem that are not relevant to our attack are not discussed in here.
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be a non singular n� n matrix. Let liðxÞ ¼ ai � xi ¼ ai1x1 � � � � � ainxn. Then L ¼ ½l1; � � � n� forms a linear Boolean permutation.

It is clear that finding the inverse permutation of L is equivalent to finding the inverse of the matrix A. We will use the
notation L$ A to denote the fact that the linear permutation L is derived from the matrix A.

The following algorithm [10] gives an iterative method for constructing Boolean permutations based on old ones.

Algorithm 1. Let PðxÞ ¼ ½f1ðxÞ; � � � ; fnðxÞ�; x ¼ ðx1; � � � ; xnÞ 2 Zn
2 be a Boolean permutation of order n. Set

qiðx; xnþ1Þ ¼ fiðxÞ � xnþ1 � gðxÞ; i ¼ 1; � � � ;n, and qnþ1ðx; xnþ1Þ ¼ xnþ1 � gðxÞ; xnþ1 2 Z2. Then Q ¼ ½q1; � � � ; qnþ1� is a Boolean
permutation of order nþ 1.

In general, given the algebraic description of the output coordinates of a random Boolean permutation, R, finding its in-
verse, R�1, is a hard problem. In [10], it is shown how to efficiently evaluate the inverse permutation Q�1 using the knowl-
edge of g and P�1.

It should be noted that any cryptographic weakness (such as linearity) in the output coordinates of P is inherited by all
nonzero linear combinations of even number of output coordinates of Q, since the same function g is used to mask all the
coordinates of P.

Algorithm 2. Construction of trapdoor Boolean permutations

– Construct two linear Boolean permutations L1 $ A and L2 $ B of order n� 2 and compute their inverses.
– Run Algorithm 1 twice using L1 to have a Boolean permutation Y of order n and compute its inverse Y�1

– Repeat the above step using L2 to get another Boolean permutation Z of order n and compute its inverse Z�1.

The target trapdoor Boolean permutation is PðxÞ ¼ ZðYðxÞÞ and its inverse is also available as P�1ðxÞ ¼ Y�1ðZ�1ðxÞÞ. In [10],
the authors discussed some techniques for selecting the function g used by Algorithm 1 so that the resulting permutation P
has a compact algebraic representation. In here, we do not discuss these techniques since our attack can be applied irrespec-
tive of any choice of g.

Wu and Varadharajan [10] argued that there is no efficient algorithm to evaluate P�1ðxÞ without the knowledge of the
secret parameters used by Algorithms 1 and 2 (i.e., the L’s and g’s). Based on this argument, they suggested that the above
algorithm can be used by establish a key escrow scheme based on a public key system in which user U generates P during the
key setup procedure using the above Algorithms. The public key is the algebraic description of the Boolean permutation P
and the private key is the algebraic description of P�1. When another user, say Alice, wants to communicate with U, Alice
selects a random binary string k of length n and sends e ¼ PðkÞ to user U. The session key k can be recovered by U using
her private key, P�1. For further details about the system, the reader is referred to [10].

3. The proposed attack

Let PðxÞ ¼ ZðYðxÞÞ ¼ ½p1ðxÞ; � � � ; pnðxÞ� denote a Boolean permutation constructed using Algorithm 2 above. Let
x0 ¼ ðx1 � � � xn�2Þ; y0 ¼ ðy1 � � � yn�2Þ;x00 ¼ ðx0; xn�1Þ; y00 ¼ ðy0; yn�1Þ;x ¼ ðx00; xnÞ, and y ¼ ðy00; ynÞ. Then we have
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y1ðxÞ ¼ a1 � x0 � xn�1 � g1ðx0Þ � xn � g2ðx00Þ
y2ðxÞ ¼ a2 � x0 � xn�1 � g1ðx0Þ � xn � g2ðx00Þ
..
. ..

. ..
.

yn�2ðxÞ ¼ an�2 � x0 � xn�1 � g1ðx0Þ � xn � g2ðx00Þ
yn�1ðxÞ ¼ xn�1 � g1ðx0Þ � xn � g2ðx00Þ
ynðxÞ ¼ xn � g2ðx00Þ

ð1Þ

z1ðyÞ ¼ b1 � y0 � yn�1 � g3ðy0Þ � yn � g4ðy00Þ
z2ðyÞ ¼ b2 � y0 � yn�1 � g3ðy0Þ � yn � g4ðy00Þ
..
. ..

. ..
.

zn�2ðyÞ ¼ bn�2 � y0 � yn�1 � g3ðy0Þ � yn � g4ðy00Þ
zn�1ðyÞ ¼ yn�1 � g3ðy0Þ � yn � g4ðy00Þ
znðyÞ ¼ yn � g4ðy00Þ

ð2Þ
We start by explaining how one can find the input e corresponding to a given known output o ¼ ðo1 � � � onÞ ¼ YðeÞ, where
the coordinates of Y are given by Eq. (1). Given the algebraic description of yiðxÞ;1 6 i 6 n� 1, one can form the following
system of n� 2 equations
o1 � oj ¼ y1ðxÞ � yiðxÞ; i ¼ 2; � � �n� 1:
It should be noted that y1ðxÞ � yiðxÞ ¼ ða1 � aiÞ � x0. Thus the above system of equations is linear over Z2 and hence it can
be solved in Oðn3Þ operations. Once the solution e0 ¼ ðe1 � � � en�2Þ is determined, one can easily determine en�1 and en by com-
puting Yðe0;0;0Þ and Yðe0;0;1Þ;Yðe0;1; 0Þ and Yðe0;1;1Þ and then compare the result to o. We emphasis the fact that the
above system of equations is formed without the need to know any of the secret parameters used in the generation process
of the Boolean permutation Y. Our attack is a generalization of the above idea.

Given the encrypted session key e ¼ ðe1; � � � enÞ ¼ PðkÞ, the attacker executes the following steps to recover k

– Construct the set of n� 1
2

� �
equations in the form
ei � ej ¼ piðxÞ � pjðxÞ;
where 1 6 i 6 n� 1;1 6 j 6 n� 1; i–j.
For consistency of notation, let bn�1 ¼ 0. Note that piðxÞ � pjðxÞ ¼ ðbi � bjÞ � y0ðxÞ. Let w ¼ wtðbi � bjÞ, where wtð�Þ denote the
Hamming weight of the enclosed argument. If w is odd, the resulting equation is likely to be nonlinear, i.e., it will contain
terms with algebraic degree higher than 1. On the other hand, if w is even, then, from (1) and (2), we have
ei � ej ¼ piðxÞ � pjðxÞ ) ei � ej ¼ ðai1 � � � � � aiw Þ � x:
– Remove all the nonlinear equations from the above set.
– Solve the remaining set of linear equations. Let K ¼ fk1; � � � ;kMg denote the set of obtained solutions. Note that the session

key k 2 K because k also must satisfy this set of linear equations.
– Using the known public key, P, the session key can be uniquely determined by noting that PðkiÞ ¼ e) k ¼ ki.

The size of the set K is determined by the rank, r, of the obtained system of linear equations. For, 6 6 n 6 16, our exper-
imental results, using 1000 random permutations generated using Algorithm 2, the rank of the obtained system of equations
was consistently equal to r ¼ n� 3. In other words, jKj ¼ 2n�r ¼ 23 ¼ 8 solutions. Finding an analytical expression for the ex-
pected value of r does not seem to be an easy combinatorial problem. Furthermore, it is not going to change the conclusion of
the paper given the consistency of the obtained experimental results above.

Because of its simplicity, this attack allows the cryptanalyst to recover the session key, from its encrypted value, in few
seconds for any practical choice of n. A toy example that illustrates the steps described in the above attack is given in the
Appendix.

4. Conclusions

The class of permutations proposed by Wu and Varadharajan can be easily inverted without the knowledge of its secret
trapdoor parameters and hence it is not suitable for use as a trapdoor permutation.

Despite that fact that almost all similar previous attempts to construct trapdoor permutations using Boolean functions
have failed, it is somewhat premature to claim that Boolean permutations and Boolean functions are not suitable for con-
structing public key systems, especially since each one of the previous proposals have failed for a different reason.

The main problem in Wu and Varadharajan’s approach is the reliance on linear functions, L1 and L2 in Algorithm 2, to con-
struct their trapdoor permutations. Also, as discussed above, using the same nonlinear function, g, in Algorithm 1, to hide this
inherent linearity was not enough. As shown by our attack, simple algebraic manipulation of the coordinate functions of Wu
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and Varadharajan’s Boolean permutations allows the cryptanalyst to get rid of all the nonlinear terms introduced by this
nonlinear Boolean function and easily invert the permutation by solving a set of linear equations over Z2. After all, linearity
was and will remain the curse of cryptographers.

Finally, we believe that finding an efficient Boolean function based trapdoor permutation still remains a very interesting
and challenging practical research problem.

Appendix.

Example 1. Consider the permutation P of order n ¼ 5 constructed using Algorithm 2 with the following parameters:
g1ðx0Þ ¼ x1 � x1x3; g2ðx00Þ ¼ x2 � x1x2 � x3 � x1x3 � x2x3 � x1x2x3 � x4 � x2x4 � x1x2x4 � x3x4 � x1x3x4; g3ðx0Þ ¼ x2�
x1x3; g4ðx00Þ ¼ x2 � x1x3 � x2x3 � x1x2x3 � x4 � x1x2x4 � x3x4 � x1x3x4 � x2x3x4 � x1x2x3x4,
A1 ¼
1 0 1
0 0 1
1 1 1

2
64

3
75; and A2 ¼

1 0 0
0 1 0
1 0 1

2
64

3
75:
Then the public key P ¼ ½p1ðxÞ; p2ðxÞ; p3ðxÞ; p4ðxÞ; p4ðxÞ� will be given by:
p1ðxÞ ¼ x1 � x2 � x1x2 � x3 � x1x3 � x4 � x2x4 � x1x2x4 � x2x3x4�
x1x2x3x4 � x5 � x1x5 � x1x2x5 � x3x5 � x1x3x5 � x1x2x3x5

p2ðxÞ ¼ x2 � x1x2 � x3 � x1x3 � x4 � x2x4 � x1x2x4 � x2x3x4�
x1x2x3x4 � x5 � x1x5 � x1x2x5 � x3x5 � x1x3x5 � x1x2x3x5

p3ðxÞ ¼ x1x2 � x3 � x2x3 � x1x2x3 � x4 � x1x4 � x1x2x4 � x3x4�
x2x3x4 � x1x2x3x4 � x1x5 � x1x2x5 � x3x5 � x1x3x5 � x1x2x3x5

p4ðxÞ ¼ x2 � x1x2 � x3 � x2x3 � x1x2x3 � x4 � x1x4 � x1x2x4 � x3x4�
x2x3x4 � x1x2x3x4 ��x1x5 � x1x2x5 � x3x5 � x1x3x5 � x1x2x3x5

p5ðxÞ ¼ x1 � x2 � x1x2 � x1x3 � x1x2x3 � x4 � x2x4 � x1x2x4�
x2x3x4 � x5 � x1x5 � x3x5 � x1x3x5 � x1x2x3x5
Given the following encrypted key e ¼ Pðk ¼ ð11011ÞÞ ¼ ð01011Þ, the cryptanalyst can construct the following system
of equations
e1 � e2 ¼ 1 ¼ p1ðxÞ � p2ðxÞ ¼ x1

e1 � e3 ¼ 0 ¼ p1ðxÞ � p3ðxÞ ¼ x1 � x2 � x1x3 � x2x3 � x1x2x3 � x1x4 � x2x4 � x3x4 � x5

e1 � e4 ¼ 1 ¼ p1ðxÞ � p4ðxÞ ¼ x1 � x1x3 � x2x3 � x1x2x3 � x1x4 � x2x4 � x3x4 � x5

e2 � e3 ¼ 1 ¼ p2ðxÞ � p3ðxÞ ¼ x2 � x1x3 � x2x3 � x1x2x3 � x1x4 � x2x4 � x3x4 � x5

e2 � e4 ¼ 0 ¼ p2ðxÞ � p4ðxÞ ¼ x1x3 � x2x3 � x1x2x3 � x1x4 � x2x4 � x3x4 � x5

e3 � e4 ¼ 1 ¼ p3ðxÞ � p4ðxÞ ¼ x2
By removing the nonlinear equations from the above set, the remaining linear equations are x1 ¼ 1) k1 ¼ 1 and
x2 ¼ 1) k2 ¼ 1. Note that the rank of this linear system of equations is 2 ¼ n� 3. Then the cryptanalyst evaluate
Pð1;1; k3; k4; k5Þ for all the 8 choices of ðk3; k4; k5Þ to obtain
Pð11000Þ ¼ 01100
Pð11100Þ ¼ 01010
Pð11010Þ ¼ 11101
Pð11110Þ ¼ 10010
Pð11001Þ ¼ 10111
Pð11101Þ ¼ 01101
Pð11011Þ ¼ 01011
Pð11111Þ ¼ 10101
Note that Pð11011Þ ¼ 01011 ¼ e) k ¼ 11011.
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