
< A,(t,, t2)+K,(tl)-K(t2). Finally, by writing explicitly the expres- 
sion for A,(t,, t,), the proof of the theorem becomes straightfor- 
ward. 

Input 
K1 

End-to-end delay bound guarantee: Denote by d; the end-to-end 
delay experienced by the nth packet from stream 1. Let I be the 
number of nodes on the path of flow 1, and C,, i = 1, ..., I be the 
server capacity at node i. Define N, as the set of streams served by 
node i. Let MAX, be the maximum packet size from stream I ,  and 
MAX; be the maximum packet size from stream I up to packet n 
(i.e. MAX; = max,, , ,,>Lf, where Lf is the length of the Mh 
packet from stream I ) .  

1 0  1 1  0 0 I 0  0 1 
- 0 1 -  + + 1 1 - +  
0 0 0 0 0 0 0 1 1 1  

Theorem 2: For stream 1 which is constrained by a (q, p,)-leaky 
bucket, if the scheduling algorithm at each server on the path of 
the flow belongs to CBFQ, then the end-to-end delay bound for 
packet n of stream 1 is given by 

K2 

K3 
Output 

where 2, is the propagation delay between nodes i and i+ 1. 

+ 1 0 1 1 + 0 - + -  
1 2 0 1 1 1 0 1 0 1  
- 0 1 + + 0 - + + -  
1 1 1 0 0 1 0 0 1 1 

Proof of theorem 2 By using the hints given in the proof of theo- 
rem 1 with the framework provided in [3], this delay bound can be 
proved easily. 

Complexity of CBFQ: It is easy to prove that after serving a 
packet, the order of the terms in step 4 of the algorithm above 
does not change except for the queue that has just been served. In 
this case the sorting is not a full sort but just an insertion of an 
element (either the queue that has just been served, or a queue 
that just became active) in an already sorted list. Besides, since the 
counters are independent, the update operation in step (v) can 
take place in parallel making the complexity of step (v) equal to 
O(1). With these remarks and all the other operations being O(l), 
the complexity of the algorithm becomes the same as the complex- 
ity of a search algorithm: O(log(J)). Compared to the alternative 
approaches, this constitutes a major advancement towards practi- 
cal implementations. In addition, since the values of the counters 
are bounded, numerical overflow problems would not occur in our 
algorithm. 

Conclusion: A new scheduling algorithm CBFQ for packet- 
switched networks has been proposed. Based on a set of counters 
that keep track of the credits earned by each traffic stream, CBFQ 
decides which stream is to be served next. The CBFQ algorithm 
achieves the same fairness and delay bounds as the alternative 
algorithms such as SCFQ while having a lower computational 
overhead and requiring hardware for practical implementation. 
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Cryptanalysis of 'nonlinear-parity circuits' 
proposed at Crypto '90 

A.M. Youssef and S.E. Tavares 

Indexing term: Cryptography 

In [l] Koyama and Terada proposed a family of cryptographic 
functions for application to symmetric block ciphers. The authors 
show that this family of circuits is affine over GF(2). More 
explicitly, for any specific key K, the ciphertext Y is related to the 
plaintext X by the simple affine relation Y = MKX 0 dK where 
MK is an n x n non singular binary matrix and dK is an n X 1 
binary vector where n is the block length of the cipher. This 
renders this family of ciphers completely insecure as it can be 
broken with only n + 1 linearly independent plaintext blocks and 
their corresponding ciphertext blocks. 

DeJnitions and cipher description: 
Definition 1: A function f : {0, 1). + {0, 1) is defined to be an aff- 
ine function ifflx,, x,, ... , a) = a,x, 0 a2x2 0 ... 0 U,X, 0 b for 
constants a$, b E GF(2). 

The cipher proposed in [l] is described by the authors as fol- 
lows: 

Definition 2 [l]: A parity circuit layer of length n, or simply an 
L(n) circuit layer, is a Boolean device with an n-bit input and an n- 
bit output, characterised by a key that is a sequence of n symbols 
from {O, 1, -, +}. 

Definition 3 [l]: Function B =AK, A), as computed by an an) cir- 
cuit layer with key K = klk2 ... k, E {O, 1, -, +}" is the relation 
from an n-bit input sequence A = ala2 ... a, E {0, 1)" to an n-bit 
output sequence B = b,b, ... b, E {O, I fn  defined below. An L(n) 
circuit layer first computes a variable T E (0, 1) such that: 

n 

T = $ t j  
3=1 

where 
1 
0 otherwise 

if (5 = 0 and a3 = 0) or ( IC,  = 1 and aj = 1) 
t ,  = { 

(2) 
Output B = b,b, ._. b, of the circuit layer is then 

The proposed cipher is obtained by composing the parity circuit 
layers as follows: 

Definition 4 [l]: A parity circuit of width n and depth d, or simply 
a C(n, d, circuit, is a matrix of d L(n) circuit layers with keys 
denoted by K = Kl~~K2~~...~~Kd for which the n output bits of the (i- 
1)-th circuit layer are the n input bits for the i-th circuit layer for 2 
< i I d. The key for the C(n, d, circuit is a d x n matrix whose d 
lines contain the circuit layer keys. 

An example (given in [l]) of C(n,d) with n = 10, and d = 3 is 
shown in Table 1. 

Table 1: C(n,d) with n = 10, and d = 3 

Main result: The Lemma below follows from the fact that the set 
of affine functions is closed under the XOR operation. 



Lemma I :  Any combinational Boolean function that can be real- 

In [ 11, the authors presented many cryptographic properties of 
these C(n, d, circuits. They also claimed, without proof, that the 
order of the Boolean canonical form of C(n, dj, defined to be the 
maximum of the order of its product terms, increases exponen- 
tially as n or d increases, and hence it is practically infeasible to 
cryptanalyse C(n, dj if n t 64 and d t 8. The following theorem 
shows that this is not true. 

Interferometry with Faraday mirrors for 
ised using only XOR gates is an affine function over GF(2). quantum cryptography 

H. Zbinden, J.D. Gautier, N. Gisin, B. Huttner, 
A. Muller and w. 

Indexing term: Quantum cryptography 

Quantum c?rptography over 23km of installed 
telecommunicauons fibre usine a novel interferometer with 

0 0 0 1 0 1  1 0 0 O X @  
0 0 0 1 1 0 0 1 0 0  
0 1 1 1 1 1 1 1 0 0  
0 0 0 0 0 1 1 0 0 0  

Y =  

Theorem I :  The output ciphertext, Y, of the parity check circuit 
C(n, d) is related to the plaintext input, X ,  by the following affine 
relation: 

Y = k f K x @ d K  (4) 

where AdK is an n x n non-singular binary matrix and dK is an n x 
1 binary vector. 

Prooj Eqns. 2 and 3 can be expressed as 

(7) 
0 
0 
1 
1 

f a3 k j  = 0 

k, = - 

Hence for any fixed key, K = KlilK211 ... llKd, eqns. 1, 2 and 3, and 
consequently the parity circuit, C(n, d), can be realised using only 
XOR gates. Hence every output component of the parity circuit is 
an affine function of the input variables over GF(2). Since C(n, d, 
is a bijective mapping [I], then the matrix MK is non-singular. 0 

Example: For the cipher described by Table 1, the ciphertext, 
in relation to the plaintext input, X, is given by the following 
equation: 

1 1 1 0 0 1 0 0 0 0  
0 1 0 0 0 0 0 0 0 0  
0 0 1 0 0 0 0 0 0 0  
0 0 0 0 1 1 1 0 0 0  

0 1 1 0 0 0 0 0 1 0  1 0 1 1 0 0 0 0 0 0 1  

By noting that &ne functions cannot satisfy the strict avalanche 
criterion (SAC) [2] then the C(n, d) circuits can never satisfy the 
SAC as was falsely claimed by Lemma 10 in [l]. 

Conclusion: The private key cryptosystem proposed in [l] is affine 
over GF(2) and hence it is completely insecure. 

0 IEE 1997 
Electronics Letters Online No: 19970387 

21 February 1997 

A.M. Uoussef and S.E. Tavares (Department of Electrical and 
Computer Engirzeering, Queenk University, Kingston, Ontario, K7L 
3N6, Canada) 

E-mail: tavares@ee.queensu.ca 

Faraday mirrors is presented. The interferometer needs no 
alignment nor polarisation control and features 99.8% fringe 
visibility. A secret key of 20kbit length with an error rate of 
1.35% for 0.1 photon per pulse was produced. 

In cryptography, safety is normally obtained by exchanging a 
secret key between the two users, Alice and Bob. In quantum 
cryptography (QC) the key is exchanged through a quantum chan- 
nel. Its security is based on the fact that any measurement of a 
quantum system will inevitably modify the state of this system. 
Therefore an eavesdropper, Eve, might obtain information out of 
a quantum channel by performing a measurement, but the legiti- 
mate users will detect her and hence not use the key. In practice, 
the quantum system is a single photon propagating through an 
optical fibre, and the key can be encoded by its polarisation or by 
its phase, as first proposed by Bennett and Brassard [l]. In 1992, 
quantum cryptography was for the first time experimentally dem- 
onstrated over 30cm in air with polarised photons [2]. Since then, 
several groups have presented realisations of both the polarisation 
[3] and the phase coding scheme in optical fibres over lengths of 
up to 30km [4, 51. 

However, all quantum cryptography systems face two main dif- 
ficulties. The first problem is the need for continuous alignment of 
the system. In polarisation-based systems, the polarisation needs 
to be maintained stable over tens of kilometres, in order to keep 
Alice and Bob’s polarisers aligned. In interferometric systems, usu- 
ally based on two unbalanced Mach-Zehnder interferometers, one 
interferometer has to be adjusted to the other every few seconds to 
compensate for thermal drifts [4]. The second problem is the high 
noise of photon counters at 1300nm which essentially determines 
the error rate (ER) of the key. 

In this Letter, we present the creation of a secret key over 23 
km of installed telecommunications fibre using a recently intro- 
duced interferometric system with Faraday mirrors [6]. This phase- 
coding setup needs no alignment of the interferometer, nor polari- 
sation control. It features excellent fringe visibility and stability. 
Moreover, we show that the performance of Ge-APD photon 
counters can be considerably improved using fast active biasing 
electronics. 

.................................................. ................................................................ 

Bob 

M 3  
ALice 

................................................................. 

Fig. 1 Schematic diagram of interjerometric QC system with Faraday 
mirrors 

Our novel quantum cryptography scheme is shown in Fig. 1. In 
principle, we have an unbalanced Michelson interferometer at 
Bob‘s (beamsplitter C2) with one long arm going to Alice. The 
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