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Abstract: Hummingbird is a lightweight encryption algorithm proposed by Engels, Fan, Gong, Hu and Smith at Fe' I O. 

Unlike other lightweight cryptographic primitives which can be classified as either block ciphers or stream 

ciphers, Hummingbird has a hybrid structure of block cipher and stream cipher with 16-bit block size, 256-bit 

key size, and SO-bit internal state. Preliminary analysis conducted by the cipher's designers show that it is 

resistant to most common attacks against block ciphers and stream ciphers. 

In this paper, we present a differential fault analysis attack on Hummingbird. The fault model in which we 

analyze the cipher is the one in which the attacker is assumed to be able to fault a random word before the 

linear transform, after the s-boxes, of the four block ciphers which are used in the Hummingbird encryption 

process but cannot control the exact location of injected faults. Our attack, which recovers the 256-bit key, 

requires around 50 faults and 266 steps. 

1 INTRODUCTION 

Hummingbird (Engels et ai., 2010) (Fan et ai., 2009) 
is an encryption algorithm designed for lightweight 
software and lightweight hardware implementations 
on resource-constrained devices such as RFID tags 
and wireless sensor nodes. Its design was inspired 
by the Enigma machine which led to a hybrid combi
nation of block cipher and stream cipher structures. 

The security of Hummingbird was evaluated by 
its designers who concluded that the the cipher is re
sistant to most common attacks against block ciphers 
and stream ciphers including birthday attacks, differ
ential and linear cryptanalysis, structure attacks, al
gebraic attacks, and cube attacks. Also a chosen-IV 
and chosen-message attack was reported by Saarinen 
(Saarinen, 20 I I). 

In this paper, we present a differential fault analy
sis attack on Hummingbird. The fault model in which 
we analyze the cipher is the one in which the attacker 
is assumed to inject a transient fault at a random 4 bit 
word before the linear transformation, after the 4 x 4 
s-boxes, of the four block ciphers which are used in 
the Hummingbird encryption process but cannot con
trol the exact location of injected faults. We also as
sume that the attacker is able to reset the cipher an 
arbitrary number of times. 

In general, fault analysis attacks (Boneh et aI., 
1997) fall under the category of implementation de-

pendent attacks, which include side channel attacks 
such as timing analysis (Kocher, 1996) and power 
analysis (Kocher et aI., 1999). Fault attacks proved 
to be one of the most effective attack techniques 
against embedded cryptographic devices and can be 
used when the attacker has access to the cryptographic 
device even for a short time. They were first used by 
Boneh et al. (Boneh et ai., 1997) to attack public key 
cryptosystems such as RSA (by using a faulty Chi
nese Remainder Theorem (CRT) computation to fac
tor the modulus n) . Then fault analysis has been ap
plied to several symmetric cryptographic algorithms 
including block ciphers (Biham and Shamir, 1997) 
(Giraud and Thillard, 20 I 0) (Piret and Quisquater, 
2003) (Kim, 2010) and stream ciphers (Biham et aI., 
2005) (Hoch and Shamir, 2004). 

In fault analysis attacks, fault injections are 
achieved by applying some kind of physical influ
ence such as variations in the supply voltage, exter
nal clock, or temperature beyond the nominal operat
ing range of the device, which results in a corruption 
of the internal memory or the computation process. 
Other techniques for fault injection include subject
ing the device to white light, laser beams, X-rays or 
ion beams (Anderson and Kuhn, 1997) (Bar-El et ai., 
2004). The examination of the results under such 
faults often reveals some information about the cipher 
key or the secret inner state. 

The main idea of our attack is inspired by recent 



differential fault analysis attacks against the AES. In 
these attacks, the attacker collects few differential 
pairs relative to the last non-linear step which allows 
the attacker to reduce and finally guess the values 
computed in the last rounds and infer the last round 
key. However, unlike the AES case in which once the 
round key has been recovered, the key schedule can 
be inverted to obtain the initial secret key, this is not 
possible for Hummingbird since it does not have an 
explicit invertible key schedule. Instead, the above 
procedure has to be reiterated on each round, start
ing from the last one, until the whole key material is 
exposed. Our simulation results showed that our at
tack, which recovers the 256-bit key, requires around 
50 fault injections and 266 steps. 

The rest of the paper is organized as follows. A 
brief description of the relevant details of Humming
bird is provided in the next section. Our attack and its 
complexity analysis are provided in section 3. Finally, 
we conclude the paper in Section 4. 

2 DESCRIPTION OF 

HUMMINGBIRD 

The following notation and functions are used 
throughout the paper: 

EE : addition mod 216. 
EEl : bit-wise XOR. 
II : Concatenation of the words. 
< < < : left rotation defined on 16-bit value. 
S;: the {h 4-bit s-box where i = 1,2,3,4. 
SBOX: the 16-bit nonlinear function which 
equals to SIIIS21IS31IS4. 
SBOX-1: the inverse mapping of SBOX. 
L(x) : the 16-bit linear transform equation. 
L -1 (x) : the inverse mapping of L(x). 
LU'; : the 4-bit differential input of S;. 
6Y; : the 4-bit differential input of S;. 
As mentioned above, Hummingbird has a hybrid 

structure and consists of two main components: a 
stream cipher and a block cipher. The input/output 
block size is 16-bit and the internal state and key size 
are 80-bit and 256-bit, respectively. 

Figure I depicts a top level view of the encryption 
process. The cipher algorithm consists of four 16-bit 
block ciphers, Edi = 1,2,3,4), four 16-bit internal 
state registers RSi(i = 1,2,3,4), and a 16-bit linear 
feedback shift register (LFSR). The original 256-bit 
key is divided into four 64-bit subkeys k;, i = 1,2,3,4, 
which are used in the four block ciphers. 

A 16-bit plaintext block PT; is added to the first 
internal state register RSI modulo 216. The result of 

I-H'I--- RS� 
Encryption Process 

V12,= El; I PT,EERS�) 

V 23,= Ek, IV12,EERS2,) 

V34,=Ek.IV23J.ERS3,) 

CT, = Ek• IV 34J.ERS4,) 

Internal State Updating 

LFSRt+l -f- LFSRt 

RS�H = Rs�EEv 34, 

RS3�, = RS3,EEv 23,EE LFSR'H 

RS 4'H = RS4,EEV 12,EE RS�H 

RS2'H = RS2,EEV12,EERS4'H 

Figure 1: An overview of the Hummingbird encryption pro
cess. 

the addition is then encrypted by the first block cipher 
Ek1• This procedure is repeated in a similar manner 
for another three times and the output of Ek4 is the 
corresponding ciphertext, CT;. At the same time, the 
states of the four internal state registers will also be 
updated based on their current state values, the out
puts of the first three block ciphers, and the value of 
the LFSR. The decryption process follows a similar 
pattern as in the encryption mode. 

In practice, Hummingbird is initialized with four 
16-bit random nonces, NONCE;,i = 0, 1,2,3, to con
struct the four internal state registers RS;, i = 1,2,3,4, 
respectively, followed by applying the encryption al
gorithm to the message RSI EE RS3. The final 16-bit 
ciphertext of the initialization is used to initialize the 
LFSR where the 13th bit of the LFSR is always set to 
l. 

The 16-bit block cipher is a typical substitution
permutation (SP) network with 16-bit block size and 
64-bit key. It consists of five rounds: four regular 
rounds and a final round that only includes the key 
mixing and the s-box substitution steps. Each round 
comprises of a key mixing step, a substitution layer, 
and a permutation layer. For the key mixing, a simple 
xor operation is used. Figure 2 depicts the structure 
of the 16-bit block cipher and the specification of the 
four s-boxes and linear transfonn mapping which are 
used in Ek;. 

The 64-bit subkey k; is divided into four 16-

bit round keys K;i),j = 1,2,3,4, which are used in 
the four regular rounds of SP structure, respectively. 



FOlir S-boxes which used in the blockcipherin Hummingbird 
� K, (in hexadecimal notation) 
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Figure 2: The structure of Eki - the 16-bit block cipher of 
HUMMINGBIRD in encryption mode. 

Moreover, two keys K�i) and K�i) which are directly 
derived from the four round keys are applied before 
and after the last s-boxes. 

Further details about the encryption, decryption 
and initialization processes can be found in (Engels 
et al., 2010). 

3 THE PROPOSED ATTACK 

The main idea of using differential fault analysis 
against Hummingbird is to recover whole secret keys 
based on determining round keys in four steps. In par
ticular, we can retrieve k4 and peel off the last round 
function of the encryption process (Ek4) to determine 
V34t EE RS4t. Detailed explanation of how to recover 
the keys of the Ek/ step is provided in the next sub
section. By guessing all the 216 values of RS4t and 
applying the same method for determining the keys 
of the 16-bit block cipher (Ek3), k3 can be revealed. 
Similarly, the values of k2 and kl can be determined 
by applying the same procedure and guessing RS3t 
and RS2t. Finally by guessing RS2t,RS3t and RS4t 
we can determine 248 candidates for kl' k2, k3 and k4. 
The correct key can then be uniquely determined us
ing additional plaintext/ciphertext pairs. 

3.1 Key recovery of Ek
i 

In this section, we describe a differential fault analysis 
on the Ek function which are used in Hummingbird 
algorithm'. The injected faults are assumed to occur 
in one 4-bit word before the linear transform and after 
the 4 x 4 s-boxes. 

Table 1: Possible Differential outputs of the linear transfor
mation - The 'D'S list. 

Differential input - (LU'I 6X2 6X3 6X4) 
LU'1 yf 0 LU'2 yf 0 LU'3 yf 0 

1440 0144 4014 
+-' 

0288 8028 :::; 2880 .& 
3CCO 03CC C03C :::; 

0 

� 4011 1401 1140 
+-' 5451 1545 5154 q 
<l) 

6891 1689 9168 ..... 
tt:l 7CDl 17CD D17C � 
CfJ 8022 2802 2280 

.S 9462 2946 6294 "d 
q A8A2 2A8A A2A8 0 
0. 

BCE2 2BCE E2BC Vl 
<l) 
t: C033 3C03 33CO 0 
u 0473 3047 7304 <l) 

� E8B3 3E8B B3E8 
FCF3 3FCF F3FC 

Differential output = (DYI D Y2 D Y3 D Y4). 
All values are in Hexadecimal. 

LU'4 yf 0 
4401 
8802 
CC03 
0114 
4515 
8916 
CD17 
0228 
4629 
8A2A 
CE2B 
033C 
4730 
8B3E 
CF3F 

Consider one 4-bit word differences at the input of 
the linear layer L(x). We have 60 (= 15 x 4) possible 
such differences corresponding to 4 different possible 
locations and 15 different possible values. Because 
of the linearity, the number of corresponding possible 
differences at its output is also 60 but, while the input 
difference affected one 4-bit word only, the output dif
ference affects up to 12 bits because of the diffusion 
linear transformation layer (See Table 1.) Note that 
the key addition does not change the set of possible 
differences. 

First we describe how we can recover the last 
round sub key K�i). We follow the same idea of the 
attack described in (Piret and Quisquater, 2003). 
Algorithm 1 shows the details. 

Algorithm 1: 

I. Compute the 60 possible differences at the out
put of linear transform (L(x)), i.e. the 60 values 
of L(x), where x = xl11x211x311x4 and only one of 
the x;'s has a Hamming weight not equal to zero. 
Store the obtained values in a list 'D . 

2. Consider a plaintext P, its corresponding cipher
text C and faulty ciphertext C'. 



Table 2: Summary of the Fault Attack on Hummingbird. 

Fault location The recovered data The recovered keys 

round 4 K�4) EBK�4) 
K14) EB K(4) Ek4 round 3 

round 2 t4) 
3 

K(4) K(4) K4 2 ' 4 
round 1 K(4) 3 K(4) K(4) 1 ' 3 

Guess all of 216 possibilities of RS4t Get V34t 

round 4 KP) EBK(3) 
K13) EB K(3) Ek3 

round 3 
round 2 b) 3 

K(3) K(3) K4 2 ' 4 
round 1 K(3) 3 K(3) K(3) 1 ' 3 

Guess all of 216 possibilities of RS3, Get V23, 

round 4 K(2) EBK(2) 
K12) EBK(2) Ek2 

round 3 
round 2 h) 3 K(2) K(2) K4 2 ' 4 
round 1 K(4) 

2 
K(2) K(2) 1 ' 3 

Guess all of 216 possibilities of RS2t Get VI2t 

round 4 K(I) EBK(I) 
K11)EBK(1) Ekl 

round 3 
round 2 b) 3 

K4 
round I K(l) 3 

3. Guess the value of the round key K�;). 

4. Compute the difference SBOX-1 (C EB K�;)) EB 
SBOX-I(C'EBK�i)). Check whether it is in 'D .  If 
yes, add the round key to the list L of possible 
candidates. 

5. Consider a new plaintext P (with corresponding C 
and C') and go back to step 2. This time, the round 
key guesses only go through the list L of possible 
candidates. If the difference computed at step 4 is 
not in 'D, remove the candidate from L). Repeat 
until there remains only one candidate in L. 

The complexity of the Algorithm I is around 216 

since we have to search all of the target key at the 

beginning of step 3 of the algorithm. After K�;) is 
uniquely determined, the last round is peeled off, and 
the attack is repeated on the reduced cipher. 

We can find the subkey K�i) by repeating the 

same algorithm which is used to recover K�i) but 
using the difference equation SBOX-1 (L -I (C_I EB 
K�i))) EB SBOX-I(L-1(C'-1 EB K�i))) where C_I = 

K(I) K(I) 
2 ' 4 

K(I) K(I) 1 ' 3 

SBOX-I(CEBK�;)) and C'-I = SBOX-I(C' EBK�;)). 
KJi) and K�i) are revealed in the same way. Finally, 

we determine the remaining subkeys of K�;) and K�;) 
by computing K�;) EB K�;) and K�;) EB K�;) , respectively. 

The above attack was simulated for 10,000 times 
using different random values for the 16-bit input and 
64-bit subkey of ki for Ek;. Based on our simulations, 
our attack requires an average of 12.51 fault injections 
to recover the whole subkeys, k;,i = 1,2,3,4. The 
recorded minimum and the largest number of required 
faults were 8 and 22, respectively. 

Table 2 summarizes the whole steps of the attack 
to recover the 256-bit secret key. 

After the keys are recovered, we can then find the 
other internal registers by applying the initialization 
process since the values of NONCEi(i = 0, 1,2,3) are 
public. 

3.2 The Complexity of our Attack 

To recover all of the 256-bit secret key we have to 
apply the above fault attack for four times and guess 



all candidate values of the three internal registers: 
RS2{, RS3{ and RS4{. From our experimental results, 
we need around 12.5 faulty values to uniquely deter
mine each subround key. Thus, our attack requires 50 
faulty ciphertext, 248 guessing of 16-bit values and 
calling Algorithm I (with complexity 216) in each 
step to reveal the subkeys. Since we have to use four 
times of the Algorithm 1 in each step of Eki' the total 
complexity of our attack is about 4 x 216 X 248 = 266. 

4 CONCLUSIONS 

In this paper, we presented a fault attack against a 
newly introduced ultra lightweight encryption algo
rithm, Hummingbird. Each 64-bit round key can be 
found, on average, using 12.51 faulty encryptions. If 
we assume that the 256-bit secret key and 80-bit in
ternal state have random distribution, then the whole 
cipher can be broken after around 50 faults. To fully 
recover the key, we have to guess 248 values of three 
16-bit internal state registers which brings the whole 
complexity of our attack to 266. 
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