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Security, Privacy, and Safety Aspects of Civilian Drones: A Survey

RIHAM ALTAWY and AMR M. YOUSSEF, Concordia Institute for Information Systems
Engineering, Concordia University, Montréal, Québec, Canada

The market for civilian unmanned aerial vehicles, also known as drones, is expanding rapidly as new
applications are emerging to incorporate the use of civilian drones in our daily lives. On one hand, the
convenience of offering certain services via drones is attractive. On the other hand, the mere operation of
these airborne machines, which rely heavily on their cyber capabilities, poses great threats to people and
property. Also, while the Federal Aviation Administration NextGen project aims to integrate civilian drones
into the national airspace, the regulation is still a work-in-progress and does not cope with their threats.
This article surveys the main security, privacy, and safety aspects associated with the use of civilian drones
in the national airspace. In particular, we identify both the physical and cyber threats of such systems and
discuss the security properties required by their critical operation environment. We also identify the research
challenges and possible future directions in the fields of civilian drone security, safety, and privacy. Based on
our investigation, we forecast that security will be a central enabling technology for the next generation of
civilian unmanned aerial vehicles.
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1. INTRODUCTION

Not far in the past, trained certified pilots were the only persons who were granted
authorization for flying aircraft. Nowadays, any individual can operate a flying ma-
chine within unregulated airspace. However, sharing the controlled airspace between
manned aircraft and drones is a great challenge. Drones are Cyber-Physical Systems
(CPSs) [Khaitan and McCalley 2015] that are also known as Unmanned Aerial Vehi-
cles (UAVs). Projections forecast by the Federal Aviation Administration (FAA) stated
that more than 1 million UAVs were going to be sold in 2015 [Addady 2015]. Indeed,
such projections trigger concerns within the security society regarding cyber attacks
[Hartmann and Steup 2013] against civilian drones [Villasenor 2014]. More precisely,
with the FAA requiring mandatory registration of drones which holds the operators of
drones accountable, the majority of the illegal use of drones will be achieved via their
hostile acquisition, which can be established through exploiting their cyber vulnera-
bilities [Faughnan et al. 2013]. Additionally, most aviation standards set by regulatory
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bodies do not yet cover cyber-physical threats associated with the integration of drones
into the national airspace, hence, the scope of our survey, which attempts to bridge this
gap.

Currently, the use of civilian drones is dominated by hobbyists for recreational pur-
poses [Cai et al. 2014]. However, giant companies such as Amazon, Google, and Face-
book are planning to employ drones for the delivery of goods and services. Indeed, one
can predict that as the number of operating drones increases, more security, privacy,
and safety threats will emerge. One of the well-known problems caused by civilian
drones is their interference with aviation systems.

UAVs are aircraft that can be operated either by remote control or autonomously
using onboard computers. The physical elements onboard a drone employ a network
of sensors and actuators that communicate with the ground control system via a wire-
less link. Accordingly, the UAV system is vulnerable to attacks that target either the
cyber and/or physical elements, the interface between them, the wireless link, or even
a combination of multiple components [Constantinides and Parkinson 2008]. A case
where a military drone was taken over by an unauthorized party occurred when the
Iranian cyber warfare unit was able to safely land a U.S. drone that allegedly violated
its airspace [Hartmann and Steup 2013]. Although the exact scenario of the takeover
is not commonly agreed on, one course of events suggests that the takeover employed
a mix of cyber attacks on the UAV where, first, all legitimate communications to the
drone were interrupted by jamming both the satellite and ground control signals. Then,
a global positioning system (GPS) spoofing attack [Kerns et al. 2014; Shepard et al.
2012] was launched to feed the UAV with modified GPS data to make it land in Iran,
tricking the drone into thinking that it was landing in its home base. Despite the fact
that this attack was carried out on a military drone and our survey focuses on civilian
drones, both types of UAVs employ similar core technologies, and, accordingly, such an
approach can be used to hijack civilian drones as well.

Drones can also be privacy and safety hazards [Clarke 2014; Boyle 2015]. In other
words, the acceptance of the idea that intelligent machines equipped with infrared
cameras and possibly microphones are flying over our heads and within our private
airspace is completely dependent on the trust we have in the operator. However, with
the expected increase in the number of civilian drones, it is next to impossible for a
person to determine the operator of the UAV by only looking at it. In fact, if there are no
proper regulations, drones can be easily used for illegal purposes ranging from surveil-
lance and unauthorized tracking to even criminal uses such as targeted assassinations
and terrorist attacks.

In this survey, we aim to raise awareness about the security, privacy, and safety
aspects associated with the deployment of civilian drones into the national airspace.
We particularly investigate their vulnerabilities to a cluster of possible attacks that
can result in a malicious takeover or crashing of the drone and analyze the security
requirements of such systems. We also present a literature survey on the published
works that offer solutions to some of the known vulnerabilities. Moreover, we highlight
the physical challenges associated with the large scale deployment of civilian drones
for the delivery of goods and services. From another perspective, we investigate how
civilian drones can affect the security of people and their sense of privacy and safety.
Furthermore, we identify the risks introduced by the integration of drones in national
airspace. Finally, we discusses open problems and avenues for future research.

The rest of the article is organized as follows. In the next section, a brief overview
of the evolution of drones, their categories, and high-level architecture is given. In
Section 3, we give examples of how the national airspace is expected to accommodate
civilian drones and how they can be used in both beneficial and harmful manners. Af-
terwards, in Section 4, we investigate the security and safety threats targeting civilian
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drones where we identify both the cyber and physical threats that can target their
different components and define the expected security requirements of such systems.
In Section 5, we emphasize the privacy risks associated with the use of drones in the
national airspace and give an overview of UAV systems designed for such malicious
purposes and examples of mitigation techniques. Finally, we discuss open problems
and future research directions and summarize the main ideas presented in the article.

2. THE EVOLUTION OF DRONES

According to Marshall et al. [2015], the first drone was the fruit of a U.S. navy research
project led by Elmer Sperry, the founder of the flight navigation control firm Sperry
Corporation. Ever since, UAVs have been deployed for tasks that are characterized by
being dangerous, dirty, and dull, commonly known as “three-Ds operations.” Such op-
erations are usually carried out outside cities, where the human population is minimal
[Marshall et al. 2015]. Thus, studying the effect of drone use on the security and safety
of individuals was not of significant interest. Currently, civilian drones are becoming
more popular among hobbyists and entrepreneurs, and with many companies pushing
for deploying drones for delivery of goods and services, the national airspace is expected
to get completely reshaped. The FAA mandatory registration of drones is effective in
the event of the capture of a violating drone, but it does not provide any preventive
solution. Accordingly, protecting civilian drones from adversaries and protecting indi-
viduals and their properties from malicious drones is still an open problem. In what
follows, we give a brief overview of the different categories and control methods of
drones, followed by the general architecture of UAV systems.

2.1. UAV Categories and Control

Drones vary drastically in size; some are as small as a match box and others are as large
as manned aircraft, and, typically, the bigger the drone, the higher and longer it can fly.
According to the European Association of Unmanned Vehicles Systems (EUROUVS)
[VAN Blyenburgh 2003], UAVs are classified into (i) Micro and mini drones with weights
starting from several grams to 24kg, (ii) Tactical drones that weigh less than 1500kg,
and (iii) Strategic drones, which are the heaviest UAV platforms.

Controlling the actions of drones varies according to the degree of autonomy designed
into the vehicle [Melzer 2013]. UAVs vary from being fully controlled remotely by an
operator via manual electronic rudder or a complex ground control station to a fully
autonomous control system where the drone navigates itself and depends on its sensors
to perform a set of preprogrammed tasks. Within this range and depending on the
degree of dominance exercised by a human operator, UAV control can be divided into
three categories:

—Remote Pilot Control (human-in-the-loop). This type of control is also known as oper-
ator static automation, where the control system is designed such that all decisions
are taken by a remote human operator.

—Remote Supervised Control (human-on-the-loop). This type of control is commonly
known as adaptive automation. It allows the drone to carry out the mission process
independently from human commands and enables human intervention at the same
time.

—Full Autonomous Control (human-out-of-the-loop).This class of control is also known
as system static automation in which the drone carries out all the necessary decisions
required for the successful completion of the mission.

Civilian drones that are used by hobbyists are usually remotely controlled by their
operators. However, drones that are going to be used for the delivery of goods and
services are expected to adopt a human-on-the-loop control model, where, according
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Fig. 1. High-level architecture of a UAV system.

to Amazon’s proposal [Amazon 2015], one operator is going to be responsible for the
supervision of a set of dispatched drones at the same time.

2.2. UAV System Architecture

Civilian UAV systems consist of three main elements, that are the unmanned aircraft,
the ground control station (GCS), and the communication data link [Marshall et al.
2015]. Moreover, the aircraft consists of an airframe, a propulsion system, a flight
controller, a precision navigation system, and a sense-and-avoid system. Throughout
our survey, we only focus on the building blocks that are relevant to our analysis
and hence consider that the aircraft contains a flight controller, a set of sensors, and
actuators. Figure 1 provides a high-level architecture of a UAV system and its main
elements. In what follows, we give a brief overview of the main building components of
civilian UAVs.

2.2.1. Flight Controller. The flight controller is the central processing unit of the drone.
In addition to stabilizing the drone during its course, it reads the data provided by the
sensors, processes it into useful information, and, according to the type of control, either
relays this information to the GCS or feeds the actuator control units directly with the
updated state. The flight controller implements the communication interface with the
GCS. More precisely, commands from the GCS are processed by the flight controller,
which in turns affects the deployed actuators. Furthermore, the flight controller has a
number of transmitter channels associated with the telemetric signals it can send to
the GCS. The flight controller can have multiple sensors integrated onboard or commu-
nicate with an external sensor unit. The UAV system sensors include accelerometer,
gyroscope, magnetic orientation sensor, GPS module, and electro-optical or infrared
camera.
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2.2.2. Ground Control Station. A ground control station is an on-land facility that pro-
vides the capabilities for human operators to control and/or monitor UAVs during their
operations. GCSs vary in size according to the type and mission of the drone. In other
words, for recreational mini and micro drones, GCSs are small hand-held transmitters
used by hobbyists. For tactical and strategic drones, a large self-contained facility with
multiple workstations is employed as the GCS. A GCS communicates with the drone
through a wireless link to send commands and receive real-time data, thus creating a
virtual cockpit.

2.2.3. Data Links. The data link refers to the wireless link used to carry control infor-
mation between the drone and the GCS. The adopted communication link depends on
the UAV operation range. Drone missions are categorized according to their distance
from the GCS into Line-of-sight (LOS) missions, where control signals can be sent and
received via direct radio waves, and Beyond line-of-sight (BLOS) missions, where the
drone is controlled via satellite communications or a relaying aircraft that can be a
drone itself [Marshall et al. 2015].

3. CIVILIAN DRONES AND THE PARCELCOPTERS

The term “Parcelcopters” refers to the aerial drones that are used for the purpose of
delivering goods. Although delivery drones have not populated the north American
skies yet, pressure from giant companies such as Amazon, Google, and Facebook on
the FAA to clear their use is increasing. Meanwhile, in Germany, DHL is regularly
using parcelcopters to deliver medicine twice a day to the island of Juist, where drones
autonomously cover a distance of 12km [Moormann 2015]. In what follows, we give
examples of the various uses of civilian drones.

3.1. Uses of Civilian Drones: The Good, the Bad, and the Ugly

Once regulated and cleared for national airspace, civilian UAVs can be used in many
applications [Mohammed et al. 2014]. Most such applications are beneficial and are
intended to overcome obstacles introduced by the dependence on a number of factors
such as human availability and geographical, spatial, and temporal conditions. In
what follows, we introduce some of the existing and potential uses of civilian drones,
including those that are beneficial and those that are injurious.

—Internet access: UAVs can be used to provide Internet access to individuals in rural
areas that are not covered by conventional communication networks. Such proposals
have been addressed by Facebook’s Aquila solar-powered drone and by Google, which
has acquired Titan Aerospace, a prominent maker of UAVs. Following a similar
concept, low-tech decommissioned military drones are being planned for use as WiFi
hotspots by the Defense Advanced Research Projects Agency [News 2014] to serve
the U.S. troops in secluded field areas.

—Ambulance and medicinal services: Drones can be used to deliver medicine and emer-
gency response equipment to patients in areas that are hard to reach or require a long
time when traditional delivery methods are adopted. In addition to the DHL medic-
inal parcelcopter project [Moormann 2015] in Germany, an ambulance drone project
is proposed by Delft Technical University [T. U. Delft 2014], where an automated
external defibrillator is delivered in response to cardiac arrest calls.

—Cinematography and aerial photography: Drones are currently used by filmmakers
to approach aerial filming in ways that were not possible before, which enriches
the filming platform with new levels of creativity. They are also used by individual
photographers to capture pictures with a bird’s eye view [Rango et al. 2006]. Aerial
photography is popular for both recreational and business purposes.

ACM Transactions on Cyber-Physical Systems, Vol. 1, No. 2, Article 7, Publication date: November 2016.



7:6 R. Altawy and A. M. Youssef

—Natural disaster control: UAVs have been used in disaster control and assessments
since hurricane Katrina in 2005. Drones were deployed in affected areas that were
cut off and where the roads were blocked with fallen trees to assess the disaster
consequences and check the state of survivors.

—Construction, mining, and crop management: Drones can be customized and used to
perform specific tasks related to construction, mining, and agriculture. For example,
in agriculture, drones can be used to fertilize and water crops.

—Drug smuggling and prison breaks: Several cases have been reported where drones
were used to smuggle contraband drugs across the U.S-Mexico border [Valencia and
Martinez 2015]. Also, on several occasions, drones have been used to smuggle phones,
drugs, and cameras into prison facilities in the U.S. [Reich 2015].

—Targeted assassinations: Although there are no reported cases where drones were
used in assassinations among the civilian population, the concept is adopted in
military missions, and, thus, it can be adapted within the civilian airspace. More
precisely, while the acquisition of civilian drones with assault capabilities might be
hard, they can be used in a kamikaze style for targeted assassinations. This concept
has been demonstrated by the Israeli K1 suicide UAV [Eshel 2015] designed by the
Aeronautics Defense Systems company in Yavne.

Integration of UAVs into the national airspace is a key aspect of the FAA Next Gen-
eration Air Transportation System (NextGen) [FAA.gov 2015], which aims primarily to
accommodate emerging technologies in a safer and greener approach. Such an objective
can only be fulfilled by granting drones more access to the national airspace and ac-
ceptance by the air traffic controlling authority. To gain the required acceptance, UAVs
must demonstrate a sufficient level of safety and security. Indeed, such a demonstration
is only realizable on identification, analysis, and, finally, settling a number of entangled
and variably complex issues. An important challenging issue facing the drone integra-
tion process is how to control the airspace traffic. More precisely, when the airspace is
going to be shared between drones and manned aircraft, the whole air traffic control
system has to be redesigned in order to deal with the new and continuously variable
operational parameters introduced by the integration of drones. In what follows, we
highlight the air traffic control challenges associated by the wide introduction of UAVs
in the same controlled airspace used by manned aircraft.

3.2. FAA Regulations and Airspace Management

Unlike commercial passenger and cargo aircraft, civilian drones are regulated by the
FAA under special airworthiness categories [FAA.gov 2016]. Such categories include
aircraft that are operated by civilians and used for recreation, aerial and agricultural
surveying, weather control, and research and development. A special airworthiness
certificate is issued for an individual aircraft under one of eight categories depending
on the required purpose of operation. Such a certificate is usually valid for 1 year. Ad-
ditionally, the FAA requires the operator to attend a continuing airworthiness program
and a maintenance training program.

Although the operation of drones and manned aircraft is regulated by a different set
of rules, both are going to share the same airspace. Accordingly, air traffic control has to
be conducted in a different manner in order to accommodate the integration of drones
in the national airspace. All the air traffic communication, display, and information
processing facilities have to be updated to handles traffic of both manned aircraft and
drones. Also, air traffic controllers will be forced to interact with drones in ways that
differ from those used with manned aircraft. For example, they have to be able to
understand the actions of the drone without communication, manage traffic sequence,
and even order unexpected flight procedures to maintain safe operation. The impact of
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the added workload associated with managing both drones and manned aircraft on air
traffic controllers is unexplored. More precisely, how their situational awareness and
focus on airspace control are going to be affected is unknown. For that reason, NASA, in
collaboration with the FAA, has launched its UAV traffic management (UTM) platform
[Lozano 2016] as an initiative for an air traffic control system that manages both
low-flying drones and manned aircraft simultaneously. Just recently, NASA has put
its UTM system to the test by flying 24 different kinds of drones while simulating
the operation of dozens of manned aircraft into the same airspace. In addition to
the unknown consequences due to drones operation on air traffic controllers, in what
follows, we list some examples of the challenges facing air traffic control agencies:

—Restricted see-and-avoid capabilities: Drone operators usually have a restricted view
of airspace that is more evident when the drone is operating beyond line of site.
Indeed, spotting the surrounding aircraft is hard from a computer screen.

—Delayed responses to instructions: Unless operating fully autonomously, control of
the drone is solely dependent on control signals from the GCS. Accordingly, responses
of the drone to air traffic control requests are delayed because all communication
must be relayed through its operator in the GCS.

—Handling different sizes and speeds: Air traffic controllers must consider other fac-
tors when managing drone traffic. For example, light turbulence might affect small
drones. Also, more separation is required between slow drones and fast manned
aircraft.

—Extra workload on the operators: Operators have to be trained to efficiently handle
another graphical user interface in order to respond to air traffic control requests
while flying the drone in the same time.

The following section aims to investigate security and safety issues associated with
the operation of the UAV system. Moreover, we assess the proposed strategies that offer
solutions to some of the identified issues that can further help move the integration
process forward.

4. SECURITY AND SAFETY ASPECTS IN CIVILIAN DRONES

The idea of having drones in the national airspace raises serious safety concerns for
nearly the entire spectrum of society, which ranges from government facilities and
aviation authorities to regular individuals. As a requirement for the NextGen initiative
for integrating UAVs into the national airspace, drones are required to demonstrate
a practical resolution for a sense-and-avoid feature [Angelov 2012]. In fact, the FAA
regulation 14 CFR Part 91.113 states that drones must deploy an automated sense-
and-avoid intelligent system that provides safety levels equal to or even exceeding that
of manned aircraft. An example of proposals that offer a safer crashing scenario is
proposed in Ciarletta et al. [2016], where a safety parachuting system is dispatched at
the sense of drone termination that aids in minimizing the damage when a collision is
unavoidable. Nevertheless, the safety of UAVs remains an open issue.

In the case of civilian drones, functional safety [AlTawy and Youssef 2016] needs
cyber-physical security. For that reason, their safe incorporation into the national
airspace requires careful security analysis. Throughout the rest of the article, we con-
sider civilian drones that fall under the category that is required by the FAA for
registration. Such drones have capabilities and weight limits that enable their use
for malicious and harmful purposes. Moreover, we consider the UAV operator as the
individual in control of the GCS and, consequently, responsible for commanding the
drone though its flight course. Also, we define the secure operation of the UAV as such
operation that ensures the protection of the UAV system against cyber-physical threats
resulting from intentional or unintentional actions. Also, we define the safe operation of
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Fig. 2. Examples of cyber attacks that target the flight controller, ground control station, and the data link.

a UAV system as the operation that ensures the protection of the system’s surrounding
environment, including people, property, and other aircraft, from the unexpected con-
sequences of the operation of the drone. From a high-level perspective, safe operation
constitutes hazard avoidance and safe take-off and landing.

The design of a UAV system should incorporate mitigation techniques that address
the possible security threats. In what follows, we identify both the cyber and physical
threats and classify them based on their target UAV component.

4.1. Cyber-Physical Threats

Cyber-physical attacks are generally categorized according to the power of the adver-
sary [Chabukswar 2014] as follows:

—Revelation capabilities: refers to the power of the adversary to disclose the values of
real-time data. For example, an adversary listening to unencrypted wireless infor-
mation sent on the data link has such capabilities.

—Knowledge capability: denotes the ability of the attacker to gain a prior knowledge
of the system parameters. For instance, such capability is manifested in an attacker
that has gained access to the onboard flight controller by falsely being authenticated
as the legitimate GCS.

—Disruption capabilities: refer to the ability of the attacker to interrupt the regular
operation of the system.

Any attack carried out on UAVs requires one or more of the above capabilities. Figure 2
depicts examples of cyber attacks against different components of UAV systems. Most
of the identified cyber attacks on drones can potentially lead to taking control of or
crashing them. In what follows, we identify cyber attacks that target both the flight
controller and GCS and the communication data link.

ACM Transactions on Cyber-Physical Systems, Vol. 1, No. 2, Article 7, Publication date: November 2016.



Security, Privacy, and Safety Aspects of Civilian Drones: A Survey 7:9

4.1.1. Attacks on the Flight Controller and Ground Control Station. The operation of the flight
controller is solely dependent on the information received from the ground control sta-
tion via the data link and acquired by its sensors from the surrounding environment
[Mansfield et al. 2013]. Accordingly, attacks on both the flight controller and ground
control station that do not involve the data link are possible only if the attacker can
access and manipulate the internal system communication or can fabricate the sensed
physical properties in the surrounding environment. Due to the almost complete re-
liance of UAV operations on multiple inputs from the external environment, most of the
attacks commence by external malicious modification of such inputs. In what follows,
we identify attacks that target the onboard flight controller and GCS.

—Jamming or Spoofing the GPS Data. Navigation of UAVs depends on the GPS
signals received and processed by the onboard GPS receiver. GPS broadcasts are
freely accessible unencrypted and unauthenticated signals sent for civilian use. The
open nature of the GPS signals enables spoofing attacks [Wesson and Humphreys
2013] where fake signals can be generated and fed to the attacked UAV with the
aim of altering the geographical coordinates calculated by UAV’s GPS receiver. Also,
GPS signals can be easily jammed, thus cutting the external navigation feed to the
UAV, which renders the UAV to a disoriented state, which can eventually lead it into
crashing. GPS spoofing attacks on UAVs have been demonstrated in Kerns et al.
[2014], where a team from the University of Texas utilized a custom-made GPS
spoofing device located at about 0.3 mile from the UAV to generate a perfect replica
of the GPS signals and feed them to the drone. Unable to verify the authenticity of
the received signals, the drone started responding to the fake signals and was diving
directly in to the ground. Normal operation was restored when the manual operator
overrode the autonomous control mode. Authentication of GPS signals can offer a
solution for GPS spoofing but enforcing it by traditional cryptographic approaches
is a complex task and requires changes in the infrastructure of the satellite system.
Other proposals for detecting GPS spoofing suggest checking the GPS observables
that denote the signals’ traveling time and, consequently, can indicate how far away
the sources are [Wen et al. 2005]. Also, detecting sudden changes in signal power or
observables within a tolerable range may be an indicator of the start of a spoofing
attack. In addition to the common method of GPS spoofing that utilize a GPS signal
generator to produce a counterfeit replica of the original one, GPS spoofing can
also be achieved by embedding GPS malware in the GPS receiver to produce a
location that differs from the one calculated from the received satellites signals.
A solution to overcome the consequences of jamming the GPS signals is to adopt
an alternative navigation methods. For example, in Wu et al. [2013], a vision and
inertial navigation system is proposed to enable autonomous navigation when no
GPS signals are received by the drone.

—Jamming or Spoofing the UAV Transmissions. It is expected that civilian drones
will be equipped with an Automatic Dependent Surveillance-Broadcast (ADS-B)-
like system that broadcasts the position and velocity of the aircraft every second to
avoid collision with other manned or unmanned aircraft. Similarly to GPS signals
and because the intended receivers cannot be predetermined, ADS-B signals are
unencrypted and unauthenticated [McCallie et al. 2011]. Such signals can be easily
jammed or replaced by fake ones, leading the drone into an imminent collision due
to the inability to detect or verify the ADS-B warning. Also, spoofing ADS-B signals
can be used instead of GPS spoofing to take control of the aircraft. More precisely,
an attacker can continuously feed the UAV with malicious ADS-B signals to trick it
into diverting its course in order to avoid collisions and ultimately directing it to the
desired territory. Such false signal injection attacks were studied in McCallie et al.
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[2011] where experiments with a cheap antenna resulted in the aircraft concluding
that a midair collision was unavoidable. These attacks can be avoided in manned
airplanes because a pilot can visually verify, on a radar system, the proximity of
other aircraft and whether they are on a collision course. Other UAV signals include
the telemetric data and video feeds sent to the ground control station. Spoofing such
signals can directly influence the operator commands, which can possibly result in
a drone crash. Verifying the authenticity of the drone signals by the GCS can be
achieved using Message Authentication Code (MAC) schemes [Menezes et al. 1996].
Also, secure distance bounding protocols [Boureanu et al. 2014] may be used to
determine the proximity of the source of the received signals and compare it to the
last known location of the UAV.

—Manipulating the Captured Footage. Autonomous low-altitude UAVs rely on the
video captured by their cameras for navigation and collision avoidance. Normally,
the process starts by the flight controller requesting the captured video from the
kernel of the operating system of the flight controller computer by issuing a system
call [Deligne 2012]. An attacker who has knowledge of the system parameters and is
able to gain access to the flight controller can intercept the system calls issued to the
kernel and replace the genuine footage with a fabricated one. A direct consequence of
this attack is the hijacking of the drone by intentionally landing it at a location other
than the originally intended one. This attack can be coupled with a GPS spoofing
attack to completely take control of an autonomous or even a human-operated drone.

—Injecting Falsified Sensor Data. The goal of this attack is to destabilize the UAV
by compromising a set of sensors through injecting fabricated readings in the flight
controller [Mo and Sinopoli 2010], thus undermining the secure control [Alvaro A.
Cardenas 2008] of the drone. All externally influenced sensors such as radar, in-
frared, and electro-optical sensors can be manipulated. As part of electronic warfare
[Robinson et al. 2015], directed energy can be used to control the electromagnetic
spectrum, which is not limited to radio and radar frequencies but also includes in-
frared, visible, and ultraviolet signals. A demonstration where an external source of
audio energy was used to alter the output of a UAV Microelectromechanical gyro-
scope by interfering with its resonance frequency was performed in Son et al. [2015],
which led the drone to lose control and crash. Moreover, assuming an attacker with
capabilities that enable access to the onboard flight controller procedures, sensors
relying on an onboard reference such as the barometer and gyroscope can also be
attacked by altering their reported values when requested through system calls by
the onboard flight controller.

—Malicious Hardware/Software. Both the flight controller and ground control unit
are vulnerable to hardware and software trojans. Such trojans can be either discretely
designed in the system or transferred to it. A discovered instance of a software trojan
was demonstrated in 2011 when the exposure of the ground control unit in the Creech
U.S. Air Force base to a keylogging virus was revealed [Hartmann and Steup 2013].
The software backdoor was discovered on the computers in the base even though
they are not used on the Internet. The keylogger tracked keyboard strokes made
by UAV operators to manage the drone fleet over Iraq and Afghanistan. Although
there were no reported consequences of the incident, possible ones range from loss
of sensitive data to loss of control of the concerned UAVs. An example of a virus that
infects civilian drones is a software known as Maldrone [Paganini 2015a], which, once
installed on the drone, enables the attacker to take control of the UAV. The malware
opens a backdoored connection with its botmaster to receive its commands. Maldrone
then acts as a proxy for the drone’s flight controller and sensor communications, thus
enabling the injection of the desired values for both communications. In other words,
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Maldrone can be used to land any infected drone at the location chosen by the
attacker.

On the other hand, hardware trojans can be intentionally designed into the UAV’s
chips to disable some security mechanisms and, when triggered, can have catas-
trophic consequences. An example of such a backdoor is the Actel ProASIC chip
[Casals et al. 2013] in the new Boeing 787 passenger jet that was designed to allow
the chip to be accessed through the Internet. This trojan was discovered by two Cam-
bridge security experts, and it allows passengers using the entertainment system in
the aircraft to take over the avionics and control the aircraft. Such trojans can be
mitigated by managing the security of the supply chain [Waller et al. 2008] to avoid
the use of corrupted components that grants financially capable criminal groups or
adversarial nations physical access to the hardware used in the drone.

—Attacking the Mission Assignment System. Companies such as Amazon are plan-
ning to employ a low-altitude flying fleet of drones in their Prime Air service [Amazon
2015]. As stated in their proposal, the deployed UAV fleet will consist of a multitude
of drones with different cargo weight limits to cope with various packages. Such a
delivery system is going to rely on an effective dispatching backbone system [Bethke
et al. 2008] to efficiently assign different packages to the right drones that can
support the assigned packages and endure the required flight time to destinations.
Attacking the dispatching system software so it does not follow the right logic in the
assignments of packages to drones can bring down the whole system and possibly
lead to loss of the drones and/or other financial losses. Particularly, if, for example,
a low-endurance drone was assigned to deliver a package to a destination that re-
quires flight time more than it can endure, both the drone and possibly its payload
will land or even crash somewhere where it is not supposed to. Another possible
motivation for a third party for breaking into the GCS network can be the desire to
collect customers’ personal information.

4.1.2. Attacks on the Data Link. An important class of attacks is the one aiming to violate
the confidentiality and integrity of the communication between the UAV and the ground
control station on the data link. Usually, sophisticated attacks aiming to take control
of the drone combine one or more of the presented attacks on both the flight controller
and the data link. For example, the Iranian acquisition cyber attack carried out on
the U.S. Lockheed Martin RQ-170 Sentinel drone allegedly started by attacking the
communication on the data link and then carried on with an attack on the flight
controller by spoofing the GPS signals. In what follows, we list the possible attacks on
the data link.

—Unauthorized Disclosure of Communication. Information exchanged between
the UAV and GCS include the telemetry feeds and GCS issued commands. Such
information must be protected against unauthorized disclosure when intercepted. A
reported example of such attacks is the passive interception attack that was carried
out on the U.S. Reapers and Predators drone fleet operating in Iraq. During this
attack, the captured live video feeds sent by the UAVs to the GCS were intercepted by
Iraqi militants [Hartmann and Steup 2013], who used a cheap off-the-shelf product
called SkyGrabber, which is mainly used to capture satellite feeds of music and
TV. The attack was possible because encryption of the video feeds was disabled
for performance reasons. In the context of civilian drones, experiments carried out
on an AR drone Parrot quadcopter [Krajnı́k et al. 2011] have shown that the data
link communication is not encrypted [Deligne 2012] and, hence, interception attacks
are also valid. Given that only GCS is the entity receiving information from the
drone, key management will not be complicated in the context of civilian drones.
Accordingly, authenticated encryption [Bellare and Namprempre 2000] is the first
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step in guaranteeing the confidentiality and integrity of the exchanged data on the
communication link.

—GCS Control Signals Jamming. An adversary who is trying to take control of the
drone will first attempt to disable the reception of control signals from the ground
control by the drone. The loss of control signals forces the aircraft to go into a lost
link state. Drones are often designed to enable their operators to upload a lost link
protocol [Marshall et al. 2015], where, once the ground control communication is lost
for a specific period of time, the drone is supposed to follow a fail-safe autonomous
procedure that can, for example, instruct the UAV to return to its base. However,
this fail-safe protocol assumes that the lost link state is the result of a malfunction
in the data link and that the drone is able to navigate itself autonomously using
GPS signals to return to its base. Usually, this is not the case if the drone is under
attack, because the adversary is also likely to jam the GPS signals as well, which
leads the UAV to fly aimlessly with no control. A case when the fail-safe protocol
did not function as predicted was shown in 2010 when the military Fire Scout un-
manned helicopter wandered into the no-fly-zone of the U.S. capital in Washington,
DC [Wesson and Humphreys 2013]. The drone had lost communication with the
ground control station, and its control system failed due to a software glitch, which
inhibited its ability to autonomously navigate itself to its home base. After half an
hour, the operators were able to re-established control over the helicopter by shifting
the operation to another ground control station, thus landing it safely at its home
base.

—Denial of Service. One of the main functional requirements of parcelcopters is
the delivery of goods and services. Also, such drones would probably belong to the
mini drone category and are planned to fly below 200ft with a relatively short flight
endurance. A denial-of-service attack can be launched on such small drones given
that the adversary can access the flight controller parameters and therefore is able
to disrupt the UAV system. In other words, such an attacker is able to manipulate
the flight control commands, including the shutdown command, which can be ille-
gitimately invoked while the drone is in operation. Moreover, because some models
of this category of drones are relatively small, they encompass moderately powered
processors. Accordingly, flooding their network cards with random commands via the
data link can force such drones to go into an unexpected state and possibly halt their
operation.

—GCS Control Signals Spoofing. Injecting false wireless control commands using
the data link can be accomplished by a man-in-the-middle attack. During this attack,
the adversary blocks the legitimate communication between the UAV and the ground
control station and begins commanding the drone herself. A covert wireless injection
is also possible if the adversary acts in both directions to trick both the drone and
the ground control into believing they are communicating with each other. In other
words, the attacker intercepts the genuine commands generated by the ground con-
trol station, sends her desired instructions to the drone, and then communicates the
expected responses to the ground control. Confidentiality, integrity, and authenti-
cation mechanisms can be used to mitigate such attacks but they are not usually
implemented in mini UAVs, as has been shown in Deligne [2012]. Also, since the
GCS is usually stationary, location-based authentication [Denning and MacDoran
1996] can be used by the drone to determine the origin of the received control signals
and, accordingly, possibly detect spoofed signals.

Software such as SkyJack [Crook 2013] can be installed on a malicious drone that
takes a predator role to take control of civilian WiFi operated drones. In this case,
the predator drone flies setting its WiFi card on monitor mode and sniffs for wireless
communications between drones and their operators by scanning for certain MAC
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addresses published by specific drone companies. Then, SkyJack forcefully deau-
thenticates the operators from their perspective drones and, finally, authenticates
itself as a new operator for the drone, thus having the drone under its control. The
SkyJack software has been updated by adding a malicious firewall feature so the
original operator cannot regain control of its own drone.

4.2. Physical Challenges and Vulnerabilities

Civilian drones, and particularly if operating within the perimeter of metropolitan
areas, are expected to fly at a low altitude. Other than the cyber attacks investigated
above, such drones are vulnerable to a multitude of physical threats that can complicate
their operation and further prevent the accomplishment of their missions. This section
presents some of the possible physical threats that face the integration of civilian UAVs
in the low-altitude airspace.

—Theft and Vandalism. Drones flying at a visual distance are attractive targets for
vandalism and theft, which can be accomplished using various methods that vary
from using a simple dart gun to an anti-drone rifle [Hodgkins 2015]. Specifically, anti-
drone rifles are being used by the police for catching snoopy drones and are likely to
be available to regular civilians in the near future. Such rifles are designed to disable
drones within a distance of 1300ft, without damaging them, using radio pulses that
disrupt the data link communication and in turn force the drone to execute the
fail-safe protocol, which makes the drone hover near the ground as it prepares to
land. Another technique that can be used to sabotage drones is to infect them with a
software virus such as Maldrone [Paganini 2015a]. On the other hand, to protect the
delivered goods from being stolen, the legitimate recipient can authenticate herself to
the drone using information supplied by the operating company through an auxiliary
channel (e.g., through the use of Short Message Service (SMS)) so the drone can
release the delivered parcel. Such a mechanism does not prevent a determined thief
from stealing the whole drone but we argue that, since the goods being delivered are
lighter and easier to hide, they will be more attractive targets in this context.

A different approach for grounding drones is the adoption of hostile drones. Such
a drone acts as a predator UAV that can be built by attaching a fishing net to it to
physically catch other drones. This approach has been demonstrated by the Japanese
police to catch drones in response to the incident where a drone carrying a small
amount of radioactive sand was landed on the roof of the Japanese prime minister’s
home. An electronic immobilizer can also be used to reduce the attractiveness of
stealing drones. Such an immobilizer should only allow the starting of the drone
engine when it is physically present at or near the GCS. While the idea is adopted
in cars using ignition keys or key fobs, the drone immobilizer can rely on location-
based information broadcasted by their respective GCSs to activate the aircraft.
Accordingly, stolen drones shall remain useless to novice adversaries.

—Weather and Civic Challenges. Deploying a fleet of mini drones for the purpose
of delivery of goods requires that these drones overcome a number of physical chal-
lenges. Different weather conditions and the drone’s ability to maneuver and nav-
igate itself through different kinds of objects are important examples of such chal-
lenges. The effect of weather conditions on a drone is similar to that on a manned
aircraft as it depends on the size, design, and power of the aircraft. The effect of
some weather conditions depends on the flight time that the drone is going to en-
dure in such conditions. As with manned aircraft, harsh weather conditions, such
as thunderstorms, turbulence, or freezing rain, can be a critical factor during flights
and may ultimately cause accidents. Mini drones are more vulnerable to such condi-
tions, including extremely low or high temperatures. Parcelcopters are lightweight
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and moderately powered, which suggests that they are going to be exceptionally
vulnerable to crashes. Also, such weather conditions can be detrimental to cyber
performance, which can be manifested in GPS outage or lost link state. Examples
of weather-related incidents in strategic drones include the loss of a Predator UAV
in Afghanistan due to an ice storm and the loss of NASA’s Helios experimental UAV
due to air turbulence [NASA 2013].

Another challenge facing civilian drones is their need to avoid colliding with differ-
ent civic constituents such as trees, electric cables, and buildings. Such drones must
possess a minimum level of situational awareness and artificial intelligence (AI)
capabilities in order to deal with different situations. For example, it is reasonable
to think that a firefighting drone might get entangled in heavy tree bushes while
attempting its operation procedures. However, approaches that enable the drone to
free itself from this situation remain unclear.

—Friendly Drones Collision. Having multiple fleets with many drones belonging to
the same fleet operating together at the same time can certainly raise the chances of
friendly unintentional collisions. Sense-and-avoid mechanisms [Angelov 2012] must
be enforced among UAVs flying at low altitude within the national airspace. How-
ever, such mechanisms alone do not necessarily imply collision avoidance. In fact,
they might be abused to launch a denial-of-service attack by flying another drone
close by and forcing the parcelcopter to go in loops until its battery is drained. For that
reason, a complementary inter-drone communication protocol is essential between
friendly drones in order to better determine the best course to follow in such sce-
narios. Also, in addition to the (ADS-B)-like system, adopting mechanisms similar
to manned aircraft where most midair collisions are mitigated by relying on on-
board navigational systems, such as the Traffic Collision Avoidance System (TCAS)
transceiver can be beneficial. TCAS communicates with corresponding transceivers
from neighboring aircraft and warns pilots of their presence when they pose a threat
of midair collision.

Other threats include software or hardware malfunctioning that can affect any
component of the UAV system. Faulty sensor readings can be endured by adopting
a fault-tolerant control system that allows the degradation of control by adopting
fewer sensor configurations to achieve the desired functionality [Zhai et al. 2010].
Based on the possible cyber threats and physical vulnerabilities, in what follows, we
identify the security properties required from a UAV system and give a brief outline
of a security architecture that provides various security services to meet the overall
security requirements.

4.3. Security Requirements

In this section, we provide the security features required from a UAV system in order to
protect the confidentiality and integrity of its acquired and communicated information
and to ensure its ability to adhere to its operational requirements. Securing the infor-
mation of the system refers to protecting it from disclosure, disruption, modification,
and destruction. According to the FAA [George 2015], security requirements can be
derived based on the perspective of the stakeholders, which include the FAA, agencies
for national security, aviation authorities, UAV operators and manufacturers, users of
the national airspace, society, and privacy advocates.

For a secure UAV operation, we identify the following security requirements:

—Authorized access: The UAV system must provide means to ensure that only autho-
rized operators are granted access to its resources including both the ground control
station and the aircraft. More precisely, authentication mechanisms and mandatory
access control policies must be implemented to mitigate unauthorized personnel from
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accessing the GCS and, consequently, commanding the vehicle in a malicious man-
ner. Also, continuous mutual authentication between the operator and the UAV is
essential during their communication. Authentication mechanisms may incorporate
operation-specific distance bounding protocols [Boureanu et al. 2014] to further au-
thenticate the distance between the communicating entities. Such a measure can
reduce the success of spoofing attacks where the spoofer is unlikely to be at close
proximity to the impersonated party.

—Availability: All the elements of the UAV system should be guaranteed to perform
their required functions under defined spatial and temporal circumstances such
that the system sustains its availability without disruption during its operational
period. For instance, the UAV must adopt measures such as anomaly-based intrusion
detection systems [Han et al. 2014] to distinguish normal communications from those
resulting from denial-of-service attacks. Additionally, the utilization of alternative
operational procedures such as using different set of sensors to crosscheck readings
can allow the flight control system to tolerate specific components malfunctioning
or alteration. Also, managing the patching and updating processes in a way that
does not compromise the availability of the UAV system during its operation is of
paramount importance.

—Information confidentiality: The UAV system should employ mechanisms to mit-
igate unauthorized disclosure of the telemetric and control information. Different
encryption standards such as AES [Daemen and Rijmen 2013] can be used for en-
cryption of the data link.

—Information integrity: The UAV system should be able to ensure that the telemet-
ric information and the GPS and control signals are genuine and have not been
intentionally or unintentionally altered. Authenticated encryption cryptographic
primitives may be used to ensure both the integrity and confidentiality of such
information.

—System integrity: The UAV system should be able to guarantee the authenticity of
its software and hardware components. Techniques from trusted computing such as
memory curtaining, sealed storage, and remote attestation can be used to ensure the
authenticity of the system’s firmware and sensitive data [Dietrich and Winter 2009].
The deployment of intrusion detection systems, antivirus software, firewalls, and
strict policies regarding the use of external storage media can aid in the detection
and prevention of malware. Also, regular side-channel analysis, including timing and
power analysis, may be used for the detection of the activation of hardware trojans
[Tehranipoor and Koushanfar 2010] because such trojans usually alter the system’s
parametric characteristics such as its expected performance and power consumption.

—Accountability of actions: The UAV system should employ mechanisms that en-
force non-repudiation to ensure that operators are held responsible for their actions.
Digital signature algorithms may be used to both authenticate the operators and
to bind them to an issued action. Moreover, logging procedures that are used to
chronologically track the sequence of actions and changes in the system should be
implemented.

Figure 3 summarizes the identified security threats against UAVs, the corresponding
violated security properties, and possible mitigation techniques.

A UAV-distributed security architecture [Wolf 2009] is a structured collaboration be-
tween sets of security services implemented on various components of the UAV system
to provide the overall security functionality. These services defend against and detect
identified and previously unknown threats. Such an architecture categorizes security
services based on how they are implemented or on which components of the UAV sys-
tem they protect such that, when these services are utilized, they enable the UAV
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Fig. 3. Cyber and physical security threats against UAV systems (IDS: Intrusion Detection System).

Fig. 4. Proposed security architecture for UAV systems.

system to meet the overall security requirements. Inspired by Brown et al. [2015], we
present a three-layer architecture of security services, which is depicted in Figure 4.
These services include software-based services, hardware-based services, and phys-
ical security services. The physical security services protect the physical operating
components such as control modules, busses, and computer systems from intentional
and accidental damage. These services include securely managing the UAV systems
supply chain, using tamper-protected devices, and running trojan detection tests.
Hardware-based security services are used to provide fast cryptographic performance
and other efficient solutions to spoofing attacks such as the use of redundant or al-
ternative sets of sensors, and the utilization of GPS receivers with multiple antennas.

ACM Transactions on Cyber-Physical Systems, Vol. 1, No. 2, Article 7, Publication date: November 2016.



Security, Privacy, and Safety Aspects of Civilian Drones: A Survey 7:17

Software-based solutions work on top of hardware solutions to provide a wide range of
security services such as anti-malware, access authorization to the systems resources,
software isolation for secure updates, firewall and intrusion detection systems, and
defenses against the fabrication of sensors readings.

It is crucial when adopting security solutions to investigate the effect of the solution
implementation on the functionality and performance of the UAV system. Most of the
identified security solutions implicitly assume that the processing and transfer of the
secured information require no time. Accordingly, the dynamics of the adopted security
mechanism are assumed to have no effect on the behavior of the UAV system. However,
computation and communication introduce delays; consequently, it is important to
investigate the effect of adopting different security models on the real-time constraints
required for the safe functionality of the UAV system.

The impact of implementing various security features such as the effect of adding
cryptographic primitives on the performance of civilian drones is not well documented
in the literature. However, one can expect that slight delays associated with encryption
can be tolerated by the UAV system because the civilian operation environment is not
as critical as the military environment. As indicated in an unclassified report published
by the Dutch ministry of defense (cf. Table 4 in de Vries [2005]), encryption constitutes
only 0.24% of the maximum allowable delay [Kim et al. 2003] to maintain stable control
of the UAV system. Also, unlike resource-constrained systems such as those that employ
Radio Frequency Identification (RFID) technology, and nano and micro drones, civilian
drones that are covered by this survey can accommodate cryptographic algorithms that
require reasonable chip area, computational, and memory requirements.

Practically, the cryptographic primitives required for establishing secure channels
between the UAV and GCS include symmetric block or stream ciphers, hash functions,
and MACs, all of which are very fast and are often hardware accelerated. Also, sym-
metric ciphers and hash functions have almost no overhead on the communication
bandwidth. More precisely, for symmetric ciphers, the ciphertext size is equal to the
plaintext size, and hash functions compress the input message to a fixed size output,
which usually varies between 128 to 512 bits, so unless the input message size is less
than that of the hash function’s output, there is no communication overhead. MACs
generate fixed size tags (usually between 128 to 512 bits in size) that are transmitted
along with the authenticated messages, and the overhead of the tag is inversely pro-
portional to the size of the authenticated message. Establishing secure channels also
requires public key infrastructure where elliptic curve cryptography solutions can be
used instead of RSA because they work with shorter keys and, hence, for the same se-
curity level, they require less computation for key generation and signature operations.
While public key cryptography is characterized by its slow running time, it is often used
during the initial session setup stage and infrequently afterwards, which suggests its
limited overhead on the communication bandwidth. Cryptographic performance bench-
marks of various processors are available in Bench.crypto [2016]. For example, one of
the most popular civilian drones is Parrot’s AR Drone 2.0, which runs a 1GHz 32-bit
ARM cortex A8 processor and has a 1GB DDR2 RAM. Encrypting long messages on this
ARM CPU using AES-128 operating in cipher block chaining mode has a throughput of
32,702.46KB/s. Also, SHA1 compresses an average of 84,317.03KB/s and for an ECDSA
signature scheme, using the standard NIST B-163 elliptic curve, generating a key pair,
signing, and signature verification requires an average of 3.6138ms, 3.775.4ms, and
7.2332ms, respectively [Bench.crypto 2016]. Although it is not used as frequent as
symmetric key algorithms during communications, public key algorithms are compu-
tationally expensive and would introduce substantial delays that may be unacceptable
to safely control the drone. Accordingly, it is important that a dedicated cryptoprocessor
is utilized to carry out such computationally expensive operations. It should also be
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noted that parcelcopters and other task specific drones are expected to be equipped
with more advanced processors where, if cryptographic primitives are implemented
efficiently, they would have minimal impact on their resource requirements. However,
the expected impact on the performance and functionality of the drone is dependent on
the criticality of the mission and the tolerability of the UAV control system.

5. PRIVACY ISSUES RELATED TO CIVILIAN DRONES

An important concern about civilian drones is the ease of their use in violating personal
privacy and the difficulty of capturing the intruding ones. UAVs possess a unique range
of agile access techniques that distinguish them from other privacy-infiltrating devices.
In fact, currently, drones with high-precision cameras can be remotely controlled to
perform surveillance tasks with better accuracy and maneuverability than mounting
static cameras. The use of drones in surveillance has been acknowledged by the FBI
director Robert Mueller in 2013 [Cratty 2013]. An FBI-issued report stated that the
agency has no knowledge about any guidelines related to using drones in surveillance
and that they try to keep their use to a minimum. The Fourth Amendment of the
U.S. Constitution is consistent in protecting the privacy of people. However, it does not
define precisely the scope of such privacy [Legal Information Institute 2016].

5.1. Drones and the Harvesting of Information and Resources

Building a profile of a person’s behavior and preferences can be a profitable business,
as it is hugely valuable to marketers. One can often notice this concept on the web in
the form of targeted advertisement based on individual browsing history. Despite being
unconsciously tolerated by many, such monitoring in the real world is unlikely to be
tolerated. Drones are certainly going to be deployed to gather data about our lifestyles
and interests as a part of the physical targeted market scan. With the added feature of
visual evidence, the information gathered by drones is expected to be more valuable to
marketing entities than that collected online by a botnet [Rosen 2013]. In fact, given
that both online and physical behaviors are concurrently watched without people even
noticing, one can expect that a nearly complete picture of a person’s movements, social
circle, and preferences can be reconstructed. In what follows, we give examples of
drones used maliciously to harvest information and resources.

—Snoopy. Malicious software [Gittleson 2014] can be installed on a drone to harvest
personal information and to track and profile individuals using wireless localization
of their WiFi-enabled smart phones. Snoopy can also sniff RFID, Bluetooth, and
IEEE 802.15. A Snoopy-equipped drone exploits the WiFi feature of smart phones
that makes them always look for a network to join, including previously known
networks. The software first picks a given signal emitted by the victim’s phone and
identifies a network that is already known and trusted by the device. Then, Snoopy
impersonates the identified network to trick the smart phone into joining it. After
this, Snoopy can collect all the information entered while on this disguised network,
including the MAC address of the smart phone, which can be used to later track the
phone in real time.

—SkyNet. This is a stealth network [Reed et al. 2011] that uses drones to forcefully
recruit and command host computers for a botmaster. The drones are used to scan
a given area and compromise home WiFi networks and eventually the connected
computers. Afterwards, the drones are regularly used to issue the botmaster’s com-
mands for the compromised computers. SkyNet exploits the weak security nature of
personal networks, which are considered the most unsecured networks on the Inter-
net. Such networks usually include unpatched machines, and they do not implement
auditing features and are known for their poor wireless security and bad password
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choices. Once the home computers are compromised, the botmaster can access per-
sonal files and acquire sensitive account credentials. SkyNet toughens the botnet
through bypassing the use of the Internet for communicating with the host bots,
thus avoiding known security mechanisms such as firewalls and intrusion detection
systems.

—IoT drone: In Paganini [2015b], a drone that can communicate with smart devices
[Won et al. 2015], including smart appliances and smart lighting, using ZigBee on
the Internet of Things (IoT) is proposed. The drone is stocked with multiple ZigBee
radios for interacting with devices using the same protocol. An IoT drone is also
equipped with a GPS functionality to determine the location of each device. The
drone is fully autonomous and operates by capturing and recording the locations and
information of all smart devices within a range of 330ft. The collection of information
about the type and possibly usage status of devices in individuals’ homes can be used
to predict their living standards and the times where they are out of their homes.
Such information not only violates the privacy of the affected persons but also can
be used for theft and vandalism purposes.

5.2. Defense Approaches against Intruding Drones

As a response for the malicious use of drones for surveillance, information, and re-
source harvesting, several proposals and products have emerged to defend against the
presence of drones in a given airspace. Most of the techniques used to steal or damage
drones (discussed in Section 4) can also be used for protection against them. In what
follows, we provide an overview of other proposals that offer a more forgiving solution.

—Access policies: Currently, some drone manufacturers include a list of no-fly GPS coor-
dinates that cover sensitive areas such as airports, stadiums, and government facil-
ities. New entries to this no-fly list are included in the drone’s mandatory firmware
update. Also, regular individuals can register their home address in the NoFly-
Zone database [NoFlyZone 2016], which is used by various drone manufacturers
as a source for their no-fly lists. Similarly, in Vaidya and Sherr [2015], a location
access-control framework is proposed, which allows individuals to determine rules
regarding the operation of drones in their specified geographical areas. For exam-
ple, homeowners can specify the desired access policy for their controlled airspace
including keep-away distances for each day/time of the week. Their home wireless
access point periodically broadcasts the chosen access policy using the home WiFi as
a beacon. Passing drones listen to policies from neighboring WiFi beacons and ver-
ifies that its location and the rest of its route does not violate the advertised access
policies. However, there is no definite way to ensure that obeying this policy can be
enforced and that all drones will be programmed to apply it. Furthermore, intruders
are unlikely to buy such privacy-abiding drones.

—Drone tracking: Techniques that fall under this category aim to detect and possibly
track drones within a given perimeter and then alert the owner of the tracking sys-
tem. Systems such as the Nippon Electric Company surveillance system [Williams
2015] employ a combination of different acoustic and thermal sensors, infrared cam-
eras, and radio communication detectors to sense the presence of an intruding drone
byits sound, shape, or communication with its operator. Once identified, triangu-
lation is used to determine the location of the drone, and further actions, such as
dropping or acquiring the drone, are determined by the owner of the tracking system.

6. FUTURE RESEARCH DIRECTIONS

With all the security, safety, and privacy risks associated with deploying civilian drones
in the national airspace, a comprehensive solution that integrates important features
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for their safe operation is required. Some of these solutions are proposed in the litera-
ture such as privacy preserving and collision avoidance approaches. However, because
the field of cyber-physical security in civilian UAVs is relatively new, as the security
community is just starting to identify its emerging threat spectrum, some areas are left
untouched or barely looked at. For example, a promising research direction is to ven-
ture the application of formal verification techniques on the adopted security solutions
so engineers can formally prove that they satisfy the identified security requirements
simultaneously and, at the same time, do not compromise any of the UAV’s safety mea-
sures. In what follows, we identify some challenging areas in the hope of having our
discussion serve as first steps for possible research avenues.

6.1. UAV Forensic Investigations

For UAVs, security incidents include invasion of privacy, flying over controlled airspace,
crashing, and, consequently, damaging property and possibly injuring or killing people.
Trying to catch the operator of an unregistered violating drone is nearly impossible, if
the drone was not physically caught, due to the lack of evidence. Even if one catches a
crashing unregistered drone, the process of extracting evidence from the aircraft that
can lead to its operator is not clear. Particularly, because while drones encompass a mul-
titude of sensors for different events, not all of them carry logging capabilities. In some
drones, the captured sensor values are transferred to the ground control station where
logs can be kept. Additionally, the main part of data related to the flight course is likely
to reside in a random access memory that makes it very hard to recover once power
has been shut off. Accordingly, reconstructing the actions of the drone before it crashed
and probing the sensors for their captured events and the GPS for locations remains
an essentially open problem. One can predict that civilian drones will be equipped
with event data recorders that record a wide variety of information about the drone’s
subsystems and flight course, which can be used for diagnostic purposes. However, the
protection of the authenticity and integrity of the recorded and stored data is not a
simple task and may be considered an open problem as well. Additionally, the adoption
of electronic license plates that wirelessly broadcast drone identification information
can be used so law enforcement representatives can remotely extract such information
from violating drones. Also, to uniquely identify drones, device fingerprinting using
wireless communication where persistent device features are used to generate device-
specific signatures [Xu et al. 2016] can be employed. Device fingerprinting can also be
used for authenticating drones to their respective GCSs.

Previous work in the area of forensic investigation includes a practical implemen-
tation of an investigative tool by Kovar [2015] that was used to retrieve partial GPS
coordinates and the purchase account information from the configuration file of a DJI
Phantom 2 quadcopter. During this analysis, the launch location of the drone and the
shipping address used when the drone was bought from the manufacturer were identi-
fied. Another demonstration has been shown by Horsman [2016], where the challenges
of evidence extraction were identified and an analysis of the onboard flight data and
ground controllers was presented.

6.2. Intrusion Detection

An intrusion detection system (IDS) is deployed to monitor the incoming communi-
cation and perform some intelligent analysis based on either anomaly or signature
identification. An anomaly-based IDS contrasts the protected system behavior against
an established pattern for the normal behavior of the system. Such a pattern is often
constructed by the IDS during a training phase. On the contrary, a signature-based
IDS identifies malicious behavior if a known threat signature is stored in its database.
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In computer systems, the two types of IDSs are usually deployed for intrusion detection
due to the fact that each of them detects different forms of intrusion. In UAVs, intrusion
detection should be an integral part of the AI approach embedded in the flight con-
troller. Indeed, cyber attacks, especially those aiming for hostile takeover [Dulo 2015],
would definitely cause the aircraft to deviate unexpectedly from its intended behavior.
On detection of such unexpected behavior, a drone under attack should follow a fail-
loud strategy where it alerts the operator with the intrusion using an auxiliary channel
in the case where its communication may be jammed. Also, the majority of external
communications should be shut down, including the GPS, and autonomous navigation
may rely on other sensors. An example of a non-GPS-relyiant navigation system has
been proposed by Wu et al. [2013], where a vision-aided inertial navigation system
employing vision sensors and measurements from the aircraft’s inertial measurement
unit are used to bound how far and in which direction the drone has drifted from the
last known location.

There are only a few works covering the area of intrusion detection in UAVs. Existing
proposals include the work done by Mitchell and Chen [2014], which provides the
details of an adaptive IDS that detects deviations with various degrees from a set
of seven specified behavioral rules. Another IDS has been presented by Birnbaum
et al. [2014], where they proposed a system that monitors both the avionics and flight
controller, and, using the recursive least-squares method, the IDS is able to estimate
immediate values of the system parameters and detect deviations from their expected
values. Birnbaum et al. [2015] proposed an IDS, based on behavior profiling, that is
capable of alerting the operator of unplanned flight deviations that may indicate either
a cyber attack, spoofed sensor, or malfunctioning.

6.3. Drone Fleet Communication

Avoiding midair collisions among friendly drones is essential for guaranteeing the
safe operation of civilian UAVs in the national airspace. In addition to the adapta-
tion of ADS-B and TCAS systems for drones, inter-drone communication is even more
beneficial for safe operation, as it enforces collaboration among UAVs. While combat
drones have the ability to communicate sensor parameters and video feeds among each
other, the technology is not deployed among mini drones. For modeling a fleet of friendly
drones that need to communicate when they encounter each other, a Flying Ad hoc Net-
work (FANET) model is proposed in Bekmezci et al. [2013] and Lilien et al. [2014]. Due
to the highly dynamic and mobile nature of the UAVs operation, FANETs suffer from
frequent inter-node link outages and traffic loss. Also, FANETs are highly susceptible to
many attacks that target ad hoc networks. Therefore, efficient methods for establishing
secure communications between drones within a fleet remains an open problem.

According to Amazon’s proposal, parcelcopters are going to be operated below 400ft,
which is an uncontrolled part of the national airspace. However, an air traffic con-
trol system may be deployed once multiple fleets occupy this part of the airspace. A
communication protocol similar to the Internet-Protocol-based Aeronautical Telecom-
munication Network (IP ATN) protocol may be required (IP ATN is utilized in the civil
aviation system to communicate voice and textamong pilots, air traffic controllers, and
airlines for status updates [Sampigethaya et al. 2011]). To this end, we argue that there
is an urgent need for standards that support secure drone communication; otherwise,
we will end up with numerous incompatible devices with proprietary technologies that
may not be able to securely communicate with each other.

Figure 5 summarizes the proposed research directions and the corresponding ap-
proaches that are presented in the literature and identified in our survey.
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Fig. 5. UAV security, privacy, and safety research directions and their existing and proposed approaches.

7. CONCLUSION

The integration of civilian UAVs into the national airspace is approaching fast. How-
ever, prior to having these aerial machines flying above us, certain security, safety,
and privacy measures should be enforced. In this article, we presented a survey that
identifies the various security, safety, and privacy aspects of civilian drone operation.
We particularly identified the UAV system properties required for its secure operation.
Also, we have classified possible cyber attacks according to their targeted UAV compo-
nents. Moreover, we pinpointed the physical threats associated with the use of drones to
perform civilian tasks. Furthermore, we investigated the possible consequences of us-
ing drones on the privacy of humans. Finally, we identified possible research directions
and discussed the work that has been proposed in each area.
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