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Abstract

The NTRU encryption algorithm, also known as NTRU-

Encrypt, is a parameterized family of lattice-based pub-

lic key cryptosystems that has been accepted to the IEEE

P1363 standards under the specifications for lattice-based

public-key cryptography (IEEE P1363.1). The operations of

the NTRU encryption algorithm show good characteristics

for data parallel processing which makes the NTRU a good

candidate to benefit from the high degree of parallelism

available in modern graphics processing units (GPUs). In

this paper, we investigate different GPU implementation op-

tions for the NTRU encryption algorithm. Our implementa-

tion, on the NVIDIA GTX275 GPU, using the CUDA frame-

work, achieves about 77 MB/s for NTRU with the parameter

set (N, q, p) = (1171, 2048, 3).

1 Introduction

A Graphical Processing Unit (GPU) is a dedicated hard-

ware for rendering graphics on devices such as personal

computers, workstations, game consoles and embedded sys-

tems. Latest technologies made it possible to combine mul-

tiple GPUs in a single machine and hence achieving an af-

fordable level of parallel processing. One of the main differ-

ences between GPUs and CPUs is that, in general, a CPU is

optimized for executing high performance sequential code

and hence the majority of its transistors are dedicated for

flow control and branch prediction. On the other hand, be-

cause of the characteristics of its target applications, a GPU

has a more parallel nature and the majority of its transistors

are dedicated for computation. During the past few years,

the power of GPUs has been increasing at a higher rate than

that of CPUs. Consequently, general purpose computing on

graphics processing units, i.e., the use of GPUs to acceler-

ate the computations of different algorithms, has become a

recent trend in parallel computing and played an important

role in developing faster implementations for many algo-

rithms in different areas. Because of their inherent com-

putational complexity, encryption techniques are good can-

didates to benefit from the affordable high level of paral-

lelism available on current GPUs especially given the fact

that many cryptographic algorithms show good characteris-

tics for data parallel processing such as high computation

intensity and independent work loads. Furthermore, secu-

rity is becoming increasingly important and there is a great

demand to secure data in all phases of its life cycle from

communication to active or archived storage. This trend re-

quires increased processing power which can be met by a

combination of standard CPUs and GPUs acting as crypto-

graphic accelerators, especially since GPUs are now ubiqui-

tous and, unless playing graphics intensive games, its com-

putational power are under-utilized for the majority of the

time.

Several researchers have explored the great potential to

use this available GPU power in a similar role that ex-

isting hardware cryptographic accelerators play. In sym-

metric key cryptography, several works (e.g., [1], [2], [3],

[4], and [5]) have reported different GPU implementations

for the Advanced Encryption Standard (AES). A very fast

GPU implementation for the Korean ARIA block cipher

was achieved by Yung et al. [6] where they reached an en-

cryption throughput of 4.8 Gbps. In asymmetric key cryp-

tography, R. Szerwinski et al. [7], [8] exploited the power

of GPUs to speed up the computations of the expensive op-

erations such as modular exponentiation for RSA and DSA

and point multiplication for ECC. They obtained 813 modu-

lar exponentiation per second for RSA and DSA-based sys-

tems with 1024 bit integers and 1412 point multiplications

per second for ECC over P-224 NIST elliptic curves. A

fast GPU implementation for one of the NIST SHA-3 hash

function candidates, Blue Midnight Wish (BMW), was pre-

sented and analyzed in [9]. A GPU implementation for

NTRU was also given in [10] where, using a modern 1.2

GHz GTX280 GPU, a throughput of up to 200,000 encryp-

tions per second was reached at a security level of 256 bits.

This gives a theoretical data throughput of 47.8 MB/s (See

also [11] [12] for other software and hardware implementa-

tions of the NTRUEncrypt).
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In this work, we investigate different implementation op-

tions for the NTRU encryption on the NVIDIA GTX275

GPU. Using the Compute Unified Device Architecture

(CUDA) framework, our implementation achieves more

than 351,000 parallel encryption operations per second

for NTRU with 256 bits security level (parameter set

(N, q, p) = (1171, 2048, 3)) which corresponds to an en-

cryption throughput of about 77.21 MB/s.

The rest of the paper is organized as follows. The rele-

vant details of the NTRU encryption algorithm are reviewed

in the next section. The thread organization and the memory

model of the CUDA framework are described in section 3.

The different implementation options are analyzed in sec-

tion 4 and the implementation results are given in section

5.

2 Description of the NTRU algorithm

The NTRU encryption algorithm is a parameterized fam-

ily of lattice-based public key cryptosystems. Both the en-

cryption and decryption operations in NTRU are based on

simple polynomial multiplication which makes it very fast

compared to other alternatives such as RSA, and elliptic-

curve-based systems. Recently, the NTRU system has been

accepted to the IEEE P1363 standards under the specifica-

tions for lattice-based public-key cryptography [13].

NTRUEncrypt is parameterized by three integers:

(N, p, q), where N is prime, gcd(p, q) = 1 and p << q.

Let R, Rp, and Rq be the polynomial rings

R =
Z[x]

xN − 1
, Rp =

Z/pZ[x]

xN − 1
, Rq =

Z/qZ[x]

xN − 1
.

The product of two polynomials a(x), b(x) ∈ R is given

by

a(x) ⋆ b(x) = c(x)

where

ck =
∑

i+j=k (mod N)

aibk−i

For any positive integers d1 and d2, let τ(d1, d2) denote the

set of ternary polynomials given by







a(x) ∈ Rp

∣

∣

∣

∣

∣

∣

a(x) has d1 coefficients equal to 1,

a(x) has d2 coefficients equal to -1,

a(x) has all other coefficients equal to 0







In what follows, we briefly describe the key generation,

encryption and decryption operations in the NTRU cryp-

tosystem [14], [15]:

2.1 Key Generation

• Choose a private f(x) ∈ τ(df +1, df ) that is invertible

in Rq and Rp.

• Choose a private g(x) ∈ τ(dg, dg).

• Compute Fq(x) = f−1(x) in Rq and Fp(x) = f−1(x)
in Rp.

• Compute h(x) = Fq(x) ⋆ g(x) mod q.

The polynomial h(x) is the user’s public key. The cor-

responding private key is the pair (f(x), Fp(x)). The fol-

lowing steps denote the encryption operations for plaintext

m(x) ∈ Rp and the decryption operations of the ciphertext

e(x) ∈ Rq .

2.2 Encryption

• Choose a random ephemeral key r(x) ∈ τ(dr, dr).

• Compute the ciphertext e(x) = pr(x) ⋆ h(x) + m(x)
mod q.

2.3 Decryption

• Compute a(x) = f(x) ⋆ e(x) mod q.

• Centerlift a(x) to a(x) ∈ R

• Compute m(x) = Fp(x) ⋆ a(x) mod p.

By choosing f(x) = 1 + pf1(x), where f1(x) ∈ R
in the key generation step, the polynomial multiplication

in the last decryption step is eliminated since we will have

Fp(x) = 1 mod p.

In this paper, we focus on the set of parameters

(N, q, p) = (1171, 2048, 3) which corresponds to a 256-bit

security level. We also set (df , dg, dr) = (106, 390, 106).
The most time consuming part of NTRU encryption and

decryption is the convolution multiplication r(x)⋆h(x) mod

q, and f(x)⋆e(x) mod q respectively. Hoffstein, and Silver-

man [14], [16] described a method for speeding up the en-

cryption and decryption processes through the use of prod-

ucts of low Hamming weight polynomials. They use three

low Hamming weight polynomials r1(x), r2(x), and r3(x)
such that r(x) = r1(x) ⋆ r2(x) + r3(x) in encryption and

f1(x), f2(x), and f3(x) such that f(x) = f1(x) ⋆ f2(x) +
f3(x) in decryption. For (N, q, p) = (1171, 2048, 3) the

number of non-zero coefficients for each ri(x) and fi(x)
is 5. The convolution multiplication for encryption t(x) =
r(x) ⋆ h(x) mod q can be calculated as follows:

t1(x) = r2(x) ⋆ h(x),
t2(x) = r3(x) ⋆ h(x),
t3(x) = r1(x) ⋆ t1(x),
t(x) = t2(x) + t3(x) mod q.

(1)
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3 The CUDA framework

Early attempts to use GPUs in cryptography were not

very encouraging due to its previously poor suitability to

the problem space, especially, given the lack of integer

processing support. Furthermore, GPU programming was

challenging for those who are not familiar with graphics.

Nowadays, high level language libraries supporting paral-

lel operations on GPUs have been developed by the main

manufacturers of GPUs [17] [18] [19] [20]. In what fol-

lows, we briefly summarize the thread organization and

memory model of the Compute Unified Device Architec-

ture (CUDA) [21] framework developed by NVIDIA.

3.1 Thread organization and memory
model
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Figure 1. The CUDA programming model

The CUDA framework defines normal C functions called

kernels. Typical candidates for a kernel are functions that

are executed many times but on multiple independent data.

An execution configuration is used to specify the number

of times the function should be executed as threads on

the GPU and how the threads are organized. To manage

the large number of threads executed on the GPU, CUDA

uses a thread hierarchy to identify and organize the threads.

Unique coordinates are used to distinguish threads that ex-

ecute the same function. As shown in Figure 1, for every

launch, the threads are lined up in a grid which is divided

into a two level hierarchy of thread blocks and threads iden-

tified by coordinates called blockIdx and threadIdx which

are assigned to them by the CUDA runtime system. These

coordinates are accessible in the kernel to identify the dif-

ferent threads. The threads within a thread block can be

organized in a one, two or three-dimension. In one kernel

launch, a dimension in the grid cannot exceed 65535 and the

size of a thread block is limited to 512. When the grid of

thread blocks are launched, each thread block is assigned to

an arbitrary streaming multiprocessor (SM). Every thread

within the thread block is computed on the same SM. To

schedule the threads, the SMs use a technique that NVIDIA

calls single-instruction multiple-thread (SIMT). It is similar

to single instruction multiple data (SIMD) but SIMT spec-

ifies the execution and branching behavior of each thread.

The SMs are allocated thread blocks, and the SIMT unit

splits the threads into groups of 32 threads called warps.

Each warp consists of threads with consecutive increasing

thread IDs with the first warp of a thread block containing

thread ID 0-31. For every clock cycle, the SM chooses a

warp that is ready to execute for scheduling, and hands each

streaming processor (SP) a thread.
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Figure 2. The CUDA memory model [21]

While Kernels run as threads on the GPU, the memory

copying and the execution configuration is done by the CPU

(the host PC). This separates the code into code executed on

the CPU and code executed on the GPU. While both the host

and the GPU manage their own memory space, data can be

copied between them. Figure 2 shows the memory model in

CUDA. Global memory (GM) is the most frequently used

memory space since it is the only memory space that can

be both read and written by both host and GPU. Constant

and texture memory is read-only on the GPU, and is setup

from the host for read-only data. The constant and texture

memory is located in the same physical memory (DRAM)

as global memory, but uses the texture unit in combina-

tion with a cache available to each SM to increase speed

up reads from the memory spaces. Each SM has an 8 kB

working set of constant and texture memory that is cached,

which makes it useful for algorithms using data patterns that

are read-only. Global memory, texture and constant mem-
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ory can be accessed from any thread on the grid. Shared

memory (SH) is the only memory space that is available on

the actual GPU core and it is local to each SM, i.e., it can

be accessed only within a thread block. Since the shared

memory is very quick, it is optimal for sharing data across a

thread block, or for performing computation before writing

back to global memory. Thus to avoid the latency of global

memory, a good way to compute data is to load data from

global memory into shared memory, perform the computa-

tions in shared memory, synchronize each thread block and

then write the result back to the global memory so that the

host can read it when done.

4 Implementation Options for the NTRUEn-

crypt

The target platform for our implementation is the

NVIDIA GTX275 GPU which has been installed on the

PCI Express 2.0 bus of a PC running AMD Athlon 64 X2

5000+ dual-core processor at 2.6 GHz with 2 GB of RAM.

CUDA enables us to use the GTX275 GPU card, which runs

at 1.404 GHz, as a parallel machine which contains 30 SMs,

each contains 8 SPs with a total of 240 processor cores. The

total memory of the card is 896 MB and each SM has a 16

KB shared memory.

To exploit the advantages of the GPU, several plaintext

messages mi(x), i = 1, · · ·n, are encrypted in parallel. The

GPU receives the plaintext messages as a matrix M where

the ith row in M corresponds to the plaintext message

mi(x). Similarly, the corresponding random ephemeral

keys are transferred to the GPU as a matrix R where the

ith row represents the random ephemeral key ri(x) used to

encrypt the message mi(x). Finally, The GPU receives the

public key h(x) as a vector and compute the the ciphertext

as a matrix C where the ith row in C corresponds to the ci-

phertext ci(x). According to the method used to present the

coefficients of ri(x), hi(x), mi(x) and ci(x), and the use

of shared memory, we have the following implementation

choices:

• Representation of the polynomial r(x): The polyno-

mial ri(x) can be represented in the naive form as a

polynomial with N coefficients or it can be represented

in the product form as shown by equation (1).

• Representation of the polynomial coefficients: Tradi-

tionally, each coefficient of the polynomials ri(x) and

ci(x) is stored in one integer variable (normal coef-

ficients representation). In order to reduce the mem-

ory copying time between the host and the GPU, we

employed a technique referred to as bit-packing [22]

where each coefficient in ri(x) is represented in 2-

bits. Therefore, each ⌊ 32
2 ⌋ = 16 coefficients can be

represented in one integer variable. Similarly, since

q = 2048 = 211, ⌊ 32
11⌋ = 2 coefficient in ci(x) can be

stored in one integer. This helps reduce the the time re-

quired to copy the data from/to the GPU at the expense

of the added computational time required to pack/un-

pack the polynomial coefficients before using them in

the actual computations.

• Storage options: Data can be stored in global mem-

ory or in the shared memory. The advantage of using

shared memory over global memory is the low latency

in calculation. However, the size of the GPU shared

memory is limited (16 KB for each SM of the GPU).

We assume that the key setup and the ephemeral keys

generation are done off-line by the host (i.e., the PC). To

encrypt n messages, each of size N elements, the convolu-

tion multiplication between ri(x) and hi(x) is done first and

then the plaintext messages mi(x), i = 1 · · ·n are added

(mod q) to the convolution output.

Figure 3 illustrates the convolution operation using the

normal polynomial form (NP), the normal coefficients rep-

resentation (NC) and the global memory as a storage. In

Figure 3, the N × n matrix R corresponds to the n random

ephemeral keys, each of size N elements. The ith row of the

N ×N matrix H corresponds to a cyclically shifted version

of the public key h(x) by i elements. It should be noted that

the matrix H shown in this Figure is a virtual matrix used

for illustration purpose only, i.e., it is not physically stored

on the GPU or the CPU memory. In other words, only h(x)
is physically stored and the different rows of H are created

by the way that different threads use to access h(x) using

different values for blockIdx.x and blockIdx.y as shown

in Algorithm 1. Each thread reads one row of the matrix

R and one column of the matrix H and then computes the

ciphertext by adding the result of the convolution to the cor-

responding element of the plaintext message mi(x). One

kernel is used to calculate the encryption operation with

32 × 16 = 512 threads (to exploit the full capabilities of

the SMs) which corresponds to ⌈N/32⌉ × ⌈n/16⌉ thread

blocks.

As shown in Figure 4, when the bit-packing approach

(BP) is used to present the coefficients of R and C, the size

of the R matrix is reduced from n × N to n × ⌈N/16⌉.

Similarly, the size of the corresponding ciphertext matrix is

reduced from n×N to n×⌈N/2⌉. Consequently, R can be

transferred from the host to the GPU in a shorter time. Also

copying C from the GPU to the host will require less time.

The computation efficiency on the GPU can be further

improved when a thread block can load a block of data

into the on-chip shared memory, process it there, and then

write the final results back to external memory. Figure 5

shows the case where the shared memory is used as a stor-

age when ri(x) is presented in the naive polynomial form
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Algorithm 1 Pseudo code for Naive implementation of

NTRUEncrypt on GPU

1: INPUT: Plaintext matrix Mn×N , random ephemeral

key matrix Rn×N , the public key h1×N .

2: OUTPUT: The ciphertext matrix Cn×N

3: tx ←− blockIdx.x ∗ blockDim.x + threadIdx.x
4: ty ←− blockIdx.y ∗ blockDim.y + threadIdx.y
5: for i = 1 to N do

6: if (R[ty ∗ N + i] = 1) then

7: sum ←− sum + h[(tx + N − i) mod N ]
8: else if (R[ty ∗ N + i] = −1) then

9: sum ←− sum − h[(tx + N − i) mod N ]
10: else

11: sum ←− sum
12: end if

13: end for

14: C[ty ∗ N + tx] ←− (sum + M [ty ∗ N + tx]) mod q
�

 !

!
"#$%&

!
!  

�� ��
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Figure 3. The convolution operation using NP,
NC, and GM

and the normal representation is used to encode the polyno-

mial coefficients. Each thread block is responsible for com-

puting one block of the convolution matrix and each thread

within the block is responsible for computing one element

of the block. Two kernels are used to calculate the encryp-

tion operation. The first one calculates the matrix H from

the vector h(x) and then loads it into the shared memory.

The second kernel completes the encryption operation via

the shared memory. It also performs the necessary padding

to ensure that the length of all blocks in R and H is divis-

ible by 16. The CUDA syncthreads() function is used

to ensure that the data is copied to the shared memory be-

fore performing any calculations on it. In the first kernel,

32 × 16 = 512 threads and ⌈N/32⌉ × ⌈n/16⌉ blocks are

used. The second kernel uses 16 × 16 = 256 threads and
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Figure 4. The convolution operation using NP,

BP, and GM

⌈N/16⌉ × ⌈n/16⌉ blocks.
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Figure 5. The convolution operation using NP,
NC, and SH

Figure 6 shows the corresponding scenario where the bit-

packing method is used to represent the polynomial coeffi-

cients and the shared memory is used to store the matri-

ces R and H . Again, one kernel calculates the matrix H
from the vector h(x) and then loads it into the shared mem-

ory. The second kernel completes the encryption operation

via the shared memory with 16 × 16 = 256 threads and

⌈⌈N/2⌉/16⌉ × ⌈n/16⌉ blocks. The dimension of the ma-

trix R is reduced to ⌈N/16⌉ × n and divided into blocks of

size 16 × 16 KB. Also, the matrix H is divided into blocks

of size 16 × 16 KB. The blocks in R and the correspond-
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Figure 6. The convolution operation using NP,

BP, and SH

ing blocks in H are loaded into the shared memory. After

performing the computation, the results are written into the

global memory.

Similar analysis applies when the product form (PF) is

used except that the convolution operation is performed for

three times per each encryption operation as shown in Eq.

(1).

5 Implementation Results

As mentioned in the previous section, the key setup and

the ephemeral keys generation are assumed to be generated

off-line by the host. Thus, the total encryption time is equal

to the time required to transfer the data from/to GPU and the

time required to perform the necessary computational oper-

ations inside the GPU. The use of shared memory requires

a padding of h(x), mi(x), and ri(x) in order to obtain a

polynomial size dividable by the block size in the shared

memory. Since the decryption performs merely the same as

encryption, we refer to the results for encryption.

According to the discussion in the previous section, there

are 23 = 8 combinations of implementation options for the

NTRUEncrypt on the GPU. Figure 7 shows how the total

encryption time required to encrypt n messages in parallel

varies with n (i.e., as n messages are loaded in one time

from the host to the GPU and then encrypted in parallel

on the GPU). Figure 8 shows the corresponding encryp-

tion throughput. Due to the limited memory of the GPU,

the maximum number of possible parallel operations is lim-

ited and varies depending on the memory requirements as-

sociated with the eight different implementation choices.

It is clear that the use of product form, bit packing and

shared memory allows us to achieve the best throughput

where, for example at n = 32768, the achieved number

of parallel encryption operations per second is 351,635.

Since each message block has 1171 tuples and each tu-

ple can assume the value of +1,−1, 0, i.e., each tuple has

2× 3
4 bits of information, then encrypting 351,635 message

blocks per second corresponds to an encryption throughput

of 351, 635 × 1171 × 1.5 × 1
8 ≈ 77.21 MB/sec.
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Figure 7. Total time required to encrypt n
messages in parallel

6 Conclusions

In this paper we have explored different implementation

options for the NTRUEncrypt algorithm with parameter set

(N, q, p) = (1171, 2048, 3) on the GTX275 GPU using the

CUDA framework. From our implementation results, it is

clear that utilizing the shared memory, using the product

form for the polynomial r and representing the polynomial

coefficients in the bit-packing format result in the most effi-

cient implementation option where the achieved encryption

throughput is about 77.21 MB/s.
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