
k - I  

S = FIR{( PI + I; ) )  ( 5 )  
2=0 

where FIR denotes finite impulse response filtering to limit the 
bandwidth of the transmitting signals, and 0 denotes the modulo- 
2 adder, which is implemented with a binary exclusive-OR gate. 
Using the definitions of eqn. 2 and the linearity of each operation 
in eqn. 5 ,  we can rewrite eqn. 5 as 

k-1 

S = FIR{ PI + \l - 2P1lj } 
i=0 

where EXOR, whose first argument has a binary logic value and 
second argument has a multilevel logic value, denotes the binary- 
multilevel exclusive-OR logic operation that is given by letting any 
one of its two input logics in eqn. 2 be binary. This binary-multi- 
level exclusive-OR logic operator can be easily implemented as 
shown in Fig. 2. In this Figure, the (radix-1)'s complement means 
the multilevel NOT operator defined in eqn. 2. The switch that 
can be implemented with the 2-to-I multiplexer indicates the 
upper line when the binary input P, is the logic 1, and the lower 
line when PI  is the logic 0. 

binary Input P 

(radix - 1 )  k complement 

Fig. 2 Binary-multilevel e,~clusive-OR logic operutor 

Using this binary-multilevel exclusive-OR operator, we can 
modify the circuit shown in Fig. l a  into that shown in Fig. Ih  
because eqns. 5 and 6 always produce the same results. Comparing 
Fig. l a  with Fig. Ib, Fig. l a  contains k FIR filters, k modulo-2 
adders and one arithmetic adder, whereas Fig. Ih contains only 
one FIR filter, one binary-multilevel exclusive-OR operator and 
one arithmetic adder. Furthermore, each input of the arithmetic 
adder in Fig. lu must be represented with multiple hits, to main- 
tain the resolution given by the FIR filter coefficients, whereas 
those in Fig. l h  require just I hit resolution because they are 
binary logic operations. For example, if each FIR filter outputs 
8 bit filtered data, the arithmetic adder in Fig. I b  requires k 1 bit 
additions instead of k 8bit additions in Fig. l a .  Therefore, it is 
possible to combine digitally at  lower speed in the modified circuit 
than in the given circuit. Thus, Fig. I shows that it becomes easier 
and simpler to implement Fig. Ih  than Fig. la because it has less 
components and requires lower speed processing. 

Fig. 1 shows an example for design efficiency of the binary-mul- 
tilevel exclusive-OR operation that is a special case of multilevel 
exclusive-OR of the MLOs. We can also get similar results for 
many other applications of AND, OR and NOT operations. We 
can apply this MLO concept to design in the base station modula- 
tor for the DSKDMA digital cellular communications system to 
reduce the number of spreader and FIR filters < I %  and Walsh 
covering 50% when compared to the conventional case in [4]. 

Conclusiuns: We have newly defined some MLOs that are 
extended from the conventional binary logic operations. Multilevel 
logic occurs in many digital logic circuits. Since it is possible to 
manipulate directly the multilevel logic by using the MLOs instead 
of the binary logic operations, it has many advantages for the dig- 
ital circuits and VLSI design. It makes digital circuits and VLSI 
design easy and simple, and also makes the processing rate and 
power consumption low because it has fewer components and a 
lower data rate compared to binary logic. 

This concept, extended from the binary logic operations. will be 
useful in designing digital circuits and VLSI when the condition of 
eqn. 3 is satisfied. 
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Number of nonlinear regular s-boxes 

A.M. Youssef and S.E. Tavares 

Inderinx ternis: Cryprogr-upph.. Co,nhinmor.irrl rnorheinarics 

Nonlinearity is a crucial requirement for the substitution boxes in 
secure block ciphers, In the Letter. the probability of linearity in 
any nonzero linear combination of the output Co-ordinates of a 
randomly selected regular substitution box is calculated. 

Introduction: Gordon and Retkin [ I ]  calculated the probability 
that any of the output co-ordinates of a random reversible substi- 
tution box (i.e. a permutation) are affine functions. After both dif- 
ferential cryptanalysis [2] and linear cryptanalysis [3] were 
introduced, it was realised that the cryptographic strength of a 
multi-output function depends not only on the strength of its indi- 
vidual output co-ordinates but also on the strength of every 
nonzero linear combination of these co-ordinates [4]. 

One requirement in substitution-box (s-box) design is to have a 
regular s-box (also known as a balanced s-box). This means that 
each output symbol should appear an equal number of times when 
the input is varied over all possible values. 

We calculate the probability that any nonzero linear combina- 
tion of the output co-ordinates of a regular s-box is an affine func- 
tion. We enumerate the number of ways in which we can construct 
a regular n x ni s-box (described by the multi-output Boolean 
functionf(X) : Z< + Zy, n t n i )  for which the first k output func- 
tions are affine. 

By noting that every nonzero linear combination of the output 
co-ordinates of regular s-boxes is a balanced function. the first 
function can be chosen in (P' ~ 2) ways. which is the total 
number of balanced affine functions. The second function can be 
chosen from the set of balanced affine functions not including the 
first one or its complement. i.e. in (2.' ~ 4) ways. The third one 
can be chosen from the set of balanced affine functions not includ- 
ing any linear combination of the first two functions. Proceeding 
as above, the first k output functions can be chosen in 2L n,:,,' ' 
( 2  - 2') ways. Since we can partition the input X into 2A distinct 
sets, all Xs in a given set are assigned the same common value of 
these k bits. We still need to assign the remaining II - k output bits 
for each X. Each X within a given set must be assigned a distinct 
( n  - k)-tuple of the remaining output hits for 2" "' times. Each set 
can he assigned in 
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2'L k! 

p - m !  P - L  1' 
ways, so the remaining bits can be assigned in 

ways. Thus the number of regular s-boxes in which the first k out- 
put co-ordinates are linear functions is given by 

Consider the function @: Z? + Z,"z-' constructed from every 
nonzero linear combination of the output co-ordinates of f: 
Counting the number of nonlinear regular s-boxes corresponds to 
counting the number of functions @ with no affine co-ordinates. 

The number of ways we can choose I co-ordinates of @ such 
that k of them are linearly independent is equivalent to the 
number of I x tn binary matrices (without taking the order of rows 
into account, i.e. two matrices with the same rows but in different 
orders are counted once) with nonzero distinct rows which have 
rank k .  This is given by [4, 51 

where 

1 k = 0  

nPk - 2 % )  
i=0 

It is clear that for every k linearly independent co-ordinates of @, 
denoted by ( $ i , ,  $i2, ..., $iJ,  we can find ( m  - k )  co-ordinates of @, 
denoted by ($i i+, ,  $ik+2 ,..., $i,,,), such that 

(or, .. .. a?,, = 4 f l  $2 .. .. . f I , L ) *  

where A is an fn x ni invertible binary matrix and (f, 5 .. .. Lr,) 
denotes the output co-ordinates o f f :  This means that as f varies 
over all the set of distinct regular s-boxes, ($ i , ,  $i2 .. .. ai,,?) scans 
the whole set but in a different order. From the above argument, 
it is clear that the number of ways of constructing certain k line- 
arly independent co-ordinates of @ from affine functions is also 
given by R(n,  m, k ) .  

Using the inclusion-execlusion principle, the number of linear 
regular s-boxes, i.e. regular s-boxes with the property that one or 
more of the nonzero linear combinations of their output co-ordi- 
nates are affine, is given by 

2 " ' ~  1 mzn(/ .m) 

RL(v,.vI) = (-1)'- Ll (m . l ,  k )  R(n, I I L .  k ) .  
'=I k=l 

To express the above count as a fraction of the total number of 
regular s-boxes, denoted by FRL(n,  m), we divide by the total 
number of n x ni regular s-boxes 

2n! 
( . p " L !  a,,, 1 n1 1 

To  give a numerical example, for n = 6 and m = 4, which is the 
size of DES s-boxes, FRL(6,4) = 2.46 x We can easily get an 
upper bound for FRL(n,  m) by noting that 

RL(n. nr) < (2" - 1)  R(n, m, 1) 

and hence that 

= 0 (S) 2(2" - 1)(2" - 1)(2"-'!)2 
FRL(?L. m) < 

2"! 

Conclusion: We have derived an exact expression for the number 
of regular s-boxes with the property that one or more of the 
nonzero linear combinations of their output co-ordinates are aff- 
ine. From the above, it is clear that this fraction decreases dramat- 
ically with the number of inputs. 
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Reduced-complexity circuit for neural 
networks 

S.S. Watkins and P.M. Chau 

Indminz terms: Neurul network.\, Reduced instruction set 
cumput inn 

The Letter demonstrates that a I O  hit reduced-complexity VLSI 
circuit can he used in place of a 32 bit floating-point processor to 
speed up some neural network applications. reducing circuit area 
and power consumption by 88 '4  with a negligible increase in 
RMS error. Applications were executed on a radial basis function 
neurocomputer using the reduced-complexity circuit implemented 
with FPGA technology. One application produced better results 
than had been previously obtained for a NASA data set using 
either neural network or non-neural network approaches. 

Introduction: Today's hardware capabilities are limiting the devel- 
opment of neural network research. Neural networks learn by 
adjusting weights on input and internal signals by very small incre- 
ments until the network has converged on a solution that is satis- 
factory for all training patterns, and this process can take days, 
weeks or months on a modern workstation. A neural network 
usually exhibits a significant amount of potential parallelism, and 
hardware accelerators can reduce the learning time by orders of 
magnitude by exploiting this parallelism. Many applications 
require less than 32bits of floating-point precision [I], and this 
fact can he used to reduce the cost of the accelerator circuits in 
terms of area and power. For one application described below, the 
use of a unique 10 bit reduced-complexity multiply/accumulate cir- 
cuit resulted in an area and power saving of 88% over a full 32 bit 
floating-point circuit, while the learning results as measured by 
RMS error were within 0.03% of the 32 bit results. 

Radial basis function neurul networks: Our research has focused on 
implementing radial basis function (RBF) neural networks with 
reduced-complexity VLSI circuits as a means to accelerate learning 
while minimising costs in terms of area and power. The RBF net- 
work uses a radial basis function (usually a Gaussian) as the trans- 
fer function of a neuron rather than the traditional sigmoid 
function. Radial basis functions have been used to solve mapping 
and function estimation problems with positive results [2]. The 
equations describing an RBF neuron's output .r, in terms of an 
input vector and stored weights are: 

(1) zi = C ( C Z k  - 11)2 
k 
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