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Abstract

The length of the shortest FSR that generates a sequence is called the span of the sequence. If the feedback function is
linear, then the Berlekamp-Massey algorithm can be used to efficiently determine the the length of the shortest linear FSR that
generate the sequence and its associated linear feedback function. However, for a general nonlinear feedback function, deter-
mining the span and an associated feedback function efficiently is difficult because of the nonlinearities involved. Because of
its tractability, most of the current research has focused on studying the linear span of a sequence. However, a sequencewith
a large linear span may be generated by a much shorter feedback shift register with nonlinear feedback function. In this paper
we study the quadratic span of binary sequences. We prove that (i) If the quadratic span of the sequences0; s1; � � � ; sn�1 is> n=2, then the quadratic span of the sequences0; s1; � � � ; sn remains unchanged. Based on our experimental results, we
conjecture the following: (ii) LetNn(q) be the number of binary sequences of lengthn and quadratic spanq > n=2. ThenNn(q) is a function of the difference(n� q) only, i.e.,Nn(q) = Nn+i(q+ i). (iii) For moderately largen, the expected value
of the quadratic span of a randomly selected sequence of lengthn is given byE(qn) � p2n:
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1. Introduction

Stream ciphers are an important class of encryption algorithms. By contrast to block ciphers which tend to simultaneously
encrypt groups of characters of plaintext messages using fixed transformation, stream ciphers encrypt individual characters
of the plaintext message one at a time using an encryption transformation which varies with time. Feedback shift registers
(FSR) are attractive option for implementing stream ciphers because of their simple hardware circuity. There are different
number of ways to introduce nonlinearity into sequences generated by shift registers [3]. One approach is to use nonlinear
feedback function. The limitation of this approach is that it is theoretically difficult, if not virtually impossible, to predict the
period of these sequences. A second approach is to use a nonlinear function to combine several sequences. The period of
the combined sequence can be theoretically predicted in terms of the period of the individual component sequences. A third
approach is to use a nonlinear function to combine the individual stages of a maximum length linear FSR. Another approach
is to use clock-controlled shift registers in which shift registers are clocked in a quasi-random manner under the control of
another shift register [1]. Irrespective of the approach used to generate the stream cipher sequence, an important criterion to
measure the complexity of the resulting stream is the sequence span, which is the length of the shortest FSR that can generate
the sequence. Most of the current research has been focused on studying the linear span [2]. However, a sequence with very
large linear span may be generated by a much shorter FSR if thefeedback function is allowed to have some nonlinear terms.
In [4] [5] the authors studied the quadratic span of de Bruijnsequences. However the behavior of the quadratic span for a
general finite length sequences or periodic sequences remains an open problem. In this paper, we study the quadratic span
distribution and the quadratic span profile for randomly selected sequences.



2. Calculating the quadratic span

Themth-span of a sequence can be determined by iteratively solvingcertain structured systems of Boolean linear equa-
tions. The Berlekamp-Massey algorithm [7] reduces the complexity of solving the systems involved in the linear case. It
is an open problem whether the special structure of the matrix in the quadratic case can be utilized to reduce the com-
plexity of calculating the quadratic span. Anm-stage FSR with a feedback functionf : GF (2)m ! GF (2) gener-
ates a sequences0; s1; � � � ; si; � � � ; sn�1 wheres0; s1; � � � ; sm�1 corresponds to the initial state of the shift register andsi+m = f(si ; si+1; � � � ; si+m�1); i � 0. The functionf is called a quadratic function iff it can be represented asf(x0; x1; � � � ; xq�1) = X0�i<q aixi + X0�i<j<q ai;jxixj:
A sequence is said to have quadratic spanq if it can be generated by aq-stage FSR, but not with a(q � 1)-stage FSR. To
compute a quadratic feedback function of aq-stage FSR from a given sequence ofn terms, we solve the following system of
linear equation in the unknownsai; 0 � i < q andai;j ; 0 � i < j < q:sq = f(s0; s1; � � � ; sq�1)sq+1 = f(s1; s2; � � � ; sq)

...sn�1 = f(sn�q�1; sn�q; � � � ; sn�2): (1)

If the above set of equations has a solution, then the quadratic span of the sequenceS is� q; otherwise it is> q. For
example, if the sequence(s0; s1; � � � ; s7) has a quadratic spann = 3 then the following set of equations0BBBB@ s0 s1 s2 s0;1 s0;2 s1;2s1 s2 s3 s1;2 s1;3 s2;3s2 s3 s4 s2;3 s2;4 s3;4s3 s4 s5 s3;4 s3;5 s4;5s4 s5 s6 s4;5 s4;6 s5;6 1CCCCA0BBBBBB@ a0a1a2a0;1a0;2a1;2 1CCCCCCA = 0BBBB@ s3s4s5s6s7 1CCCCA
will have at least one solution while the set of equations0BBBBBB@ s0 s1 s0;1s1 s2 s1;2s2 s3 s2;3s3 s4 s3;4s4 s5 s4;5s5 s6 s5;6 1CCCCCCA0@ a0a1a1;2 1A = 0BBBBBB@ s2s3s4s5s6s7 1CCCCCCA
will not have any solution. So, in general, to calculate the quadratic span of a given sequence of lengthn, we start by
assuming that the quadratic spanq is equal ton � 1 and form the set of(n � q) � ( q(q+1)2 + 1) linear equations in (1). If
these equations have a solution, we decrementq by one and iterate until we form a system of equations that doesn’t have
a solution. The quadratic span will equal toq of the previous step. One might use some simple search techniques (such
as binary search) to speed up the calculations of the quadratic span. However, solving the set of linear equations for each
iteration still an expensive operation for large matrix dimensions. Studying the behavior of the quadratic span jump profile is
crucial in finding an efficient algorithm to determine the quadratic span.
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3. Main Results

The following theorem provides a partial answer for the openproblem of determining the jump in the quadratic span
profile.

Theorem 1 Lets0; s1; � � � ; sN�1 be a binary sequence of lengthN whereN > 0. Letqn be a quadratic span ofs0; s1; � � � ; sn�1,0 < n < N . If qn > n=2, thenqn+1 = qn.

In order to prove this result, we need some results on linear algebra. In the followings letsn = s0; s1; � � � ; sn�1, 0 < n < N .
LetQS(sn) andLS(sn) represent the quadratic span and the linear span ofsn, respectively. We define the matrixM (n�q; q)
as the coefficient matrix associated with the systems of linear equations (2). I.e.,M (n� q; q) = 0BB@ s0 s1 � � � sq�1 s0s1 � � � s0sq�1 � � �sq�2sq�1s1 s2 � � � sq s1s2 � � � s1sq � � �sq�1sq: : :sn�q�1 sn�q � � � sn�2 sn�q�1sn�q � � � sn�qsnn�2 � � �sn�3sn�2 1CCA
We write the firstq columns as the matrixA(n � q; q) (which is a Hankel matrix [8]) and the rest of columns as the matrix�(n� q; q). So we have M (n� q; q) = (A(n� q; q);�(n� q; q)):
Fact 1 The quadratic span ofsn, 0 < n < N , is equal toq if and only ifRank(M (n� q; q)) = Rank((A(n� q; q + 1);�(n� q; q))
andq is the smallest number satisfies the above identity.

Lemma 1 Let sn have the quadratic spanqn = q, 0 < n < N . If q > n=2, thenRank(M (n+ 1� q; q)) = 1 +Rank(M (n� q; q)):
Proof: We only need to prove that the last row ofM (n + 1 � q; q) is not a combination of the firstn � q rows ofM (n + 1 � q; q). If it is not true, we write�0; �1; � � � ; �n�q as the row vectors ofM (n + 1 � q; q), then there existki 2 f0; 1gwhich are not all zeros such that�t =Pt�1i=0 ki�i wheret = n� q. Therefore, we havest = t�1Xi=0 kisi; st+1 = t�1Xi=0 kisi+1; � � � ; sn�1 = t�1Xi=0 kisq�1+i:

From the above identities, the linear span ofsn is less than or equal tot. Sinceq > n=2, thent = n� q < n=2. ThusLS(sn) � t < n=2:
But on the other hand, we have LS(sn) � QS(sn) = q > n=2
which is a contradiction. Thus the last row ofM (n+1� q; q) is not a combination of the firstn� q rows ofM (n+1� q; q)
which proves the Lemma.

Fact 2 If QS(sn) = q andRank(A(n+ 1� q; q);�(n� q; q)) = 1+ Rank(A(n� q; q);�(n� q; q)); (2)

then Rank(A(n + 1� q; q);�(n� q; q)) = Rank(A(n+ 1� q; q + 1);�(n� q; q)): (3)
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Proof of Theorem 1.Let fn be a quadratic Boolean function inqn = q variables which generates the sequencesn =s0; s1; � � � ; sn�1. If fn still generatess0; s1; � � � ; sn�1; sn, thenqn+1 = qn. If fn does not generatesn+1, according Lemma
1, we have (2). From Fact 2, we get (3). Applying Fact 1, we obtain thatqn+1 = q = qn.

Remark 1 Since the proof of theorem 1 doesn’t use any information about the matrix�(n � q; q), then it follows that the
result in theorem 1 applies to all higher order spans. Note that this result has been proved for linear span in [7] and the
maximum order span in [6]. Therefore this result is true for all spans.

In the rest of this section we give two conjectures supportedby experimental results. Table 1 shows the number of sequences
of lengthn and quadratic spanq. Based on the results in this table, we have the following conjecture

Conjecture 1 Let Nn(q) be the number of binary sequences of lengthn and quadratic spanq > n=2. ThenNn(q) is a
function of the difference(n� q) only, i.e.,Nn(q) = Nn+i(q + i).
Numerical value for the functionNn(q) is given Table 2. By noting that the maximum period of the sequence generated byq-stage shift register is2q and thatq + q(q + 1)=2 bits of such a sequence will uniquely identify it, thenNn(q) is a function
of q only for n � max(2q; q + q(q + 1)=2).q 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24n
24 1 2 11 10519501061293655217574424037337901933617899744400789174017438431376130485336214083831411440 13 4 1
23 1 2 11 1051950105608221084727838121723099866093 395794173678743843137613048 5336 2140 838 314114 40 13 4 1
22 1 2 11 105195010425212807041336361787000 384134 172208 74352 3137613048 5336 2140 838 314 114 40 13 4 1
21 1 2 11 1051950100836 708419 634921 355219 168457 74007 31376 13048 5336 2140 838 314 114 40 13 4 1
20 1 2 11 1051950 92128 372081 297899 158291 72913 31347 13048 5336 2140 838 314 114 40 13 4 1
19 1 2 11 1051950 71832 190409 137442 69588 31100 13048 5336 2140 838 314 114 40 13 4 1
18 1 2 11 1051950 50712 95169 62250 30122 13022 5336 2140 838 314 114 40 13 4 1
17 1 2 11 1051950 33430 46265 27711 12797 5336 2140 838 314 114 40 13 4 1
16 1 2 11 1051950 20740 21867 12083 5313 2140 838 314 114 40 13 4 1
15 1 2 11 1051946 12001 10100 5138 2140 838 314 114 40 13 4 1
14 1 2 11 1051874 6407 4540 2120 838 314 114 40 13 4 1
13 1 2 11 1051502 3276 1971 838 314 114 40 13 4 1
12 1 2 11 1051085 1585 821 314 114 40 13 4 1
11 1 2 11 105 721 722 31 114 40 13 4 1
10 1 2 11 105 433 300 114 40 13 4 1
9 1 2 11 105 221 114 40 13 4 1
8 1 2 11 81 103 40 13 4 1
7 1 2 11 56 40 13 4 1
6 1 2 11 32 13 4 1
5 1 2 11 13 4 1
4 1 2 8 4 1
3 1 2 4 1
2 1 2 1
1 1 1

Table 1. Quadratic Span Distribution for n � 24n� q 0 1 2 3 4 5 6 7 8 9 10 11Nn(q) 1 4 13 40 11431483821405336130483137674384

Table 2. Nn(q) for q � n=2
Experimental average value of the quadratic span of randomly selected sequences of length100 � n � 1 is given in

Figure 1. Based on the results of this experiment, we have thefollowing conjecture:
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Figure 1. Average value of the quadratic span

Conjecture 2 For moderately largen, the expected value of the quadratic span of a random sequence of lengthn is given
byE(qn) � p2n:
For moderately largen, the expected value of the linear span of a random sequence oflengthn is given by� n=2 [2]. The
expected value of the maximum order span is given by� 2log2(n) [6].
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