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Abstract. Sosemanuk is a software-based stream cipher that has
passed all three stages of the ECRYPT stream cipher project and is
currently a member of the eSTREAM software portfolio. In the recent
works on cryptanalysis of Sosemanuk, its relatively small inner state
size of 384 bits was identified to be one of the reasons that the attacks
were possible. In this paper, we show that another consequence of the
small inner state size of Sosemanuk is the existence of several classes of
(K, IV ), (K′, IV ′) pairs that yield correlated keystreams. In particular,
we provide a distinguisher which requires less than 2 kilobytes of data
and an inner state recovery algorithm that works for two sets of key-IV
pairs of expected size ≈ 2128 each. In addition, a distinguisher requiring
252 keystream words is provided for another set of pairs of Sosemanuk
instances. The expected number of such key-IV pairs is 2192. Although
the security of Sosemanuk is not practically threatened, the found fea-
tures add to understanding of the security of the cipher and also provide
the basis for an elegant attack in the fault analysis model.

1 Introduction

Sosemanuk [5] is a fast software-oriented stream cipher that has passed all the
three phases of the ECRYPT eSTREAM competition and is currently a member
of the eSTREAM Profile 1 (software portfolio). It uses a 128-bit initialization
vector and allows keys of either 128-bit or 256-bits, whereas the claimed security
is always 128-bits. The design of Sosemanuk is based on the SNOW 2.0 stream
cipher [10] and utilizes elements of the Serpent block cipher [6]. Sosemanuk
aims to fix weaknesses of the SNOW 2.0 design and achieves better performance,
notably in the cipher’s initialization phase.

The preliminary analysis [5], conducted during the Sosemanuk design pro-
cess, includes the assessment of the cipher with respect to different cryptan-
alytic attacks such as correlation attacks, distinguishing attacks and algebraic
attacks. Public analysis that followed can be divided into two threads: guess-and-
determine attacks and linear attacks. In [21], Tsunoo et al. reported a guess-
and-determine attack that requires about 2224 operations. The computational
complexity of the latter attack was reduced to 2176 operations by Feng et al.
[12]. The two recent works on linear cryptanalysis of Sosemanuk include [16,9].
The time complexity and storage requirement of both attacks is about 2148.
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In particular, Cho et al. [9] relax the amount of required keystream needed by
the attack by Lee et al. [16] by a factor of about 210 and require about 2135.7

keystream bits for the inner state recovery by linear cryptanalysis to succeed. It
should be noted that the size of the inner state in Sosemanuk was stated as a
principal reason that the attacks in [21,16] were possible. In [19], an attack in
the fault analysis model requiring about 6144 faults to recover the secret inner
state was provided. Finally, the slide attacks on stream ciphers were introduced
in [8], where Grain stream cipher was shown to be susceptible to this type of
analysis.

When compared to other recent software oriented stream ciphers, such as
HC-128 [23], Rabbit [7] and SNOW 2.0 [10], Sosemanuk has the following two
particularities:

(i) A comparatively small inner state of 384 bits
(ii) Delay mechanism, by which words are sent to the output every 4 steps

Property (i) stems from the Sosemanuk design goal which aims to reduce the
processor cache pressure in order to allow the execution of the cipher primarily
utilizing processor cache registers, thus achieving higher speed [5]. As a conse-
quence of having a relatively small state, a measure of defense against guess-
and-determine attacks had to be introduced. Instead of releasing 32-bit words
to the output as they are generated in each step, the words are accumulated and
at every 4 steps, i.e., at the end of one Sosemanuk iteration, the 4 accumulated
32-bit words are permuted, passed through a non-linear layer and finally released
as a 128-bit keystream word, which resulted in increased complexity of guess-
and-determine attacks. In other words, the Sosemanuk iteration is self-similar,
in the sense that it contains 4 identical steps.

In this paper, we examine the impact of properties (i) and (ii) on the security
of Sosemanuk. In particular, of interest are related inner states of Sosemanuk
that are preserved over time and that, as shown in this work, yield correlated
keystreams. A trivial example of such a relation is full equality between the
inner states. The existence of key-IV pairs that lead to related inner states
follows due to property (i), more precisely, due to the ratio between the key-IV
size and inner state size, given a reasonable assumption on the random behavior
of 6-round cascades of the Serpent block cipher and a simple birthday paradox
argument. As for particularity (ii), the self-similarity of the iteration induced by
the delay mechanism gives rise to slid inner states. Again, such slid states are
achievable due to the ratio between the key-IV size and the inner state size.

The results in the paper are summarized in Table 1. In particular, a distin-
guisher requiring 251 keystream words generated by two Sosemanuk instances
with equal LFSRs is constructed. The expected size of the set of key-IV pairs
leading to such related inner states is about 2192 pairs. Next, it is shown that
there exist two distinct types of slid Sosemanuk inner states, the difference
being in the state slide distance d ∈ {1, 2}. Distinguishers requiring less than
2 kilobytes of data are constructed for both slid states variants. Moreover, an
inner state recovery algorithm that requires a work of less than 232 and 247.7

Sosemanuk iterations is given, for the cases d = 1 and d = 2, respectively.
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Table 1. The expected number of related key-IV pairs, distinguisher and inner state
recovery complexities.

Underlying inner state
relation

Expected # of
related key-IV
pairs

Distinguisher
complexity

Inner state
recovery

Full equality 2128 trivial -

LFSR equality, (Sect. 4) 2192 252 words -

Slid LFSR, Slid FSM,
d = 1 (Sect. 5)

2128 < 28 words
232 time,
223.8 space

Slid LFSR, Slid FSM,
d = 2 (Sect. 5)

2128 < 28 words
247.7 time,
223.8 space

Slid LFSR 2192 - -

The two sets of key-IV pairs leading to variants of such slid inner states are
expected to have about 2128 pairs each. Finally, the relation by which only the
corresponding two LFSRs are slided is pointed out. It is presented in the last
row of Table 1 and the question whether it is possible to efficiently distinguish
and mount inner state recovery attacks against such instance pairs is brought
up for future research.

From the perspective of fault analysis, the slide properties of Sosemanuk
provided in this paper show that the security of Sosemanuk is highly sensitive
to instruction skipping type of faults. Inserting such faults has been shown to be
practically possible, for example by using supply voltage variation [3,4,22,20]. If
the injected fault in the cryptographic device causes certain instructions to be
skipped, slid Sosemanuk keystreams may be obtained and then, the practical-
complexity inner state recovery algorithms provided in this paper apply.

The rest of the paper is organized as follows. In Section 2, the specification of
Sosemanuk is provided. Inner state relations preserved by the iteration steps are
identified and analyzed in Section 3. A distinguisher for Sosemanuk instances
with identical LFSRs is given in Section 4. The inner state recovery algorithm
for the case of slide Sosemanuk pairs is provided in Section 5. Finally, our
conclusion is provided in Section 6.

2 The Sosemanuk Specification and Notation
Conventions

The following notation will be utilized throughout the rest of the paper:

- xi, xj...,i: i-th bit of word x and bits from i to j of word x, respectively
- �,× : addition and multiplication modulo 232, respectively
- ⊕ bit-wise XOR

- <<< : left rotation defined on 32 bit values
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- wt,i: a 4-bit value defined by wt,i = zi mod 8
t,� i

8 �
zi mod 8
t,� i

8 �+4
zi mod 8
t,� i

8 �+8
zi mod 8
t,� i

8 �+12
, for

t ≥ 0, 0 ≤ i ≤ 31 where zt,i represents the i-th byte in the big-endian
notation of the keystream word zt. In other words, wt,i extracts the 4 bits
from zt that correspond to the application of one Serpent S-box.

- ISt: Sosemanuk inner state after t steps have been executed (four steps
represent one full cipher iteration)

1−α α

⊕
output

0s3s9s

1R 2R

⊕

⊕

4×tf

1s

⊕ ⊕

Fig. 1. Overview of the Sosemanuk stream cipher

While the claimed security level of Sosemanuk is 128 bits, it supports a
variable key length of 128 or 256 bits, whereas the length of the initialization
value can be only 128 bits. As depicted in Fig. 1, the secret inner state of
Sosemanuk consists of 12 32-bit words and utilizes three main components to
generate the keystream output: a linear feedback shift register (LFSR), a finite
state machine (FSM) and the function Serpent1 that represents the S-box layer
of a Serpent round, specified using Serpent S-box S2. The inner state at time t is
denoted by (st, . . . , st+9, R1t, R2t). For notation convenience, the FSM counters
in the specifications below are moved by 1 when compared to the original cipher
description.

For the purpose of specifying one Sosemanuk iteration, let α be a root of the
primitive polynomial P (X) = X4+β23X3+β245X2+β48X+β239 over GF(28)
and let β be a root of the primitive polynomial Q(X) = X8+X7+X5+X3+1
over GF(2). Also, let

mux(c, x, y) =

{
x if c = 0
y if c = 1

Finally, let Trans(x) = (M × x) <<< 7 and M = 0x54655307. A Sosemanuk
inner state update step consists of repeating the following transformations for 4
times:
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R1t+1 = (R2t �mux(lsb(R1t), st+1, st+1 ⊕ st+8) (1)

R2t+1 = Trans(R1t) (2)

st+10 = st+9 ⊕ α−1st+3 ⊕ αst (3)

The multiplications by α and α−1 in (3) are in GF(232). Once every four steps,
a 128-bit keystream word is sent to the output. In each step, between applying
(2) and (3), a 32-bit ft value is computed using

ft = (st+9 �R1t+1)⊕R2t+1 (4)

The 128-bit keystream word is computed using

zt = Serpent1(ftft+1ft+2ft+3)⊕ stst+1st+2st+3 (5)

As for the initialization procedure of Sosemanuk, it consists of expanding the
key K by the Serpent key schedule and encrypting the IV using the first 24
Serpent rounds. Denote the 128-bit i-th round output by (Y i

3 , Y
i
2 , Y

i
1 , Y

i
0 ). The

Sosemanuk inner state at t = 0 is then defined by

(s6, s7, s8, s9) = (Y 12
3 , Y 12

2 , Y 12
1 , Y 12

0 )

(s5, R20, s4, R10) = (Y 18
3 , Y 18

2 , Y 18
1 , Y 18

0 )

(s0, s1, s2, s3) = (Y 24
3 , Y 24

2 , Y 24
1 , Y 24

0 )

where the 12-th and 18-th round outputs are taken right after the linear layer
and the 24-th round output is taken after the addition with the 25-th subkey.

3 The Existence and the Size of the Related Key-IV Sets

In this section, we argue the existence of related key-IV sets and determine their
respective expected sizes. First, we identify relations between the two inner states
that are preserved by the Sosemanuk iteration step. A trivial example of such
iteration-preserving relation is the full equality between the two inner states.

For the purpose of identifying more such relations, observe that one Sose-
manuk iteration can be regarded as 4 steps, each consists of one FSM update
followed by one LFSR update, i.e., transformations due to a single application
of (1), (2) and (3). The value ft computed in step t is preserved and at the end
of the iteration, i.e., every four steps, a 128-bit keystream output value is com-
puted using (5) and sent to the output. Note that, as for the update part, the
Sosemanuk iteration is self-similar. In other words, the distance between two
inner states expressed in steps is invariant with time, which makes the following
definition meaningful.

Definition 1. We say that the two inner states ISt and ISt+d (and also their
corresponding cipher instances) are on distance d. Furthermore, if d is not a
multiple of 4, we call such two inner states slid states.
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An analogous definition can be stated for distance between the two LFSRs.
Now, four different iteration-preserving relations between the two inner states
of Sosemanuk can be identified:

(R1) Equality between inner states (inner states on distance d = 0)

(R2) Equality between LFSRs (LFSRs on distance d = 0)

(R3) Slid inner states (inner states on distance 1 ≤ d ≤ 3)

(R4) Slid LFSRs (LFSRs on distance 1 ≤ d ≤ 3)

Relations (R2) and (R4) leave the corresponding FSM content unrelated and are
preserved over time since the LFSR is independent of the FSM. Relations (R1)
and (R3) are trivially preserved. Note that if d /∈ {0, 1, 2}, the two keystreams
can be accordingly aligned, after which algorithms for (R1)-(R4) below become
applicable. Since properly aligning the keystream adds more complexity to the
distinguishing task, in this paper, we limit the related key-IV pair scope to only
those that refer to the starting states in both instances.

To argue the existence of key-IV pairs that lead to pairs of states (R1)-(R4),
let EK(Y 12) and E′

K(Y 18) denote a composition of Serpent rounds 12, . . . , 18
and 18, . . . , 24, respectively, where E′

K also includes the addition with the 25-th
round subkey. Then, it is convenient to represent the set of starting inner states
with fixed value Y 12 = (s6, s7, s8, s9) by

I(Y 12) =
{
(Y 12, EK(Y 12), E′

K(EK(Y 12))) | K ∈ {0, 1}128}

Clearly, the whole set of possible starting inner states is a union of I(Y 12) sets
for each Y 12 ∈ {0, 1}128.

Consider, for example, the relation (R3) for d = 1. The Sosemanuk key-IV
size is 256 bits and the inner state size is 384 bits. Assume for now that EK

and E′
K behave as random functions when regarded as functions of K for fixed

inputs. Such an assumption is commonly adopted in the context of time-memory
tradeoff attacks [14], see also [18]. A necessary condition for the inner state IS0

to precede state IS′
0 is that s10 = s′9, s9 = s′8, s8 = s′7, s7 = s′6. Consider the

set
⋃

α∈{0,1}32 I(α, Y 12
2 , Y 12

1 , Y 12
0 ) for a fixed Y 12

2 , Y 12
1 , Y 12

0 . The set contains at

most 2128 × 232 elements. After introducing a constraint that fixes s10 as well,
the size decreases to about 2128 values since, due to birthday paradox, there
will be only a negligible number of collisions among its elements. The only place
where its potential key-IV pairs can be found is the set I(Y 12

2 , Y 12
1 , Y 12

0 , s10)
which contains about 2128 elements. The birthday paradox can be applied to the
two sets using the approximation p(m,n) ≈ 1− e−n2/m, where m is the number
of elements in the two sets and n is the number of draws from the sets [17]. By
noting that p(2256, 2128) ≈ 0.63212, the probability that there exists a key-IV

pair that yield two slid states on d = 1 will be given by 1 − 0.632122
128 ≈ 1.

Analogous reasoning holds for the case when d = 2. Again, clearly, in case (R4), a
higher existence probability is achieved both for cases d = 1 and d = 2. A simpler
probabilistic argument shows that in the case of relations (R1) and (R2), related
key-IV pairs almost certainly exist.
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In case the Serpent 6-round cascades randomness assumption above is aban-
doned, the existence of Sosemanuk related key-IV pairs is still almost certain.
Assume for example that (EK(Y 12), E′

K(EK(Y 12))), regarded as a function of
K, is injective in a degree significantly higher than it is the case for a randomly
chosen function. In that case, the probabilistic arguments establishing relation
(R1) between IS0 and IS′

0 do not hold. However, consider the same arguments
for IS0 and IS′

n for a sufficiently large n > 0. Since the inner state has been
randomized sufficiently by n Sosemanuk iterations, the probabilistic arguments
above can be reiterated.

The expected number of related key-IV pairs in sets specified by (R1), (R2),
(R3) and (R4) is 2128, 2192, 2128 and 2192, respectively. The details of the counting
are given in Appendix A.

4 Sosemanuk Instances with the Identical LFSRs

In this section, we provide a distinguisher for a pair of keystreams originating
from cipher instances with same LFSRs, i.e., related according to relation (R2).
Since in Sosemanuk the LFSR does not depend on the FSM registers, the
equality of the LFSRs is preserved as the two instances iterate. At the first
glance, it may appear that the FSM registers of the two cipher instances will
become equal after about 264 steps and that therefore it is trivial to distinguish
the two keystreams given such long keystreams. However, as shown below, this
is not the case.

Lemma 1. The inner states of two Sosemanuk instances with the same LFSRs
and different FSMs will never become equal.

Proof: It suffices to show that one Sosemanuk step preserves the FSM difference.
Whenever R1t �= R1′t, it follows that R2t+1 �= R2′t+1, since Trans is injective.
If R1t = R1′t, but R2t �= R2′t, then R1t+1 �= R1′t+1, since the mux control bits
in step t are equal. �

4.1 Distinguishing a Pair of Keystreams from Random Data

Lemma 1 states that as the two instances iterate, the corresponding FSM regis-
ters will not become identical. However, as shown below, once a zero-difference is
established on certain bits of the two FSMs, the equality between the bits prop-
agates in the next steps with biased probability, yielding almost equal keystream
words. The distinguisher provided below is based on this property.

The equality between the keystream words is captured by event Ot(l).
Namely, consider the two inner states with identical LFSRs at some time t by
(st, . . . , st+9, R1t, R2t) and (st, . . . , st+9, R1′t, R2′t), where t ≡ 0 mod 4. Let the
event Ot(l) take place if wt,0 = w′

t,0, . . . , wt,l−1 = w′
t,l−1, i.e., if the bits in the

two keystream words at time t that correspond to l least significant S-boxes are
equal. Below, we show that if l > 7, i.e., if l is larger than the rotation constant
in the Trans function, the probability of event Ot(l) is significantly higher than
the corresponding probability for randomly generated data.
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In particular, the reason that the probability of Ot(l) is biased when l > 7
can be illustrated as follows. For some fixed l and i ∈ {1, 2}, define

Δ(Ril−1..0
t ) =

{
0 if Ril−1..0

t = Ri
′l−1..0
t ,

1 otherwise.

Then, if t0 is a starting step of some Sosemanuk iteration, the event Ot0(l)
will take place if (Δ(R1l−1..0

t ), Δ(R2l−1..0
t )) = (0, 0) for t ∈ {t0, t0 + 1, t0 +

2, t0 + 3}. Now, the mentioned bias for l > 7 can be observed as follows. Con-
sider the probability P [(0, 0) → (0, 0)], i.e., the probability that the equal-
ity between the corresponding bits in the two FSMs will be preserved. Since
(Δ(R1l−1..0

t ), Δ(R2l−1..0
t )) = (0, 0), the mux control bits will be equal in the

two instances of the cipher and therefore R1l−1..0
t+1 = R1

′l−1..0
t+1 will hold. On the

other hand, since Trans(x) = (M×x mod 232) <<< 7, we have that P [R1l+7..7
t+1 =

R1
′l+7..7
t+1 ] = 1 and P [R17..0t+1 = R1

′7..0
t+1 ] = 2−7. Therefore

P [(0, 0) → (0, 0)] =

{
2−l if l ≤ 7
2−7 if l > 7

Thus, increasing l to greater than 7 leaves the probability above constant, which
shows that equality among the least significant bits ofR1 and R2 between the two
instances of the cipher propagates with good probability. To have a distinguisher,
l needs to be increased up to a point where the probability of Ot(l) for randomly
generated data is significantly smaller than for Sosemanuk outputs. Below, the
advantage of the distinguisher for l = 14 is shown to be sufficiently high.

Since (Δ(R1l−1..0
t ), Δ(R2l−1..0

t )) = (0, 0) for l = 14 imposes two 14-bit condi-
tions on the two inner states, the proportion of steps in which the (0, 0) event
takes place is 2−28. Consequently, it can be shown that, in 253 steps, the event
(0, 0) will occur more than 224.9995 times with probability 0.98. Out of 224.9995

(0, 0) states, only 222.9995 will represent the starting step of a Sosemanuk iter-
ation. Each such starting step may develop into Ot(14) event with probability
P [(0, 0) → (0, 0)]3 = 2−7×3 = 2−21. Out of 222.9995 such steps, one will develop

into Ot(14) with probability 1−(1−2−21)2
22.9995

= 0.98. Therefore, the probabil-
ity that Ot(14) will occur within 253 steps, or 251 Sosemanuk iterations of the
two cipher instances is higher than 0.98 × 0.98 = 0.96. On the other hand, the
probability of that Ot(14) will occur in a pair of randomly generated sequences

of 251 128-bit words is 1− (1−24×14)2
51

= 0.03, which gives rise to the following
distinguisher:

- If the event Ot(14) took place for some t in the two keystreams, then return
Sosemanuk. Otherwise, return Random.

The overall amount of data required for the distinguisher is 251 × 2 = 252

keystream words. The probability of false positives is 0.03 and the probability
of false negatives is 1 − 0.96 = 0.04. Tuning the number of observed keystream
words as well as the value of l yields different success rates with respect to false
positives, false negatives and the required data amount.
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5 Sosemanuk Instances with Slid Inner States

In this section we present a practical inner state recovery algorithm, that requires
a small amount of keystream generated by two instances following relation (R3)
with d = 1 or d = 2. Such keystreams are easily distinguished from random
keystreams given only about 32 and 64 keystream words generated by both
instances for d = 1 and d = 2, respectively. The details of the distinguisher in
question are provided in Appendix B.

5.1 Equations Due to Slid Sosemanuk Instances

Consider the bits that interact with one particular S-box, up to the point where
they reach the output as 4 bits dispersed in the keystream word zt. The S-boxes
are applied to the input values of the form f i

t+3f
i
t+2f

i
t+1f

i
t , for 0 ≤ i ≤ 31 and

the corresponding S-box output, after addition to the LFSR bits, represents the
4 bit output wt,i = S(f i

t+3f
i
t+2f

i
t+1f

i
t )⊕ sit+3s

i
t+2s

i
t+1s

i
t . The particular position

of the wt,i bits in the 128-bit keystream word is made explicit in the notation
part of Section 2.

Slid state generated keystreams introduce equations that leak the inner state
material. In this section, and without loss of generality, these equations are
written for t = 0. Expand w0,i, w4,i, w8,i and w12,i for some 0 ≤ i ≤ 31 using
the expression S(f i

t+3f
i
t+2f

i
t+1f

i
t ) ⊕ sit+3s

i
t+2s

i
t+1s

i
t = wt,i. Now, in case the 4

starting keystream words due to inner state IS1 are also known, the system can
be extended as follows

S(f i
3f

i
2f

i
1f

i
0)⊕ si3s

i
2s

i
1s

i
0 = w0,i, S(f i

4f
i
3f

i
2f

i
1)⊕ si4s

i
3s

i
2s

i
1 = w1,i (6)

S(f i
7f

i
6f

i
5f

i
4)⊕ si7s

i
6s

i
5s

i
4 = w4,i, S(f i

8f
i
7f

i
6f

i
5)⊕ si8s

i
7s

i
6s

i
5 = w5,i (7)

S(f i
11f

i
10f

i
9f

i
8)⊕ si11s

i
10s

i
9s

i
8 = w8,i, S(f i

12f
i
11f

i
10f

i
9)⊕ si12s

i
11s

i
10s

i
9 = w9,i (8)

S(f i
15f

i
14f

i
13f

i
12)⊕si15s

i
14s

i
13s

i
12=w12,i, S(f

i
16f

i
15f

i
14f

i
13)⊕si16s

i
15s

i
14s

i
13=w13,i (9)

If instead of IS1, the keystream due to inner state IS2 is known, the equations
analogous to (6)-(9) for the case when the slide is by 2 steps are:

S(f i
3f

i
2f

i
1f

i
0)⊕ si3s

i
2s

i
1s

i
0 = w0,i, S(f i

5f
i
4f

i
3f

i
2)⊕ si5s

i
4s

i
3s

i
2 = w2,i (10)

S(f i
7f

i
6f

i
5f

i
4)⊕ si7s

i
6s

i
5s

i
4 = w4,i, S(f i

9f
i
8f

i
7f

i
6)⊕ si9s

i
8s

i
7s

i
6 = w6,i (11)

S(f i
11f

i
10f

i
9f

i
8)⊕si11s

i
10s

i
9s

i
8=w8,i, S(f i

13f
i
12f

i
11f

i
10)⊕si13s

i
12s

i
11s

i
10=w10,i (12)

S(f i
15f

i
14f

i
13f

i
12)⊕si15s

i
14s

i
13s

i
12=w12,i, S(f

i
17f

i
16f

i
15f

i
14)⊕si17s

i
16s

i
15s

i
14=w14,i (13)

The problem is how to recover the inner state given the right-hand values of
(6)-(9) or (10)-(13), for each bit position i = 0, . . . , 31.

5.2 Recovering the Inner State

The inner state is recovered by first recovering the LFSR and then the FSM.
To recover the LFSR, first, equations (6)-(9) or (10)-(13) are solved, yielding a



280 A. Kircanski and A.M. Youssef

constraint on the extended LFSR (i.e., s0, . . . , s16.) Note that the equations have
been deliberately chosen to cover variables of the extended LFSR, rather than
the LFSR. That way, the dependence between the LFSR registers expressed by
(3) can be used to further restrict the LFSR space. Namely, having a restriction
against s0, . . . , s16 in case of system (6)-(9), instead of against only s0, . . . , s9,
allows pruning the wrong s0, . . . , s9 candidates by using (3) for t = 0, . . . , 6.

To find the expected number of solutions to the system (6)-(9), the exact
distribution of the number of solutions was calculated. The problem of calcu-
lating the distribution was divided into two parts. The distribution was found
first for (6)-(7) and then for (8)-(9), where care has been taken about bits s8
and f8 which participate in both subsystems. Once the joint distribution that
represents the distribution of the number of solutions of the full system (6)-(9)
was calculated, the expected number of solutions for the system was found to
be 23.357. The same strategy has been applied for the case d = 2, and the ex-
pected number of solutions to (10)-(13) is found to be equal to 24.5278. Since the
32 systems corresponding to different 0 ≤ i ≤ 31 are independent, the overall
number of candidates for (s0, . . . , s16) is expected to be 23.357×32 ≈ 2107.42 and
232×4.528 ≈ 2144.896 for d = 1 and d = 2, respectively. As for mutual dependencies
between (s0, . . . , s16), relation (3) for t = 0, . . . , 6 imposes 7 32-bit constraints on
the extended LFSR. Therefore, the two restrictions ensure that the final number
of candidates for the extended LFSR is restricted only to 1 (correct) value with
high probability both in cases d = 1 and d = 2, since 7 × 32 = 224 >> 107.42
and 7× 32 = 224 >> 144.896, respectively.

Recovering the LFSR To recover the LFSR in case d = 1, the attacker obtains
the first 4 keystream words of both instances and solves 32 systems of the form
(6)-(9), by simply trying all the possibilities for the f i

0, . . . , f
i
16 and whenever

possible, deducing the corresponding si0, . . . , s
i
16. The resulting extended LFSR

restriction is specified “i-th-bit-wise”, that is to say, the solution of the 32 sys-
tems can be regarded as sets S0, . . . , S31 where each set Si contains about 2

3.357

17-bit values as candidates for value si0 . . . , s
i
16. To prune the false candidates, a

naive approach of going through all candidates of the 32 sets and discarding in
case the α relations are not satisfied would require an impractical complexity of
2108.16 operations. A more efficient approach is to utilize the properties of the
α and α−1 multiplication in GF (232) in order to derive an early contradiction
after choosing candidates from Sl1 , . . . , Slm for m significantly smaller than 32.

Multiplication by α and α−1 in GF(232) can be represented as [5]:

α(x) = (x >> 8)⊕ Tα(x&255), α−1(x) = (x << 8)⊕ Tβ(x >> 24) (14)

where Tα and Tβ represent 8 × 32 S-boxes. Let st,b, 0 ≤ b ≤ 3 denote the b-th
least significant byte of the LFSR word st. Isolating the i-th bit of each value
participating in relation (3) and using (14), the following bit relation is obtained

sit+10 = sit+9 ⊕ si−8
t+3 ⊕ T i

β(st+3,3)⊕ si+8
t ⊕ T i

α(st,0) (15)



On the Sosemanuk Related Key-IV Sets 281

with the convention that bits si−8
t+3 for 0 ≤ i ≤ 7 and si+8

t for 24 ≤ i ≤ 31
are equal to 0. Choosing a candidate from the set Si for some 0 ≤ i ≤ 31
produces one such equation for each 0 ≤ t ≤ 6, i.e., 7 equations of form (15). In
each equation, due to the candidate choice, sit+10 and sit+9 are known bits. No
two equations among the 7 equations have common variables. More generally,
choosing a candidate from each of the m different Si sets for some 0 ≤ m ≤ 31,
generates 7 independent systems, each having m equations of the form (15).
Since increasing the number of sets Si from which the candidates are chosen
enlarges the search space, the strategy is to select a minimal family of Si sets so
that each of the systems is solvable in st+3,3 and st,0, the two input bytes for Tα

and Tβ S-boxes and moreover, so that the system becomes overdefined. Then,
in case the solution to any of the systems does not exist, the candidates choice
from the Si sets can be discarded.

The strategy above is illustrated as follows. Let i = 0 and let a candidate be
chosen from S0. Note that (15) for i = 0 contains the unknown variable s8t . Since
the goal is to make the systems solvable for Tα and Tβ S-box inputs, in order to
fix s8, a candidate from S8 is chosen. Similarly, other enforced choices are from
sets S16 and S24. For a fixed 0 ≤ t ≤ 6, the system is of the form

s0t+10 = s0t+9 ⊕ s8t ⊕ T 0(st+3,3, st,0)

s8t+10 = s8t+9 ⊕ s0t+3 ⊕ s16t ⊕ T 8(st+3,3, st,0)

s16t+10 = s16t+9 ⊕ s8t+3 ⊕ s24t ⊕ T 16(st+3,3, st,0)

s24t+10 = s24t+9 ⊕ s16t+3 ⊕ T 24(st+3,3, st,0)

(16)

where T (st+3,3, st,0) = Tβ(st+3,3)⊕Tα(st,0) is a 16× 32 one-to-one S-box (as we
verified) convenient to define for the consideration below. Given the system (16),
the bits T 0(st+3,3, st,0), T

8(st+3,3, st,0), T
16(st+3,3, st,0) and T 24(st+3,3, st,0) can

be determined. Moreover, the choice of candidates from S0 and S24 imposes a
constraint on the T input by fixing the least significant bit of st,0 and st+3,0,
respectively. The same holds for any i, 0 ≤ i ≤ 7. Thus, the system constraints
the T input-output value by fixing its 4 output and 2 input bits.

Similarly, for 0 ≤ i < 8, choosing elements from Si+8k, k = 0, 1, 2, 3, yields
a system analogous to (16), for each 0 ≤ t ≤ 6. Thus, the T input-output is
constrained by fixing 2 input and 4 output bits, for each 0 ≤ t ≤ 6. Now,
extending the guess to sets Si0+8k, . . . , Sin+8k, for k = 0, 1, 2, 3 and some 0 ≤
i0, . . . , in ≤ 7 will overdefine the T input with good probability if n ≥ 3. In
particular, for n = 3, each system constraints the T input value by fixing 6 input
bits and 12 output bits. Since there exists only 216 possible input-output pairs for
T , at most 216 out of 218 such constraints will be satisfiable. As it is reasonable
to assume that the constraint values are distributed uniformly, the candidate
choice will pass with probability of at most 2−2 for one fixed 0 ≤ t ≤ 6. Then,
the pruning is done by verifying whether for the given choice from Si0+8k, Si1+8k

and Si2+8k, for k = 0, 1, 2, 3 all of the 7 systems are satisfiable, which happens
with probability less than 2−2×7 = 2−14. Since the initial number of candidates
is expected to be 212×3.357 = 240.284, less than 240.56−14 = 226.56 candidates
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are expected to pass the test. In case n = 4, using analogous arguments, each
of the 7 16-equation systems is satisfiable with probability of at most 2−8 and
thus applying this criterion provides reduction of at least 2−8×7 = 2−56. The
initial expected number of candidates in this case is 23.357×16 = 253.712 and thus
no false candidates are expected to pass the test. It can thus be observed that
for n = 3, the criterion is weaker but there is a smaller number of candidates,
whereas for n = 4, the criterion is stronger, but the initial number of candidates
is relatively high. Note that above values i0, . . . , i3 can be chosen arbitrarily.
However, to decrease the complexity of the search, it is useful to start from ij
values such that |Sij | are small.

The discussion above indicates a breadth-first style search procedure to ef-
ficiently prune incorrect candidates. Namely, given the solution to (6)-(9), in
the form of sets S0, . . . , S31, the LFSR recovery proceeds as follows. Let h(i) =∏

0≤k≤3 |Si+8k|. Determine i0, . . . , i7 so that h(i0), h(i1), . . . , h(i7) represents a
sequence sorted in increasing order. Choose a candidate from each of the Si0+8k,
Si1+8k and Si2+8k, 0 ≤ k ≤ 3. Generate 7 systems, 12 equations of form (15)
each, using the guessed candidates. If for any of the 7 systems, the constrained
T input-output value does not exist, discard the candidates choice. Otherwise,
for the candidates that passed the criterion, continue the search by guessing the
next four Sij+8k sets simultaneously and looking for contradiction in a breadth-
first manner, i.e., not by recursing into the search tree, but rather looking for
contradiction after every fourplet guess. Note that solving the systems appear-
ing during the attack can be done efficiently by utilizing precomputed tables.
For some 0 ≤ i0, i1, i2 ≤ 7, consider verifying whether a guess from sets Si0+8k,
Si1+8k and Si2+8k, 0 ≤ k ≤ 3 yields a contradiction or not. Each such guess
yields an 18-bit constraint on the input-output value of T , where the set of fixed
bit positions uniquely depends on the set {i0, i1, i2}. A yes/no information on the
existence of such T input-output value can be preserved in precomputed tables
T{i0,i1,i2}, for each set {i0, i1, i2} ∈ {0, 1, . . . , 7}. The storage demand amounts

to
(
8
3

)×218 ≈ 223.8 bits and the same number of T lookup operations is required
to fill in the tables.

Estimated Complexities and Experimental Results. In the previous sec-
tion, a procedure for recovering the LFSR was provided. After the LFSR is recov-
ered, the FSM can be recovered by guessing one FSM register, then recovering
the other one and verifying the guess against the keystream. The computational
effort of such a procedure is less than 232 Sosemanuk iterations. According to
the previous subsection, the computational effort of the LFSR recovery amounts
to the search over candidates from sets Si0+8k, Si1+8k and Si2+8k, for 0 ≤ k ≤ 3,
where 0 ≤ i0, i1, i2 ≤ 7 are the three points of the function h(i) =

∏
0≤k≤3 |Si+8k|

with the smallest values. To estimate the expected value of such three smallest
values, for both d = 1 and d = 2, the exact distribution of h(i) was calculated
exhaustively, using the exact distribution of |Si+8k|, found at the beginning of
this section. The attacker has a chance to choose the three smallest points of h,
out of 8 independent h(i) for 0 ≤ i < 8. The 1st, 2nd and 3rd order statistics of
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an 8 element sample has been found to be 29.517, 210.602 and 211.372, respectively.
Therefore, the overall attack requirements for d = 1 are

- Data of 4 words, produced by 2 slid Sosemanuk instances
- The computation of 29.517+10.602+11.372 = 231.491 table lookups for the LFSR
recovery and the work equivalent to 232 iterations for the FSM recovery

- Storage requirement of 223.8 bits

For d = 2, the data and storage complexity remain the same. Since the ex-
pected 1st, 2nd and 3rd order statistics of h(i), 0 ≤ i ≤ 7, are 215.081, 215.996 and
216.627, respectively, the overall expected number of candidates to go through is
215.081+15.996+16.627 = 247.704. Note that the computational cost can be lowered
at the cost of increasing the available data. Namely, if more than 4 keystream
words are available, the attack can be performed using the 4 consecutive
keystream words of both instances for time t where h(i0), h(i1), h(i2) are
minimal.

The attack was implemented for d = 1 on a 2.4 GHz AMD processor, using
the Java Sosemanuk implementation provided with the cipher specification.
The search procedure behaved as predicted above and the two slid Sosemanuk
inner states have been uniquely recovered in less than a day.

Slide Sosemanuk instances in the context of fault attacks The properties
exposed in this section yield a fault attack, in which the attacker introduces
instruction skipping faults [15], e.g., by varying the supply voltage of the device
that performs encryption at carefully chosen times. In such a setting, transient
faults start occurring in a relatively large number [4] and the attacker waits until
the slid keystreams are detected, using the distinguisher from Section 5. At that
point, the inner state recovery procedure provided above applies and the secret
inner state of the cipher can be efficiently recovered.

6 Conclusion and Future Work

This work provides the first steps in the analysis of the related keys of Sose-
manuk. We showed that Sosemanuk’s related key pairs exist and that observing
pairs of keystreams generated under such related key-IV pairs can lead to the
recovery of the inner state. In particular, an efficient inner state recovery algo-
rithm and also a distinguisher have been provided for two particular classes of
expected size of 2128 key-IV pairs. A distinguisher requiring 252 keystream words
was presented for a larger class of related key-IV pairs, of size 2192. While the
results from this paper do not directly threaten the security of Sosemanuk, the
non-random properties of Sosemanuk should be brought to light and the users
of the cipher should be aware of it. Finally, this work also shows that Sose-
manuk is highly sensitive to a specific kind of a fault analysis attack in which
the execution flow is disturbed.

As for future work, the natural next step is to find an efficient procedure
for constructing particular ((K, IV ), (K ′, IV ′)) pairs that yield the presented
related Sosemanuk instances.
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A Estimating the Expected Number of Related Key-IV
Pairs

Having shown the almost certain existence of related key-IV pairs in Section
3, in this appendix, we estimate their corresponding number. This is done for
each relation (R1)-(R4), under the assumption that (EK(Y 12), E′

K(EK(Y 12)))
behaves randomly when regarded as functions of the key. Note that if m elements
are drawn with replacement from a set of n elements, the expected number of
drawn elements that will repeat is E1(m,n) =

(
m
2

)
1
n , since the probability that

two elements will collide is 1
n and there exist

(
m
2

)
elements pairs. Similarly, if

two sets of m elements are drawn from an n-element set, the expected number

of collisions is E2(m,n) = m2

n .
As for case (R1), for some Y 12 ∈ {0, 1}128, the expected number of collisions

in I(Y 12) is E1(2
128, 2256) ≈ 1. Since there is 2128 possibilities for Y 12, we

have that the final expected number of key-IV pairs that yield identical inner
states is 2128 × E1(2

128, 2256) ≈ 2128. In case (R2), since only the LFSRs are
required to be identical, we have that the expected number of key-IV pairs is
2128 × E1(2

128, 2192) ≈ 2192.
As for slid pairs, described by case (R3), let Y 12

2 , Y 12
1 , Y 12

0 be fixed. Con-
sider the subset of the set

⋃
α∈{0,1}32 I(α, Y 12

2 , Y 12
1 , Y 12

0 ) that fixes the cor-

responding s10 value. As described in the previous subsection, such a set is
expected to have 2128 elements. The corresponding slid pairs can only be in
I(Y 12

2 , Y 12
1 , Y 12

0 , s10). Since the two sets have 2128 elements, and there is 2128

such set pairs, the expected number of states that have a corresponding slid
state is 2128 × E2(2

128, 2256) ≈ 2128. Even though when α = Y 12
2 = Y 12

1 = Y 12
0

there may be an overlap between the corresponding sets, it is easy to show
that the final expected number of slid pairs does not change significantly in this
case. Applying analogous reasoning, it follows that the number of key-IV pairs
corresponding to case (R4) is 2128 × E2(2

128, 2192) ≈ 2192.

http://www.ecrypt.eu.org/stream/soemanukp3.html
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B Distinguishing Slid Sosemanuk Instances

In this appendix, we show that the output of two Sosemanuk instances on
distance d = 1 or d = 2 can easily be distinguished from random stream. Let
z0, z4, . . . , z4n and z1, z5, . . . , z4n+1, be two Sosemanuk keystream outputs gen-
erated by slid inner state on distance d = 1. First, we show that it is possible
to efficiently compute the probability that the two slid Sosemanuk instances
generate a given sequence z = (z0, z1, z4, z5, . . . , z4n, z4n+1).

Assume that sequence z is due to two slid Sosemanuk instances and extract
the S-box outputs corresponding to different bit positions 0 ≤ i ≤ 31. Write
down each of the 32 subsequences in the form

w0,i, w1,i, w4,i, w5,i, w8,i, w9,i, . . . , w4n,i, w4n+1,i (17)

The first 8 elements in the sequence (17) are generated according to (6)-(9)
and the rest are generated by analogous equations. Consider the dependence
between the elements of the sequence (17) by focusing for example on the value
w4,i defined by the left-hand equation of (7). Observe that values participating in
its generation f4, . . . , f7 and s4, . . . , s7 participate only in the generation of w1,i

and w5,i. The same observation generalizes to any sequence element in (17). We
adopt the assumption that ft and st, t ≥ 0, are uniformly distributed. Although
the assumption does not fully ressemble the real case, it serves to simplify the
model and moreover, does not create any relevant deviation from the real case,
as verified by the experimental results below. Now each value in (17) depends
only on its predecessor. Thus, the behavior of the subsequence is completely
determined by transition probabilities, which are different for even and odd
steps of the sequence (17). As for the transitions of the form w4t,i to w4t+1,i,
the transition matrix M1,1 is provided. The elements of M1,1 that represent
transition probabilities have been calculated by going through all of the left-
hand values of a pair of equations (6) and recording the number of transitions
for each (w0,i, w1,i):

M1,1 =
1

64

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

4 4 3 5 3 5 6 2 4 4 3 5 3 5 6 2
4 4 3 5 3 5 6 2 4 4 3 5 3 5 6 2
4 4 5 3 5 3 2 6 4 4 5 3 5 3 2 6
4 4 5 3 5 3 2 6 4 4 5 3 5 3 2 6
3 5 4 4 6 2 3 5 3 5 4 4 6 2 3 5
3 5 4 4 6 2 3 5 3 5 4 4 6 2 3 5
5 3 4 4 2 6 5 3 5 3 4 4 2 6 5 3
5 3 4 4 2 6 5 3 5 3 4 4 2 6 5 3
3 5 6 2 4 4 3 5 3 5 6 2 4 4 3 5
3 5 6 2 4 4 3 5 3 5 6 2 4 4 3 5
5 3 2 6 4 4 5 3 5 3 2 6 4 4 5 3
5 3 2 6 4 4 5 3 5 3 2 6 4 4 5 3
6 2 3 5 3 5 4 4 6 2 3 5 3 5 4 4
6 2 3 5 3 5 4 4 6 2 3 5 3 5 4 4
2 6 5 3 5 3 4 4 2 6 5 3 5 3 4 4
2 6 5 3 5 3 4 4 2 6 5 3 5 3 4 4

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
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The factor 1
64 comes from the fact that fixing w0,i in (6) leaves 24 possibilities for

f0, f1, f2, f3, s0, s1, s2 and s3 and thus 24+2 = 64 possibilities for the left-hand
side of the equation for w1,i. From matrix M1,1 it is clear that the transition
probabilities are heavily biased.

In the case of transitions from w4t+1,i to w4(t+1),i, the bias does not exist and

all the values in the 16 × 16 matrix M1,2 are equal to 1
16 . Now the probabil-

ity PrD0 [z], where D0 is the distribution that describes the output of two slid
Sosemanuk instances, can be calculated efficiently. Namely, given a reasonable
independence assumption, this probability is equal to a product of probabili-
ties of 32 subsequences of form (17) extracted from z. Each of the subsequence
probabilities is calculated by using the Markovian assumption and the transition
matrices M1,1, M1,2. On the other hand, the probability PrD1 [z] of z occurring
in a random stream is equal to 1/2(2n+2)×128.

Finally, as for the matrix M2,1 that corresponds to the case d = 2, this
16 × 16 matrix has been found to be populated only by 13

256 and 19
256 values.

Denote the elements of the matrix in question by M2,1 = [ai,j ]. Then, for
i ∈ {1, 2, 3, 4, 13, 14, 15, 16}, ai,j = 13

256 if j ∈ {1, 4, 5, 8, 9, 12, 13, 16}. For i ∈
{5, 6, 7, 8, 9, 10, 11, 12}, ai,j = 13

256 if j ∈ {2, 3, 6, 7, 10, 11, 14, 15}. Other ai,j ele-
ments are equal to 19

256 .
To optimally decide whether the sample z comes from distribution D0 or D1

[2], the acceptance region is defined by

A = {z : LR(z) ≥ 1}, where LR(z) =
PrD0 [z]

PrD1
[z]

If z ∈ A, the distinguisher returns D0 and otherwise D1. Thus, to distinguish
outputs of two Sosemanuk slid instances from random data, it suffices to com-
pute the probability of the sample under distributions D0 and D1 and compare
the two probabilities.

The distinguisher above has been implemented and the following experiments
have been performed to estimate the number of keystream words necessary for
the overall probability of error Pe to be sufficiently low. Each experiment con-
sisted of generating 32 keystream words by each of the two random instances
of Sosemanuk which are on distance 1 and then applying the distinguisher,
whereas the probability multiplicative structure has been replaced by the usual
logarithmic additive representation. The experiment was repeated for 1024 times
and no false negatives or false positives have been reported. It can be con-
cluded that the input size of 32 keystream words is sufficient to distinguish
Sosemanuk with high probability. The analogous experiment was executed for
the case d = 2 using 64 keystream words from both instances. Neither false pos-
itives nor false negatives occurred in 1024 experiments repetitions, which shows
that 64 keystream words are sufficient to make Pe sufficiently small when d = 2.
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