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Abstract 

We study the marginal density of the XOR distribution table, and the linear approximation table entries of 
regular substitution boxes (s-boxes). Based on this, we show that the fraction of good s-boxes (with regard to 
immunity against linear and differential cryptanalysis) increases dramatically with the number of input variables. 
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1. Introduction 

Differential cryptanalysis 111, and linear crypt- 
analysis [3] are currently the most powerful crypt- 
analytic attacks on private-key block ciphers. The 
complexity of differential cryptanalysis depends 
on the size of the largest entry in the XOR table, 
the total number of zeroes in the XOR table, and 
the number of nonzero entries in the first column 
in that table [1,8]. The complexity of linear crypt- 
analysis depends on the size of the largest entry 
in the linear approximation table (LAT). 

One requirement in s-box design is to have a 
balanced s-box (also known as a regular s-box). 
This means that each output symbol should ap- 
pear an equal number of times when the input is 
varied over all possible values. 

Gordon and Retkin [2] calculated the probabil- 
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ity that one or more of the output coordinates of 
a random, reversible s-box is an affine function. 
By showing that this probability deceases dramat- 
ically with the number of input variables, they 
conjectured that larger s-boxes are better. In this 
letter, we provide further evidence for their con- 
jecture by showing that the fraction of good s- 
boxes, with regard to immunity against linear and 
differential cryptanalysis, increases dramatically 
with the number of input variables. 

2. Deiinitions 

For a given s-box constructed from a mapping 
f(X) : z; + zy, the linear approximation table 
entry ZAT(a, p) is defined as 131: 

UT(a, P) 

=#{xEZ;IcY*X=~~f(X)) -2”_1, 
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where (Y E Zz, /? E (Zr}/Q, and (Y *X denotes symbols corresponding to the O’s of a *X and a 
the inner product of the vectors (Y and X evalu- similar number of possible arrangements for the 
ated over Z,. symbols corresponding to the l’s of LY * X. 

The XOR table entry N, x ~ y is defined as [l]: 

N axay=#{XEZ;If(X@ AX)ef(X)= AY), 

where A x E Z;, A y E Zy. 
It is straightforward to notice that LAT(a, /3) 

= 2”-l- d(a AX, p .f<X)), where 

d(a ‘X, P *f(X)) 

=#{xEZ;I(Y.X63p*f(X)=l}. 

From [4], the total number of balanced s-boxes 
with II input bits, and m output bits is given by 

2”! 
B(n, m) = 

(2n_m!)2m ’ Iz 2 m. 

Since we can partition the input X into 2k 
distinct sets, all X’s in a given set are assigned 
the same common value of the k bits of f(X) 
corresponding to the nonzero bits of p. We still 
need to assign the remaining n - k output bits 
for each X. Each X within a given set must be 
assigned a distinct n - k tuple of the remaining 
output bits for 2”~“’ times2 each set can be as- 
signed in 2”-k!/(2”-“!)2m- ways, so the remain- 
ing bits can be assigned in (2’-k!/(2’-m!)2m-k)2k 
ways. 
Thus we have 

[ ,,ny;;2k-l j2( c2z;i;j.-k r = (r:;;;;m 

distinct balanced functions with d((~ *X, p . 
f(X)) = 0. Using the same argument, and by not- 
ing that we have (2;-‘)2 ways to generate bal- 
anced functions that have d(a *X, /3 *f(X)) = 21 
from (Y * X, we have 

3. Linear approximation table of balanced s-boxes 

Let wt(cu) be the hamming weight of the bi- 
nary vector a; which is the number of l’s in the 
vector (Y. For wt(cu) = 0, we have LAT(cr, /3) = 0 
as p *f(X) is always a balanced function for a 
balanced s-box. 

For (Y # Q /? # 0 we have 

Lemma 1. 

P{d(cu-X, P-f(X)) =24 

Proof. For wt(P) = k > 0, we have (2”-l!/ 
(2”-k!)2k-‘)2 ways of arranging the bits of f(X) 
corresponding to nonzero bits of /3 such that 
d(a *X, /3 *f(X)) = 0. This result follows directly 
by noting that the number of arrangements of N 
different objects, for each of which there are C 
copies, is (NC)!/(C!) N. In our case, we have 
2k-’ k-bit symbols with the corresponding XOR 
equal 0, and Zk-’ k-bit symbols with the corre- 
sponding XOR equal 1. Each of these symbols 
occurs 2n-k times. Thus we have 
(2n--11/(2+)2*-‘) possible arrangements for the 

y-1 

i i 

2 (2”-‘r 
.I2 

1 (2n-m!)2m 

ways of generating distinct balanced s-boxes with 
d(a .X, /3 *f(X)) = 21. By dividing by the total 
number of balanced s-boxes, B(n, m), we get 
Lemma 1. 0 

Theorem 2. For any integer value MLAT, 0 G MLAT 
92 n-2, let N,&= denote the number of LATs with 

any entry having absolute value > 2M,,,; then 
N ,_iT is upper bounded by 

N* LAT 

B(n, m) 

< 2(2”-‘!)2(2” - 1)(2” - 1) 

2”! 

n 2 

x 2i 2”-’ 

2 

~=MLAT ( 1 2”-2+1 ’ 

Proof. For I# 0 we have 

P(LAT(a, p) = +21} 

=2P{d(cX, /3*f(X)) =2”-‘+21}. 
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Using Lemma 1, and by noting that the number 
of LATs with entries having absolute value > 

2ML.M is upper bounded by the number of these 
entries we get Theorem 2. 0 

Numerical substitution in the formula above 
shows that the fraction of balanced s-boxes with 
undesirable LATs decreases dramatically as the 
number of inputs increases. To give a numerical 
example, consider the case where MLAT = 2n-5, 
for n = 12, m = 6 we have N&/B(12, 6) < 
3.86 * lo- ‘“. 

4. XOR distribution table of balanced s-boxes 

Throughout the rest of this letter, the entry 
No0 = 2”, is not taken into consideration as it 
does not have any cryptographic significance. 

Lemma 3. For A x # Q, A y # 0, the number of 
balanced junctions with N, x ~ y 2 k is upper 
bounded by V,Jk), where 

V”,,(k) = 
i 1 

“;-’ 2k c G(k,, k, ,..., k2m-I), 
Xk,=k 

G( k,, k, . . . k,,-1) 

=C(k; k,, k2,...,kzm-1) 

xC(2” - 2k; l,, l,, l,, l,, . . .,l+, 12m-I), 

k! 
C( k; k,, k,. . . k,m-1) = k ,k , 

1’ 2’ . . - k,,-I! ’ 

li=2”-“-ki, li>O, ki>O. 

Proof. By noting that we have 2” distinct output 
symbols, and each of them is repeated 2”-” 
times, it is easy to see that for a given A y # tj, 
A x # 0 we have 2”-’ distinct XOR pairs, each 
of them is repeated 2”-” times. 

There is only one way to choose ki pairs from 
the set i, i = 1, 2,. . . ,2”-’ (as the pairs within a 
given set are indistinguishable). These k pairs 
can be permuted in C(k; k,, k,, . . . , k,+d ways. 
The remaining 2” - 2k output symbols can be 
permuted into C(2” - 2k; I,, I,, l,, I,,. . . , 12+1, 
12+1> ways, where Ii = 2”~” - ki. Note that we 
have 2 possible orders for each pair, giving 2k 
total possible orders, and (2:- ‘) possible choices 
for the X positions of these k pairs. 

The construction approach described above 
does not guarantee that these balanced functions 
are all distinct, and so W,,,(k) is an upper bound. 
0 

Lemma 4. For A x # tj, A y = Cl, the number of 
balanced functions with N ~ x0 > k is upper bounded 

- by @,Jk), where 

C D(k,, k,,.-.,kp), 
Ek,=k 

D(k,, k2,...,k2m-1) 

=C(k; k,, k,,...,k,m) 

xC(2” - 2k; I,, 1, ,..., I,,), 

li = 2”-” - 2k,, li > 0, ki > 0. 

Proof. Similar to the proof of Lemma 3. q 

Lemma 5. The exact number of balanced functions 
with Naxay = k, ax#Q, hy #Q (denoted by 
A ,,,,, a ,(k)) is given by 

A n,m,ay(k) = z~‘(-l)i-k(~)~~,~(i). 
i=k 

Similarly, if we denote the exact number of bal- 
ancedfunctionswithNAx,,=k, ax#fl, ay=Q 
bY &n,Q (k), then we haue 

An,m,o( k) = ‘i’( - l)i-k[$‘,z,,(i). 
i=k 

Proof. Follows directly by using the inclusion-ex- 
clusion principle 171. 0 

Using the above results, and by noting that the 
number of the XOR distribution tables with en- 
tries having absolute value > 2M,,, is upper 
bounded by the number of these entries we get 

Theorem 6. The fraction of balanced functions 
with maximum XOR table entry > 2M,,,, 0 < 
A4 Xon < 2”_‘, is upper bounded by 

N* XOR 

B(n, m) 
< 

(2” - 1)(2”- 1) 2;’ 

B(n, m) 

n 
n,m,&) 

k =MXOR 

+ 
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Numerical substitution in the formula above 
shows that the fraction of balanced s-boxes with 
undesirable XOR distribution tables decreases 
dramatically as the number of inputs increases. 

One special case of interest is for permuta- 
tions, i.e., when IZ = m. For this case (see [6] for 
more details on this special case) we have 

N* I-AT 

qn, n> 
< 2(2”-‘!)2(2” - 1)2 

2”! 

It is also straightforward to see that 

l//,,,(k) = ( 2;1)22*(2” - 2k)!k! 

and 

( 

2”! 

4,,,(k) = (2n-m!)2m 
k=O, 

0 k>O 

and hence for 0 -C MXoR < 2”-l, we have 

N* XOR 

fqn, n) 
< (2;;,1)2 ‘i’ A_ ~ J k). 

k =MXOR 

To give a numerical example, consider the case 
where MXoR = it, for II = 12 we have NioR/B(n, 
n) < 8.9 * 10 +. 

5. Conclusion 

We have derived an upper bound on the frac- 
tion of balanced functions (s-boxes) having a 
specified lower bound on the maximum entry in 

the XOR distribution table or the LAT. For 
reasonably small values of these maximum en- 
tries, this fraction decreases dramatically with the 
number of input variables. Simulation results 
show that this bound, in its non trivial range, 
approaches the actual distribution. 

It is worth noting that our statistical results 
might have some practical limitations; as describ- 
ing a large randomly chosen s-box requires a 
large amount of memory which might be imprac- 
tical in some applications. This suggests that other 
methods such as algebraic constructions, which 
trade-off memory requirements and computa- 
tional speed (see [5] for an example of such 
methods), offer alternative approaches. 
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