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Cryptographic Properties of the Welch—-Gong
Transformation Sequence Generators

Guang GongMember, IEEEand Amr M. Youssef

Abstract—\Welch-Gong (WG) transformation sequences are system not only depends on the public key algorithms, but also
binary sequences of period2™ — 1 with two-level autocorrela-  relies on the security of such a pseudorandom sequence gen-
tion. These sequences were discovered by Golomb, Gong, andyat0r. |n order to guarantee that the pseudorandom sequence

Gaal in 1998 and they verified the validity of their construction . o
for 5 < m < 20. Later, No, Chung, and Yun found another generators have good randomness or unpredictability, we have

way to construct the WG sequences and verified their result the following criteria:

for 5 < n < 23. Dillon first proved this result for odd = in "

1998, and, finally, Dobbertin and Dillon proved it for even n in * long period;

1999. In this paper, we investigate a two-faced property of the ~ * balance property (Golomb Postulate 1 [4]);

WG transformation sequences for application in stream ciphers  run property (Golomb Postulate 2 [4]);

and pseudorandom number generators. One is to present the « n-tuple distribution;

randomness or unpredictability of the WG transformation se- « two-level autocorrelation (Golomb Postulate 3 [4]):

quences. The other is to exhibit the security properties of the WG _ ’
« low-level cross correlation;

transformations regarded as Boolean functions. In particular, we . . o
prove that the WG transformation sequences, in addition to the * large linear span and smoothly increasing linear span pro-

known two-level autocorrelation and three-level cross correlation files.
with m-sequences, have the ided-tuple distribution, and large
linear span increasing exponentially withn. Moreover, it can be In the recent four years, there has been a celebrated event

implemented efficiently. This is the first type of pseudorandom in the design of binary sequences with two-level autocorrela-
sequences with good correlation, statistic properties, large linear tion. The researchers [3], [5], [10] [14] have found a number of
span, and efficient implementation. When WG transformations ey classes of binary sequences with two-level autocorrelation.
are reggrded as qulean functions, they have high _nonllnearlty. | | d d t hich 5
We derive a criterion for the Boolean representation of WG n general, a pseu_ orandom sequence genera or whic Qe”er
transformations to be r-resilient and show that they are at least ates sequences with two-level autocorrelation can be resistant
1-resilient under some basis of the finite field GR2™). An to a correlation attack. However, it is not easy to design an effi-
algorithm to find such bases is given. The degree and linear span cient pseudorandom sequence generator which can generate se-
of WG transformations are presented as well. quences having both two-level autocorrelation and large linear
Index Terms—Auto/cross correlation, Boolean function, linear span. Fortunately, one class of the new sequences with two-level
span, nonlinearity, pseudorandom sequence (number) generator, autocorrelation, the so-called Welch-Gong (WG) transforma-

r-resilient property, stream cipher. tion sequences, possesses all these three properties.
On the other hand, this type of sequences has péfiod 1.
|. INTRODUCTION Any binary sequence of peric2l* — 1 is related to a function

SEUDORANDOM sequences have been widely used Ihom the finite field GR2") to the finite field GK2). Thus, it
éalutomatically related to a Boolean functionsinvariables.

communications and cryptology. Pseudorandom sequerﬂaI : . . .
generators are essential components in many cryptographic grefoie, there is a cqnnectlo!’l among bmaLy sequences with
gorithms including stream-cipher algorithms, block-cipher aP—e“Od2 — L poly_nomlgl func;'uons from GE2") FO GF(2),
gorithms, and pseudorandom number generators. The secfﬂgt Boolean functions in variables. Chang, Dai, and Gong

of many stream-cipher and block-cipher systems is directly de- ried to use this connecthn. They applied-sequences
th three-level cross correlation to construct Boolean func-

termined by the randomness or unpredictability of the employ d . . : .
pseudorandom sequence generators. In practical applicationéO S with maximal nonlinearity. In [7], Gong and Golomb

secure communication system that uses public key algorithf':?'lgIO led tools in pseudorandom sequence design and analysis to

always employs a pseudorandom sequence generator as isgh@ 'S % TS B e DEE DAL SRR TR
sion key or its private key generator. So, the security of tq . y . P ) q
unctions, they realized that monomials, which correspond to
Manuscript received May 22, 2000; revised July 8, 2002. The work éR-S€dquences, are not secure when used as component functions
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sequences. The other is to derive the nonlinearity, resilient pregmd
erty, linear span, and algebraic degree when they are regarded qu =221 1ok
as Boolean functions.

This paper is organized as follows. In Section I, we give thler n = 3k — 1 and
definition of WG transformation sequences. In Section Ill, we
present the randomness properties of the WG transformation g =2F1+1
sequences which include an irregular decimation property, gp =222 42k 1 4
statistic properties, cross correlation with-sequences, the —o2k—2 _gk-1
Hadamard transform, and the linear span. In Section IV, we q3
derive a criterion for the resilient property (Note that sinc8nd
any WG transformation is balanced, the correlation immunity qu =221 2kl 4
property becomes the resilient property.) and an algorithm for
obtaining resilient bases. In Section V, we discuss linear spi 7 = 3k — 2. Then a function
for the WG transformations regarded as Boolean functions and
show their degrees. Section VI gives an example. f@) =Te(g(z + 1) +1),  weFon 1)

e eI o e oy of S calea 1t varsormaton () n 0], 0r G
d ’ y ' ansformatiorfor short. Note thaff () is a function fromF -

for the mot|_v_at|on and the original defmlthns of nonlmeantyto Fs. Let o be a primitive element dFy.. Leta = {a;} and
and the resilient property for Boolean functions. b= {b;} where e
We conclude this section by introducing the following nota= ‘
tion which will be used throughout the paper. a; = Te(g(a)), i=01,... @)
* F, = GF(g), afinite field withq elementsf;, the multipli-

cation group of ;; Tr(z) = v+ 224---+22, the trace bh=fe) =Tl + D+, i=01.... @)
function fromF»-~ to . Thenb is called awG transformation sequencé a, or aWG

* F3 = {z = (z0, 71, - .., Tn—1)|7; € F2}, @ vector space sequencéor short.
overF of dimensionn. Any function fromFs. to I is related to a Boolean func-

* a = {ai}, a; € F», a sequence ovéfy, is called abinary tion (we will discuss an exact conversion of these two repre-
sequencelf a is a periodic sequence with periedthen we sentations in Section V). From a WG transformation, we have

also denote = (ao, a1, ..., a,—1), an elementiF3.  twotypes of pseudorandom sequence generators. One is WG se-
* Ca(r) = Yoo (=1)»F@sr, 7 = 0,1, ..., the (periodic) quences themselves. The other is to apply WG transformations
autocorrelation function of. If regarded as Boolean functions to operate on a set of linear feed-
) back shift registers (LFSRs) for generating sequences. In other
C - v, if 7 =0mod v words, applying the WG transformations, regarded as Boolean
Q(T) 1 th i . ; .. . . . . .
-5 otherwise functions, either as combining functions or filtering functions in

combinatorial function generators, or filtering generators [15].

then we say that the sequeniee } has ideal two-level auto- \ye refer to these two modes WG sequence generators

correlation function.

o Op () = Z;U;é(_l)ai+7+bi, =0, 1, ..., the (periodic) Remark 1: In fact, the transform given in (1) can be applied
cross correlation of andb = (bg, by, ..., by_1). to any function fronf . toF,. But till now, we have not found
e H(s) = {0 < i< 2" —1|s; = 1}] if s = {s;} isabinary any other type of(x) such that its WG transformation sequence

sequence with periogl' — 1 andH(s) = |{z € Fox|s(z) = has two-level autocorrelation. So, we restrict ourselves to this
1} if s = s(x) is a polynomial function fronfF,. to F,. Specificg(x).

In both cases, we callf (s) the Hamming weighof s. For
a positive integer = 7o + 2 4+ - 112" Y, 7 € Fa,
H(r) = {0 < i < n|r; = 1} is also called thédamming
weightof the integerr. In this section, we will discuss the randomness properties of
WG sequences, including their decimation, auto/cross correla-
tion, statistic properties, and linear span.

I1l. RANDOMNESS OFWG SEQUENCES

Il. DEFINITION OF WG TRANSFORMATION SEQUENCE

GENERATORS . .
A. Decimation Property

In this section, we will give the definition of the WG transfor-
mation sequence generators. From now on, we g mod 3.
Letg(z) =z + 2% + 2% + 2% + 2%, 2 € Fan, where they's
are defined by

Lemma 1: Let « be a primitive element df ,» andb be the
WG sequence aod. Then the elements dfcan be obtained by
operating an irregular decimation aras follows:

bo =a
a=2"+1 oo
_92k—1 , ok—1 and
q =2 +2 +1, Gz (4), n even
gs = 2281 _ok=1 g bi=1a,m+1, nodd
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for ¢« > 0, wherer(¢) is determined by completeness. Since a WG sequence has the two-level autocor-
relation, it satisfies these two properties.

o o+ 1 ) Proposition 2: Lets = (so, s1, ..., S2»_2) be a binary se-

quence of perio@™” — 1, andH(8) = w, i.e., the Hamming

Proof: From the definitiongg = Tr(g(1)) = n andby = weight ofs is . For anyr 20 mod 21, letH{(s+L7(s)) =

Tr(g(0) + 1) = n. Thus,ap = bg. Fori > 0, if n is even, we

have and
b =Tr(g(a’ + 1) + 1) = Te(g(a’ + 1)) +n F= il seer)l0 S b <27 =1}
=Tr(gla’ +1)) = ayy, i=0,1,.... Let
Similarly, if n is odd, we have Nij = {k|0 < k < 2™ =1, (sk, Spir) = (4, 5},
4 4 i, 7 €40, 1}.
bi =Te(g(od + 1) + 1) = Te(glad + 1)) +n jedo 1}
=Tr(g(a’ + 1)) +1 = ayuy + 1, i=0,1,.... Then
i)
Thus, the assertion is established. O
Remark 2: Lemma 1 shows that the WG sequeibcean be Now =N1o ©)
obtained by an irregular decimation fraenwhere the decima- Noi + Ny =w (6)
tion is determined by (4). Note thatis a five-term sequence. Noo— Nip =2"—1—-2w @)
So it can be generated by using five linear feedback shift reg- , 20 —=1—C4(T)
isters and oneND gate. This property of the WG sequences wo= 2 : (8)

allows them to have an efficient implementation for smally . )
operating decimation oa together with a table lookup. Thus, ) If & has the two-level autocorrelation, then
we can use two methods to implement WG sequences. One is to _—
use five LSFRs together with a table lookup (Lemma 1 method). w=2""", ©)
The other is to use a finite-field configuration. The complexity ~ Noir =Nig = Nip = 2772 and Nop =272 — 1. (10)

of the implementation of WG sequences using the finite-field

configuration depends only on the evaluation of four exponelit other words, ifs is a two-level autocorrelation sequence, then
tiations. Especially, it requires only the evaluation of the expé-is balanced witr2"~* 1's in one period, and each nonzero
nentsqg; andg, where each of them has— 1 consecutivel’s.  2-tuple (s, j) € F3 occurs2™ 2 times inI" and the(0, 0)-tuple
We will discuss how to efficiently compute these two expone@ccurs2™—> — 1 times inl.

tiations in a separate paper. (Note that we can implement the Proof:

trace function with no cost.) i) Note that

B. Autocorrelation, Balance Property, ardTuple w’ = Nio + No. (11)

Distribution
- ] From the definitions ofV;; and the autocorrelation function, we
Proposition 1: Letd be a WG sequence defined by (3). Thep4e

b is a binary sequence of peri@d — 1 with (ideal) two-level

au%:orrelatllon' first di d by Golomb, G d Gaal Moo + Wiz + Moo Mo =27~ 1 (12
is result was first discovered by Golomb, Gong, and Gaa _ _

in [10] and verified for5 < n < 20. Later, Noet al.[14] found Ca(7) = Noo + Niz — (Nio + No). (13)

another way to construct the WG sequences and verified th?ggether with (11), the result (8) is immediate. Note thahd

resdqu'F fo|r|5 SDnbE 2? ) DiIIgnD[_ﬁ] proe\,/ ed it fo(; t?? O(:gl case, s phase shifL™ s have the same weight. By countitg sy 4+ )
an 'n?]_y’r] 0 elr ![nlan ¢ Ibl('mh[d] grove It o,r\mte.evien and (s, ¢) wherec € F, according to the weights of and
case which completely established PropositionNoté: a is L7(s), respectively, we have

also a two-level autocorrelation sequence; see [10], [3].)

For a binary sequence = (S0, $1, .- ., San_2) Of period Noo+ Nop =27 — 1 — w (14)
2"—1andl < t < n,ifeachnonzere-tuple(ci, cz, ..., ¢) €
F% occurs2™—t times and the zere-tuple (0, ..., 0) occurs Nio + Ny =w (15)
27—t _1times in every period of, then we say that the sequence Noo+ Nip=2"-1-w (16)
has arideal t-tuple distribution Noi + N1 =w. a7

Any binary sequence with two-level autocorrelation satisfies
the balance property and tBeuple distribution. This result can Thus, (17) gives the result (6). From (15) and (17), the result (5)
be easily obtained from their corresponding cyclic Hadamaislimmediate. By substituting (5) into (14), then subtracting (6)
difference sets. However, it is not trivial to see it from the poirftom the resulting identity, we get (7). Thus, we established the
of view of sequences. So, we include a proof for this result foesult for the first part.
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ii) SinceCy(7) = —1 for 7 # 0 mod 2" — 1, substituting where
this result into (8), we obtain’ = 2"*. Together with (5) and
(11), we get c=d *mod 2" —1 (22)
where

_ __on—2
Nio = Ny =2""" (18) d=22_2'4+1  for3t=1modn.  (23)

Note that Combining with (21), the above result can be restated in the

following two versions.

H(s+L(8)=H(8)+H(L7(8))—2N;; = v =2w—2N1;.
(s+L7()) (&)+H(L(2)) H e H i) (Function Version) Let n = 2m + 1 be an odd integer,

Sincew’ = 2"~ the above identity yields) — Ny; = 272, and letf(x) be the WG transformation function. Then the

Combining this with (15) and (18), we get = 2"~* which is Hadamard transform of(x) is given by

(9). Substitutingw = 272 and Ny, = 22 into (15), we get R 0 if Tr(\%) = 0

Ny = 2772, Substituting these values into (8), it follows that Ff) = { ’ I ) .

Noo = 272 — 1. Combining with (18), the assertion (10) is F2m i Tr(A) = 1

established. Ll i) (Sequence VersiopLet o be a primitive element of -
Corollary 1: and f(z) be a WG transformation function. Lat= {a;}
1) Any WG sequence is balanced, i.e., in every pe2ivd 1, be anm-sequence whose elements are defined by

zeros occu™ ! — 1 times and ones occ@f*~! times.
2) Any WG sequence has the id&€atuple distribution.
Proof: From Theorem 1, a WG sequence has the two- andb = {b7} be the WG sequence whose elements are

level autocorrelation. Applying Theorem 2, part ii), the result  given by (3). Then(,, 4(7), the cross-correlation function

a; = Tr(a?), 1=0,1,...

follows. O betweera andb, is determined by
C. Hadamard Transform and Cross Correlation Co a(7) = { -1, if Te(a™) =0
Let f(x) be a function fronf . to F. Then the Hadamard B —1x2mt if Tr(a™) = 1.
transform off(x) is defined by In other words, the cross-correlation function betweand
A b are three-valued.
foy= > (m)yrenti@, 9
T Note: The result i) is derived together with (20).

Let a be a primitive element ifr,-.. If the two sequences = D. Linear Span of WG Sequences
{a;} andb = {b;} are given byz; = Tr(a"a') andb; = f(a'),
then the cross correlation @fandb and the Hadamard transform
of f(x) are related by the following identity:

The linear span of a sequence is defined to béethgthof the
shortest linear feedback shift registers which can generate the
sequence. Sequences with large linear span are resistant to at-
Can(r) = —1+ f(of). (20) Eigl](s arising from employing the Berlekamp—Massey algorithm

Let S, (z) = Tr(z"), n = 2m + 1be odd and) = 2° + 1 with  proposition 3: Letb be a WG sequence of periad — 1 and
ged(t, n) = 1. Then the Hadamard transform 6§.1(x) is 1g (b) represent its linear span. Then
given by
_ n/31 _
0, if Tr(\) =0 LS() =n (2 3) '

21
+2m i if Te(A) = 1. @)

52t+1()\) = {
We will give a proof for this result after we derive the linear

This has been established by Gold [6]. The method that Dill@pan of the WG transformations in Section V. From Proposition

used to prove that WG sequences are two-level autocorrelatirit is clear that the linear span of the WG sequences of period

sequences fon odd is to show that WG sequences have th&" — 1 increases exponentially witl.

same Hadamard transform as thesequences whose trace rep-

. . ) Remark 3: WG sequences of peridf — 1 are the first type
resentation are given by, (x) = Tr(z"). Later, Dillon and e% d P yp

binary sequences of periat — 1 which have the balance

operty, ideal2-tuple distribution, two-level autocorrelation,

ree-level cross correlation with-sequences, and linear span
increasing exponentially in.

Dobbertin established a similar result for all newly discover
two-level autocorrelation sequences. We state the Dillon’s [
milestone result in the following lemma.

Lemma 2 (Dillon [2]): For oddn, let g(x) be defined as in
Section II, and letf(z) be the WG transform dfx(g(x)), i.e.,
f(x) = Tr(g(z + 1)+ 1). Thenf()), the Hadamard transform
of f(z), is given by In this section, we study the resilient property of the Boolean

representations of WG transformations. Their nonlinearity can
FO) = Spe01(X9) be directly obtained by combining the results of the function

IV. RESILIENT PROPERTY OFWG TRANSFORMATIONS
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version of Lemma 2 and the relationship between polynomiahere Tt(«;) € F». SinceD;(zg, ..., z,—1) iS a Boolean
functions (fromF.. to F) and Boolean functions in vari- function in variables, =1, ..., x,—1 with degreeH (¢), then
ables. In the following, we will begin with developing a resulflr(wz*) defines a Boolean function of degré#(t). There-
on the conversion of a polynomial function (frdfa~ toF;) to fore, f(z) defines a Boolean function of degreevherer =
a Boolean function im variables. max; {H(t;)}. O

Note thatf and f, in the above identity might not be same.

. o We will write
Since the finite fieldF,~» can be regarded as a vector space

of n dimensions, then we have a linear space structure for
Leta = {«o, @1, ..., an—1} be a basis of ». overFs, then

Va € Fyn, we have for short if it will not cause any confusion in the context.

A. Isomorphism Betwedf,~ andF5

fg(-/EOa Tly «nny xn—l) = f(x()a Tly ey xn—l)

T =Toqg +Tiay + o+ Tp_1Qu_1, x; € b, Example 1: Letn = 3 andF,: be defined by the irreducible
polynomialt(z) = ® + z + 1. Let« be a root oft(z). Then
Let {1, a, o*} is a basis of ys overF,. Let f(z) = Tr(x®). For
anyz € Fys, we writex = ¢ + 100 + z202. Then
Srx—x=(To, L1, .., Tn_1) (24) Y 2 0 ' 2

— 3y _ 23\3
thens(z) is an isomorphism betwedty. andF} when both of Ha) =Tr(@”) = Te((wo + 210 + 2207)7)

them are regarded as vector spaces. =Tr(wo + 21 + 22 + 2122)
A Boolean functionis a function ofn variables fromF% to + Tr((z1 + zoz1 + zoz2)a) + Tr((xoz1 + 22)a?)
F.. i.e., any Boolean functiop can be represented as = (20 + 21 + 22 + T172) + (21 + Tox1 + Toz2)Tr(e)

+ (woxy + 12)Tr(a?)

=x0+x1+ 22+ X172,

9(To, - Tn1) =D @iy, i Tiy o Tiys Gy, € Fa.

The degreeof the Boolean functiow is the largest: for which

ai, i, 7 0. The last identity is obtained by noting tHEt(«) = Tr(a?) =0.
For any functionf(x) from Fy» to F2, f(x) can be repre-  From Lemma 3, for a given functiofi(x) from F» to Fo,
sented by by representing = 3", z;i;, z; € Fo where{ay, ..., an_1}
. is a basis of~,-» overF,, we obtain a Boolean function, still
_ Rt written asf(xo, z1, ..., £n—1), by evaluatingf(zoao + - - - +
f() ; Ty (Bix™). p ek (25) Tp_10,1). We callf(zo, x1, ..., z,_1) aBoolean represen-
tation or Boolean fornof f(x) (with respect to the basts).
wheret; is a coset leader of a cyclotomic coset mod2ilo— 1 \when the defining polynomial of the finite fiel- is fixed,

andn;|n the size of the cyclotomic coset containifigNote: 5 Boolean form of the function depends on the basis used for

This can be obtained by the discrete Fourier transform [13omputation irF,~ regarded as a vector space. Since there are
Also, it corresponds to the trace representation of a binary se-

quence with periodv|2™ — 1). n—1 ‘
B, =] @ -2)

Lemma 3: With the above notationf(x) defines a Boolean Pl

function in the following way:

different bases, there afg, (not necessarily distinct) Boolean
f(x) = f(woo + - + Tn—10m-1) = fa(®0,%1,...,Zn-1)  forms for a given function fronf,- to F,. Conversely, for a
given Boolean function im variables, we can obtain its poly-

where the Boolean functiofiy(o, L1y -0 @n—1) has degree .ol renresentation which is a function frdfa. to Fs by
gfatndr Is the maximal values aff (#;)'s, the Hamming weight using the discrete Fourier transform or the Lagrange interpola-
Proof: From (25), it suffices to show thaFr(wz?!) is a tion.
Boolean function invg, 1, ..., x,_1 of degreeH (t) whenz In the following, we will derive a conversion between the
is represented by = >, z;c;. Letw = > woy, w; € Fb. Walsh transform of Boolean functions and the Hadamard trans-
Then form of their corresponding polynomial functions.
. TheWalsh transfornof the Boolean functiorf is defined by
wajt = <Z wi“i) <Z ajzaz> = Z Diai fA(Q) _ Z (_1)w~£+f(£)_ (26)
T T T EEF;

whereD; = D;(zo, x1, ..., Zn—1) € F2isaBoolean function

with degreeH (t). Therefore, Lemma 4: Let f(z) be an arbitrary Boolean function and

Tr(wz') = Tr <Z DiaZ) = Z Tr(D;c;) = Z D;Tr(ey;) alz) =w-z = Z w; L
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a linear Boolean function whege= (wq, wy,...,w,_1)€F5. This definition is due to the result obtained by Xiao and Massey
Let f(x) anda(x) be the polynomial representations pfz) [19], which is equivalent to Siegenthaler’s original definition
anda(z), respectively. [17]. If f(z) satisfies (29) and(x) isbalanced, i.e H(f(z)) =
1) There exists somg € F». such that 2"?; then f(z) is said to be--resilient
e
a(z) = Tr(Ax). (27)
D = {z € F5.|Tx(z%) = 0} (30)
2) The Hadamard transform ¢f z) and the Walsh transform ) ] )
of f(z) have the following relation: wherec is defined in Theorem 1. Thq|iD_| =271 — 1. Recall
. . thate = (o, a1, ..., @,_1) is the basis oF 3. /F». Let
fw)=f(N), weF;, AeFm (28)

Ry = {(Tr(Aag), ..., Tr(Aa,—1)) € F3|A € D}, (31)
wherew - 2 = Tr(Az).
Proof: In Lemma 3, we seff(z) = Tr(\z), then the  Theorem 1:With the above notation. Let be odd and let
first assertion follows immediately. We now consider thg@) be the Boolean form of the WG transformatigiti:) de-

second assertion. Note thfi{x) = f(z). Thus, fore = fined by (1). Thenf(z) is r-resilient if and only if all vectors in

(zo, 1, - -+, Tn—1) € FF, we have W, ={w|l < H(w) < r} appear ink,, i.e., W, C R,.

Fw) = Z (—1)eeti@ — Z (—1)TO0+£@) = F()) Proof: Applying LeAmma 4,Awe have

zcFy z€Fon flw) = f(N)
wherew € F%, A € Fa», andw - 2 = Tr(Az). So the second where
result is true. O 1
The nonlinearity off(z), denoted byV;, is defined as w-z=) war;=Tr(\z) (32)

=0

Ny = v d(f; a) Notice that

wherea(z) is an affine Boolean function in variables, i.e., nl
Az = A Z xioy = Tr(Ax) = Z Tr(Aog)x;.
% =0

n—1
a(z) = w;w; + ¢, w; €F2, ceF . .
) ; ? ? Combining with (32), we have
A is the set consisting of all affine Boolean functionsinari- w; = Tr(Aey), 0<i<n. (33)

ables and . . : P .
According to the function version of Lemma @A) = 0 ifand

d(f, a) = |{z € F3|f(z) # a(z)}|- only if Tr(A®) = 0 wherec is defined by (22). Together with
the definition of the resilient property, we have the following
Proposition 4: Letn = 2m + 1 and f(z) be the WG trans- reasoning process:
formation defined by (1). Lef(z) be the Boolean form of ().

Then the nonlinearity of (), denoted byV,, is given by fisr-resiliente f(w) = 0forallw € W,

— f()\) = 0 for all X corresponding to

__on—1 m
Ny=2 -2 w-z=Tr(Az),we W,
Proof: Note that <= for suchA's, A € D and
f()\) — 2n _ Zd(f7 CL) (TI'()\O{O), ceey Tr()\anfl)) & W,,,

— W, C R,. O
whereA is determined by (27) in Lemma 4. The result follows - _ 3
directly from Dillon’s fundamental result in the function version Remark 4: Theorem 1 provides a method to fimeresilient

of Lemma 2. 0 WG transformations regarded as Boolean functions. Since the
number of bases df- is huge andR,| = 2"~ ! — 1, itis

B. Existence and Construction efResilient WG possible to find Boolean forms of the WG transformations that

Transformations haver-resilient property where is in the range oft < r <

In this subsection, we will give a criterion for the Booleart® ~ [n/3] (We will prove this inequality in the next section.)

representations of WG transformations to satisfy the resilient|n the following, we will prove that any WG transformation
property and show that they are at leasesilient under some regarded as a Boolean function witkresilient property is al-

basis ofF,- / F». An algorithm for finding such Boolean repre-ways possible by a proper basis conversion.
sentations is also given.

Let f(z), z € Fy, be a Boolean function. Fer> 0, f(z) is
said to ber-order correlation immunéf

Lemma 5: There aren linearly independent vectors i,
defined by (31).

Proof: Since the number of (distinct) vectorsi, U {0}

flw) =0, forallw e F7: 1 < H(w) < 7. (29) is2"*, the number of linearly independent vectorsdnu {0}
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is >n — 1 with equality if and only ifR,, U {0} is a linear space. Boolean representation ¢f=) under the basis, is al-resilient
Now we will prove thatR,, U {0} is not a linear space. Assumefunction. O

that R U {0} is alinear space of dimension-— 1 and let From the proof of Lemma 5, the elements of a subsétin

o(\) = (Tr(Aavo), Tr(Aar), . .., Tr(Aom_1)). are linearly independent ové if and only if the elements of
the corresponding subsetbfare linearly independent ovEs.
Thus,V A1, A2 € D, we haves(\;) ando(\2) € R. SinceR  Using this result and combining with the proof of Theorem 2,

is a linear spaces(A1) + o(A2) € R. Note that we have the following procedure to find a basidef. overF,
such that a Boolean representation of the WG transformation
o(A1) +o(As2) under this basis is at leastresilience property. We call such a
= (Tr(Mao) + Tr(deao), Tr(Aron) + Tr(Aoay), ..., basis aresilient basis
Tr(Aran—1) + Tr(A2cvn—1)) Algorithm 1. Finding Resilient Bases
= (Tr((A1 + A2)ao), Te((A1 + A2)ar), ..., Input: =, 0 < ¢t < n such thatt = 1 mod n, andh(z), a
Te((\1 + Ao)an_1)) € R. primitive polynomial ovef, of degreen.
Output: 8= {fo, ..., Bn_1}, aresilient basis df >~ /5.
HenceA; + A» € D. Therefore,D U {0} is a linear space of Procedure-RBn, t, h(x)):
dimensiom—1. Foranyz € D and\ € D, we have\+xz € D. Step 1. Generating the finite field,. defined byh(z). Let
So, Tr((A+z)¢) =0if x € DandTr((A+z)¢) =1if x ¢ D. « be a root ofh(x) and use the polynomial basis
In other words, we have {1, a, ..., @"~1} as a basis dF o /F>.
0 i TH(e) — 0 Step 2. Findn independent elements i), defined by
Te((A + 2)°) :{ ’ ' r(z?) = (30), i.e, D = {z € F3.|Tr(z°) = 0}), say
1, if TI‘(.’IZ'C) =1. {)\0, ceey )\n—l}-
Thus, Tr((A + z)°) = Tr(z°) which is a contradiction since Step3. For=0,1,...,n—1, compute
H(c) > 1. O o(X) = (Tr(\), Tr( M), ..., Tr(Aa™ ™).
Theorem 2:Let f(x) be a WG transformation, then there Form the matrixA where theith row vector ofA is
exists some basis @f,-~ such that the Boolean representation o(X),i=0,1,...,n—1.
of f(x) under this basis is at leastresilient. Step 4. Find the inverse of. Set
Proof: According to Lemma 5, we can assume that el A—1
{20, .-+, Au—1} is a subset of?,, which is linearly indepen- (Boy By - Br) = (1 @ ooy @A™
dent overl-,. We represent the elements of this basis by théReturn g = {5, ..., Bn-1}-
vector forms under the basis= {«o, ..., ap_1}, i.€., N

An example for applying this algorithm is given in Section VI.

n—1
A= Z Ai, KOk Aii € Fa.
=0 V. LINEAR SPAN AND DEGREE OFWG TRANSFORMATIONS

From this, we form a matrixi whoseith row vector isA, = __ ' he linear sparof f(z), introduced by Gong and Golomb in
(Ao Nin_1), i€ B [7], is defined as the number of nonzero coefficientg{a) =

>, cix'. We denote it akS (f(x)) or simplyLS () if the con-
Ao text is clear, i.e. LS (f) = |I].

Remark 5: The linear span of a polynomial function from
) F»» toF» is equal to the linear span of the sequence that corre-
A sponds to the function.

Let f(z) be a Boolean function, we will define the linear
span of the Boolean functiofi(z) in terms of its polynomial
representations. Let

We form a new basis dfa- /F2, says = {fo, A1, ..., Bn1}
which is given by

(Bos By - Bno1) = (0, 1, - s an—1) AT 11 = {all bases of ;~ overF,}.

Under this construction, we have Fora = {ag, ..., an_1} € 11, let fo(x) denote the polyno-
. mial representation of () with respect to the basis. We de-
(Tr(ABo), - -, Tr(ABn-1)) =(Tr(Ado), ..., Tr(AAn—1))A™ . fine alinear spanof f(z), denoted by.S (f(z)), as

Hence,R; is given by LS(f(z)) = gleilr'll LS (fa(x))-
Ry = {(Tt(M\o), ..., Tt(A\,_1)A" A € D}. Note that for a given polynomial functiofi(x), the linear

span of any Boolean representatiory¢f ) is equal to the linear
Therefore, the row vectors ol~'A = 1I,,, the identity ma- span off(z) itself. We will write this observation as a lemma
trix, belong toRs. From Theorem 1f3(xo, ..., z.—1), the for later reference.
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Lemma 6: Let f(x) be a polynomial function oF 5. to F  from Fy» to Fo. Therefore LS (Tr(z%)) = n for eachi € I

and letf,(z) be its Boolean representation under the basis which proves the theorem. O
Then Proof of Proposition 3 in Section IlI:Since the linear span
LS (fa(x)) = LS (f(2)) of a WG sequencé is equal to the linear span of the corre-
- sponding WG transformatiofy we have.S, (b) = LS (f). Ap-
for all o € 1I. plying Theorem 3, the result follows.

As Youssef and Gong pointed it out in their recent work [20], Theorem 4: Let f(x) be the WG transformation defined by
the polynomial representation of a complicated Boolean fungt). Then the linear span of any Boolean formf¢k) is equal
tion might be just a monomial function (here monomial mearis the linear span of (x), i.e.,
that it has only one trace term in (25) which is different from
the concept of the ordinary monomial which only has exactly LS(f(x))=mn (Q[n/:ﬂ - 3) .
one term). A cryptographic Boolean function must have a large
linear span so that it can be resistant to the interpolation at-
tack. In the following, we will show that the linear span of the
Boolean forms of the WG transformations increases expon

Proof: The result follows from Lemma 6 and Theorem 3.
O

Theorem 5: Let f(x) be the WG transformation defined by

e(l) andf(z) be its Boolean form. Thedeg(f(z)), the degree

tially with n. f N b
The following result is extracted from [10]. of f(z), is given by
Fact 1: Let f(x) = Tr(g(x + 1) + 1) be the WG transfor- deg(f(z)) = [n/3] + 1.

mation defined by (1), then
Proof: From Lemma 3, the degree ¢{z) is determined

fl@) =" Tr(z") (34) by the largest Hamming weight among the numbers in thé set
iel in Fact 1.
wherel = I; U I, for n = 3k — 1, where Case 1n = 3k — 1. Inthis case/ is defined by (35) and

(36). Considering € I;
L ={2"142kl Lo4o<i<2¥1 -3} (35)
ok . ek i =221 okl Loy okl _3
L ={2""4+3+2{0<i< 2" -2} (36)
=2=t ok 1 — H@G)=k+1
and wherel = {1} U I3 U I, for n = 3k — 2, where
o which is the number id; that has the largest Hamming weight

L={2"'y24+i0<i<2v -3} (37) among all the numbers iRy . For I, the number i, which has
L={2"""1 42k 1 1o 40<i< 21 -3} (38) thelargest Hamming weight is
Moreover, in each case, all the elementd ipelong to distinct @ = 2°* +3+2(2F 1 —2) =2* 42" — 1 — H(i) = k+1.
cyclotomic cosets modul®™ — 1. t‘hherefore,deg(f(@)) k4l

Note that the trace functions that appear in (34) depend on - i
coset size of in I. E‘Case 2n = 3k — 2: Similarly, we have

s ok—1 k—1 _ ok N
Theorem 3: Let f(x) be the WG transformation defined by * = T 242 —3=2"—lelzb=H() =k
(1), thenLS (f(x)), the linear span of, is given by and

LS (f(z)) = n (2W31 - 3) .

=2ty ok el = H@{)=k+1.
. Proof: Accordmg to Fact 1, all numbers ih belgng to So,i = 225-1 4 9% _ 1 ¢ T has the maximal Hamming weight
different cyclotomic cosets modul® — 1 and|I| = 2* — 3. among the all numbers i Thereforedes( f(z)) = k + 1. O
So we only need to show that any coset containing a number’in = '
I has full sizen. Here we only give a proof fot = 3k — 1 and Corollary 2: For a given WG transformation regarded as a
s € I, since proofs for the other cases are similar. Note that fBoolean function inn variables,r, the order of the resilient
s € I, the binary representation ehas the following pattern: property of the function is bounded by the following inequality:

0 1 "'k—lk"' 2k—2 2k—1 2k"'n—1 7’S7‘L_|—n/3—|.
T T -+ T 0 --- 0 1 0o .-- 0
Proof: Letd be the degree of the function. According to

wherg the first row den'otes theindex and the secon.d row denoﬁ‘?éSiegenthaler inequality [L7] the order of the resilient prop-
the binary representation. In the above representatican take erty of the functiond, the degree of the function, and the

any value from{0, 1}. LetC’, be a coset containing then number of the variables have the following relation:

CS:{S,SZ,...,SZTLS_I} r+d<n-—1.
wheren, is the smallest integer satisfying™s =s mod 2"—1.
According to (39),n, = n, i.e., C, has full sizen. Thus, for
eachs € I, the trace function in Fact 1 is the trace function r<n—1—([n/3]+1)=n-[n/3].

Applying Theorem 5, we havé = [n/3] + 1. Therefore,
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TABLE |
PROFILES OFWG TRANSFORMATIONS
WG Sequences WG Sequence WG Trans. WG Trans. boolean
Profile as boolean Func. Profile
2% —1 Period — boolean n variables
Yes Balance property +— Balance property Yes
Yes 2-tuple distribution NC
2-level Auto correlation NC
{-1,-1 12%}, n odd cross correlation —> Nonlinearity =1 _ 2%—1, n odd
optimal w.r.t. with m-sequences
the Welch bound,
0, £2"*172 " 0dd Hadamard transform spectrum 0, 220172 " 6dd
n(2I731 —3) Linear span = Linear span n(2T"31 _3)
increases exponentially in n increases exponentially in n
NC Degree [n/3]1+1
NC r-resilient possible r: 1 < r <n —[n/3], n odd
Pseudo-random sequence generators Applications combining functions
or filtering functions
operating on a set of LFSRs
Or equivalently 4) three-valued cross correlation with am-sequence
ot 9 . _— {a;}, a; = Tr(a*), 4 = 0,1, ..., belongs to the set
,< { k-2 forn—3k- - {~1, 15, —17};
2k =3, orn =3k — 2. 5) the Hadamard transform spectrum belonging to the set
{0, £16};

6) linear spar8s.

b) Boolean Function Aspects of the WG Transforma-
In this section, we will give an example to illustrate the ranyjon: ysing the polynomial basis

domness properties of WG transformations regarded as both

WG sequences and Boolean functions, which we obtained in a=(1,a,a? a® o o’ a®

the previous sections. Let= 7, thenk = 3, and

VI. AN EXAMPLE

wherea” +a+1 = 0, the algebraic normal form (obtained using
Q=5 ¢@=21, ¢g=13, and ¢ =29 the algorithm in [16]) of the Boolean function that corresponds
to f(z) under the basig is given by

So
5 To + @123 + 2223 + ToTs + T3T5 + T1%6 + T2T6
glx) =z +2° + 2% + 2 + 2% ° °
+ 436 + ToT1T3 + ToT2T3 + £12233 + ToT3T4
and we have the WG transformatigz) given by + X2T3%4 + ToX1T5 + ToT2Ts + T1ToT5 + T1T3T5

F2) = Tr(g(z + 1) + 1) = Te(z + 2% + 27 + 212 + 2%9). + T1X4%5 + T2Baks + ToT2%e + ToxsTe + ToLaLe
+ zox4Te + ToT5T6 + T1T5%6 + T2T3T4T5 + T1T3T4Te
LetF - be defined by a primitive polynomial(z) = =7 +z+1. + T1T2T5T6 + TOT3T5T6-
Let « be a root ofi(x). Thena is a primitive element of 57 .
a) Sequence Aspects of the WG Transformatidfe obtain  Using Algorithm 1, witht = 5, ¢ = 11
the elements in the first period of a WG sequebce {b;} as

follows: {)‘07 )‘17 s )‘7} = {Oé, 042, agv 064, 065, aﬁv a13}
b=1000000101000011011100 are linearly independent elementsiih Then the matrixA in
0101001011001010100001 Step 3 of Algorithm 1 is given by

0110001001011101101100 000000 1
0110011101100100000110 0O 0 0 0 01 0
0011110101011101001001 0000100
111111 111101111 0001000
00 0 0010000
whereb; = f(a'),i =0,1,.... 0 100000
1 1.0 0 0 0 1

The WG sequenck has the following profiles:
1) balance property, Then, the new basi§3y, 31, ..., s} is given by
2) ideal2-tuple distribution; )
3) two-level autocorrelation; (Bo, 1, B2, B3, B4, B5, Bs) = (1, a, o, a*, ®, a®) A1
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where

s

—

[
R O O o oo
ORrRr o oo OO
[Nl o NoNo Nl
oo o RO OO
[ I en I e B e B N o M ]
OO O OO =
OO OO OO

(2]
(3]
[4]
(5]

(6]

Hence, we obtain the following new algebraic normal form rep- 7]

resentation:

To+ T3+ x6 + Toxs + 123 + T3x4 + ToTs + T1T6
+ xox1x3 + ToXo2x3z + XoX1X4 + ToT2ZT4
+ L1X2T4 + XoX3L4 + T2T3L4 + ToX1X5
+ zox2xs + T1T2T5 + T 10325 + T2X3L5
+ Tox4T5 + Tox1Te + ToX2ke + ToX3Te
+ Tox3Tg + ToXale + X1X4X6 + T3T4T6
+ X1X5T6 + X3T5L6 + L1L2X3L4 + ToL1L3T5

+ zox2x3%5 + TT1T4T5 + LoT1T3%6-

(8]

9]

(10]

(11]
(12]
(23]

(14]

This Boolean representation of the WG transformation

Tr(x + 2% + 27 + 219 + 22°) is al-resilient function, and has

nonlinearity56, algebraic degre4, and linear spafs.

(15]

Another example for. = 11 can be found in a preliminary [1¢)

version of this work in [9].

VIl. CONCLUSION

(17]

We provide a table which contains the profiles that we ob{1s]

tained in previous sections as a conclusion of this paper.

In Table I, NC means that there is no corresponding concept.
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