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Introduction to fault-tolerant control system
* What is fault-tolerant control system (FTCS)?
* Fault-tolerant vs. conventional control systems

* Overall structure of fault tolerant control systems

* Methods of designing fault tolerant control systems
+ Examples

Course Qutline

1. Introduction to Fault-Tolerant Control
System (FTCS)

2. Characteristics of FTCS and Special
Considerationsin FTCS Design

3. Design of Active FTCS (AFTCS) (1)
4. Design of Active FTCS (AFTCS) (2)
5. Design of Passive FTCS (PFTCS)

Lecture 1 Lecture Notes on Fault Tolerant Control Systems, by Y. M. Zhang (AUE) 3

What is Fault-Tolerant Control System (FTCS)?

Definition: A FTCS is a control system that possesses
the ability to accommodate system component
faults/failures automatically and is capable of
maintaining overall system stability and acceptable
performance in the event of such failures.

Objectives: Increase reliability, safety and automation
level of modern technological/engineering systems.

Approaches: Passive FTCS (PFTCS); Active FTCS
(AFTCS) - Reconfigurable FTCS (RFTCS).

Feature: The key to any FTCS — Redundancy.
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Why Fault-Tolerant Control is Needed?

Motivation for FTCS Research & Development

= Elapsed Time (sec): 0.00
NATIONAL - -
TRANSPORTATION
SAFETY
BOARD

United JUES8S

USAir Flight 427 accident UA Flight 585 accident
Crashed on 8 Sept. 1994 Crashed on 3 March 1991

A loss of control of the airplane resulting from A loss of control of the airplane resulting from
the movement of the rudder surfaceto its the movement of the rudder surfaceto its
blowdown limit, which leads to an blowdown limit, the same reason as in Flight
uncontrolled descent and collision with terrain - 407,

All 132 people on board were killed, and the

airplane was destroyed by impact forcesand ~ Injuries: 25 Fatal; The airplane was destroyed.

fire.

source N =
http://www.ntsb.gov/publictn/1999/AAR9901.htm http://www.ntsb.gov/NT SB/brief asp?ev_id=20001212X 165838 key=1
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Two Events Called for Research on FTCS

Flight 191 accident - failed case

Flight 1080

Flight 1080 - successful example

Two events that motivated the research on fault-tolerant flight control

Crashed on 25 May 1979
Separation of the no.1 engine and pylon
assembly procedures which led to failure
of the pylon structure.

271 people were killed/injured.

Source: http://aviation-
safety.net/database/1979/790525-2.htm
(more accident cases can be found in this webpage)

Safely landed on 12 April 1977
The elevator became jammed at 19 degrees up
and the pilot had been given no indication that
this malfunction had occurred.

Fortunately, the pilot successfully reconfigured
the remaining control elements and landed the
aircraft safely - clever use of actuation
redundancy in the L-1011 airplane. -
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Faults and Faults Classification

Definition and classification

 What is a fault?

— In the area of fault-tolerant control, a fault is regarded as
any kind of malfunction in a system, and which may lead
to system instability or result in unacceptable performance
degradation.

— Such a fault can occur in any component of the system
such as sensors, actuators, and system components, as
will be demonstrated in the next slides.

» Fault types/classification

— Based on physical locations:

» Sensors (for both output and input variables), actuators,
system/plant components, and/or controllers

— Based on effects on the system performance:
 Additive/multiplicative faults, or abrupt/incipient faults
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Faults and Faults Classification

A diagram associated with different faults in a controlled system

Controller fault

Y
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Output sensors [-———-
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Fig. 2.4. The controlled system and fault topology. Simani etal, 2002
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Types of Faults

U Permanent faults:
» Total failure of a component
» Caused by, for example, short-circuits or melt-down
» Remains until component is repaired or replaced

U Transient faults:
» Temporary malfunctions of a component

» Caused by magnetic or ionizing radiation, or power fluctuation

U Intermittent faults:
> Repeated occurrences of transient faults
» Caused by, for example, loose wires

Ol [

/.

permanent 1 transient intermittent noise

Fig. 3.1. Time behavior of fault types

drift

Types of Faults

Classification based on faulty components

Classification based on faulty forms 1

abrupt fault

incipient fanlt

intermittent fault

total failures
plant component faults{
partial faults

total failures

actuator r&lllh..‘&c
partial faults

J total failures
sensor faults

| partial fanlts
. W a0 -7
controller fanlts: -

K=

additive faults

— Classification based on the ways added on the system

multiplicative faults
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Common Faults in Aircraft Common Faults in Aircraft (contd)
- H Table 2.1: Typical Aircraft Failure Modes and Failure Effects
* An aircraft and its control surfaces ,
Act. Sen. Dyn. Failure Effect
Control loss on One or more control surfaces
) SR J one or more actuators become stuck at last position
h Ia due to internal fault or control effectiveness is
Right Aileron wenal dans =
Right Elevator (not external damage) rl\(;dulLLd 1
----------------- \ \ Jaximum rate decreases on
Partial hydraulic loss
. J SR 4 ! several control surfaces
~re One or more control surfaces
Rudder J Full hydraulic loss become stuck at last position
"""""""""" ! ) for hydraulic driven aircraft,
. o, or floating on light aircraft
Loss of part/all of trol Effectiveness of control surface
__...Left Elevator v v i part/all ol Control |45 veduced, but rate is not;
suriace . . .
St minor change in the aerodynamics
4 € Large change in possible operating
. v v |Loss of engine/thrust region; significant change in the
0, aerodynamics
. Possible change in operating region;
Damage to L op . —
. 4 a8 aircraft surface significant change in aerodynamics
Left Aileron v | Aireratt iein Effectiveness of control surface is
e reduced; slow change in aerodynamics
v Sensor malfunction Minor if it is the only failure
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Common Faults in Other Systems

(Example 2 — a water tank system)

—

» System configuration
— System: three tanks

— Actuators: two
pumps for tank #1
and #3

— Sensors: three
pressure sensors
for liquid level
measurement of

each tank
 Fault modes |I "“
— Actuator faults: jammed pumps
— Sensor faults: pressure sensor malfunctions
— System faults: leakage of any one of the three tanks
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How Faults are Mathematically Modeled?

L Two types of model
= |nput-output models
 Transfer functions
« ARMA
= State-space models

L Two types of representation of faults

= Additive faults
= Multiplicative faults

U Time behavior of faults
= Abrupt faults (stepwise)

= Incipient/gradual faults (drift-like)

U Severity of faults
= Partial fault
= Total/hard-over failure

= Stuck/frozen fault, floating fault ...

Questions:

* Arewe ableto handle all
these types of faults?

* How to modd these faults?

* How to detect and
accommodate these faultsin
FTCS?
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Modeling of System

(under normal conditions)

a. State-space model

{)’((t) = Ax (t) + Bu (t)

y(t) = Cx (1)

2y =my (=9 = 0y
0 0 - s, Y,

s;=I[sy s, Siq,]T

XeR™MUueR™ yeR™, ze R, M e R>P
b. ARMA model

y(t) =y (D)6,
w(t) - Regression vector; 6,- parameter vector
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Modeling of System

(under dynamic fault conditions)

a. State-space model

{)‘((t) = Ax(t) + Bu(t)

t<t;

X(t) = (A+ AA)x(t) + (B+AB)u(t) t=t,

and

{Y(t) = Cx(1)

y(t) = (C + AC)x(t)

b. ARMA model

{y(t) =y’ (1)8,

y(t) =y " (t)(6, +A0)

t <t
t>t,

t<t,
t>t,
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Modeling of System

Actuator faults

u(t) - u,(t)

U, () = Lau(t) + (1gq —La) fa

where f,e X** isthe constant bias term, and
L, = diag{l,,l,,- - I}
represents the operational modes of the actuators.

| = 1 t<t, functional
710 t>t, failure
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Modeling of System

Sensor faults

y(t) - Z(t)

Z(t) = LsMy(t) + (I mxm Ls) fS

where e %™ represents the operational modes of
the sensors, and f, e %™ isthe sensor bias.

« Compared to actuators, it is relatively easy to install multiple sensors.
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Modeling of Actuator Faults

As we mentioned earlier, actuator faults include also other cases such as stuck /frozen
and floating control surfaces in the case of aircraft, or stuck or floating control valves
in the case of process controls. To represent the actuator faults in a more general
formulation, following mathematical model can be used:

u,(t) = Lao(t)u(t) + (I — La(t))fa (1) (2.21)

where £,(f) € R! contains the values at which the actuator are stuck or floating. I
is an ! x [ identity matrix. Then, for different types of fault conditions, the above
model can be specified in detail as

u'(t) Li(t) = 1(or v (t) = 0); fi = 0 for all > to Fault free
. (D' (1) 0<EM)<Lfi=0 for all £ > tp Partial fault
up(t) =4 fo=u'(tp) J,”( ) =0(or v (t) = 1) for all ¢ > tp Stuck fault
fa =@ or u'(tr) l’( ) =0(or v (t) =1) for all ¢ > tp Hard-over fault
=1t Ii(t) = 0(or v(t) = 1) for all ¢ > tr Floating fault
(2.22)
19
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Modeling of Actuator Faults

Finally, considering Eq. 2.21, the system represented by Eq. 2.1 with possible
actuator faults can be represented by

x(t) = Ax(t) + Bu,(t)
= Ax(t) + BLo(t)u(t) + B(I — La(t))fa(t) (2.23)
y(t) = Cx(t)
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Modeling of Sensor Faults

Generally, sensor failures may include 1) bias; 2) drift, 3) performance degrada-
tion (loss of measurement effectiveness); and 4) freezing [42]. Similar to the above
mathematical modelling to actuator faults, sensor faults can be represented simi-
larly as following:

2(t) = L) Mx(t) + (I — Ly (e)E (¢) (2.24)
where the matrix Ly € R™*™ is similarly defined as in L, and f;(t) € R™ corre-
sponds to the unknown bias term.

Similar to Eq. 2.22, various types of sensor faults can be further described as:

mict(t) ) =11i=0 for all t > ¢y Fault free

Em'z'(t) 0<li(t)<1;fi =0 forallt >t Loss of effectiveness
2ty = mizi(t) + fi(t) L) = 0; fi(t) =0  for all t > ¢r Bias

miz'(t) + fi(t) IL(t) = 0; f:(t)| = ¢'t for all > tr Drift

mii(tr) Lit)=1 for all t > tr Freezing

(2.25)
where m* represents the ith column element in sensor gain matrix, M, correspond-
ing to the zth state variable.
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Modeling of Dynamic Faults

In general, system dynamic faults are malfunctions caused by changes in the plant
[=} o W W p=]

parameters or its dynamic characteristics due to aging or wear-out of the plant

components. ’

These changes will manifest themselves as parameter variations
in the mathematical model of the system. Therefore, a fault in system dynamics
can be expressed as:

(1) = Ax(t) + Bu(l) t<tp -
x(t) = (A + AA)x(t) + (B + AB)u(t) t = tp (2.26)

and .
y(t) = Cx(t) t<tp (2.27)

y(t) = (C+ AC)x(t) t = ir
where 5 is the time instant at which the fault occurred, and {AA, AB, AC} are
the fault induced changes in the system dynamics. Usually, both of these quantities
are unknown and random. This requires effective on-line parameter identification
methods to be used to estimate these fault-induced changes for the purpose of
fault-tolerant controller design.
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How a FTCS is Built and Where the
Mathematical Model Becomes Useful?

Redundancy
* Hardware Redundancy Sensors

— Sensor redundancy Actuators
» Multiple dissimilar sensors with

) u
avoting scheme X

» TMR (Triple Modular

Redundancy) Uz

— Actuator redundancy :

L Suf
'@.—'Zzz
1S,
o it - ) .

cenor reatncncy 1o s et scuntor” LB | L

Aircraft

redundancy due to limitations of power, sz —>Z

. )/ :
size, cost ... P - :
5:047/7 qup

Redundancy in an aircraft

How a FTCS is Built and Where the

Mathematical Model Becomes Useful?
Redundancy (cont'd)

» Analytical Redundancy

» the mathematical model or analytical relationships among,
for example, aircraft flight state variables

» fault detection and diagnosis scheme
» redundant control strategies

inputs outputs
——| Aircraft

Redundant information on

Analytical aircraft output variables
Model >

* Hybrid Redundancy: Hardware + Analytical

2 e S e

An electronic flight control system (FCS) architecture

A redundant architecture for fault tolerance—all three figures are adopted

An primary FCS configuration from C.R. Spitzer, Digital Avionics Systems, 2%, McGraw-Hill, 1093




Example: Redundancy in Boeing 777

» Primary Flight Control Surfaces

Single Rudder

) Partial Span Tab
Spaoilers
{7 Per Side) Elevator
- (Single Span)
Slats—__ f

Stabilizer

Double Slotted Flap
Flaperon

__— Aieron
X

Figure 1 777 Primary Flight Controls Surfaces (ven, 1996)
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Example: Redundancy in Boeing 777

B — ACE: Actuator Control Electronics
st ‘ ELE:IJ.EFO(L‘"E‘-D e ‘ I ‘ ADIRU: Air Data Inertial Reference Unit
= ADM: Air Data Module (Static and Total Pressure)
ARINC AFDC: Autopilot Flight Director Computer
D:ﬁ?\ EEE,U ‘ ¥ :5\"' ‘ ELms AIMS: Airplane Information Management System
su= TR ARINC: Aeronautical Radio Inc. (Industry Standard)
I i i =vSTEMS DaTa  CMC: Central Maintenance Computer Function in
e e e ] e AIMS

DCGF: Data Conversion Gateway Function of AIMS
EDIU: Engine Data Interface Unit
EICAS: Engine Indication and Crew Alerting System

ELMS: Electrical Load Management System

EmE— e - m‘f\;’gz‘ FBW: Fly-By-Wire
E‘;'?:'é COTPC” FCDC: Flight Controls Direct Current (power system)

FSEU: Flap Slat Electronic Unit
LRRA: Low Range Radio Altimeter
LRU: Line Replaceable Unit

MAT: Maintenance Access Terminal
MEL: Minimum Equipment List
MFD: Multi-Function Display

MOV: Motor-Operated Valve

PCU: Power Control Unit (hydraulic actuator)
PFC: Primary Flight Computer
PMG: Permanent Magnet Generator
PSA: Power Supply Assembly

RAT: Ram Air Turbine
conTROL Sty e s SAARU: Standby Atitude and Air Data Unit
< o ACTUATION = :
T o A ACTUATION TRIM SWITCHES : Standby Attitude and Air Data Unif
TAC: Thrust Asymmetry Compensation
WEU: Warning Electronics Unit
FIGURE 11.2  Block diagram of the electranic components of the 777 Primary Flight Contrel System, as well as G.F. Bartley, 2001
the interfaces to other airplane systems,
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Where Does the FTCS Stand?

Multidisciplinary Feature

ActiveFTCS

(acurrently active
research area)

Optimal, Adaptive, Computing,

Communication
Robust Control : - ’
Simulation
(Reliable Control or Implementation
Passive FTCS) (har dwar e/softwar ),
and Display
Techniques

/Restructur able
Questions:

» What are difference between active fault tolerant control and adaptive control,
robust control and reliable control ?
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Engineering Application Areas of FTCS

. Englneerlng Application Areas of FTCS
— Aircraft/Aerospace systems
— Ground and surface/underwater vehicles
— Nuclear reactors and power plants
— Chemical/Petrochemical processes
— Autonomous robots and vehicles
Medical devices etc.
. Typlcal Faults Considered in FTCS
— Actuator faults
— Sensor faults
— Structural/Dynamic faults
» Safety Criteria
— Reliability, maintainability, and safety
* Requirement on Fault Diagnosis and Fault-Tolerant Control
— Fault diagnosis
— Fault-tolerant control




General Classification of FTCS

Passive FTCS (PFTCS)

Definition: Systems that are designed to tolerate a certain class
of component faults without the need for on-line fault information

Properties:

» Tolerance to anticipated faults
> Fixed controller structure/parameters

Active FTCS (AFTCS) — Reconfigurable FTCS (RFTCS)
Definition; Systems that can reconfigure the control law on-line
and in real-time to accommodate component faults
Properties:
>
» Real-time decision-making and controller reconfiguration
» Accommodation of anticipated/unanticipated faults
> Acceptable degraded performance in the presence of faults
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General Structure of Control Systems

) disturbances disturbances
_ disturbances pises noises
noises; s Co
Inputs v v v ‘v Outputs

Actuators— System — Sensors >

Feedback

Elementsin control systems:  Properties of control systems:

e System/Plant/Process «  Stability
e Sensors

* Performance
o Actuators

e Controllers * Robustness
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Enhancing Robustness of Control Systems

disturbances disturbances
disturbances pises noises
noises; P P
Inputs v 4 v v I Outputs
Reliable
T—r Controllers Actuators— System Sensors
sl Feedback

Elementsin control systems. Propertiesof control systems:
« System/Plant/Process . Stability

e Sensors

* Actuators
» Controllers

+ Peformance

* Robustness against uncertainties
versus faults
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General Structure of FTCS

disturbances disturbances
_ disturbances pgises noises
. hoises; P Lo
nputs ! v v . v Outputs
Command Actuators— System Sensors ——
Governor
FDD

. Threeffour important partsin AFTCS:

[ « FDD schemes ]

» Reconfigurable controllers ’
» Reconfiguration mechanisms

* Command/reference governor
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Modules in AFTCS

= Definition: Fault Detection and Diagnosis (FDD) is
a process (or technique) to detect faults and to
determine their locations and significance in a
system being monitored.

= Functions of FDD

Measurement Fault
W_v r | Decision Decision
Analytical Making
Model
[ — .-{‘-—-,
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Modules in AFTCS

= Existing FDD techniques:

* Fault Detection

« Fault Diagnosis
FDD methods » Fault Isolation
> Fault Identification

[Datalsignal-based method§ | Model-based methods |

| |

T —

-

Least Squares

Extended KF ‘ ’ Kalman Filters

Observers

Single Kalman Filter
(Fault Detection)

Multiple Kalman Filters
(Fault Isolation)

Two-stage Kalman Filters
(Fault Diagnosis)
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Modules in AFTCS

= Purpose: To make the control system insensitive/
tolerant to the effects of failed components by
modifying controller structure and/or parameters,
based on the information from FDD module.

= Function of reconfigurable control

/
Control signals
—

Input signals———{ Controller

(

From FDD —

= Design objective
F{(A.B;.C;) K} = F{(A,,B,,C,). K.}
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Modules in AFTCS

= Existing design techniques and classification

[ J

/\

Off-line On-line

[ J
[ Switching } [Matching} [Following}
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Design Procedure in AFTCS

Topicsin | Failure Modes and Effects| | Hazard, Risk, & Off-
FP7-4, Analysis, Fault Tree [}  Rdiability -
FP8-1, Analysis etc. Analysis
F8-2 & 40
FP8-2 Fault Modeling | N

1L
Topicsin Fault Detection and —) IT%ﬂft&Mzgg

FPe-1 Diagnosis (FDD) Information On-
JL line
Topics of Fault-Tolerant/

this =) Reconfigurable Control
course! Design

f—

-\ Controller
| Reconfiguration
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Design Considerations in AFTCS

degra erformance
¥ Pance degradation

nrig
g on out e an
nfiguration with staturated actuator

o B e D 15
Time (s>

Pre-fault | Duration of thefauit | Post-fault |
Steady-state | Transient stability | Steadly-state stability |
l

Steady-state | Transient and steady-state performance | - -
 Saturation avmdance
> Control effort Minimal | Control redistribution without saturation IJ + Control (re)allocation

These considerations i

have led to development TwoMainModules:

of different reconfigurable FDD and Control Reconfiguration
(

» Threeintervals
» Stability

» Bumpless transfer
* Steady-state error

» Performance

l
l
l
l

edundancy; real-time;
closed-loop; uncertainties;
delays; nonlinearities...

control techniques
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Classification of Existing AFTCS

» Classification Based on Control Algorithms
» Mathematical tools used
v Model-based
v Intelligent
v Combined
» Design approach used
v’ Pre-computed control laws
v On-line automatic redesign
» The way achieving reconfiguration
v" Switching
v Matching
v Following
» Classification Based on Application Fields
» Conventiona safety-critical systems
» New application areas

Lecture 1 Lecture Notes on Fault Tolerant Control Systems, by Y. M. Zhang (AUE) 39

Benchmarks on Fault-Tolerant Control

Applications Sponsors or Organizations
Research programs in Aight control area:

Selfrepairing Flight Contral Systems Sponsored by Air F]cme Research Lab, WPAFB, OH

(1084-1000) [60, 88
Automatic Redesign for Restructurable Sponsored by NASA Langley and carried out by
Control Systemsa Alphatech (1984-1887) [198]
Sponsored by Air Force Office of Scientific Research and
carried out by Barron Associates, Inc. for VISTA /F-16
aircraft (1993-1006) (342, 341, 223, 340]

Reconfigurable Control for Tailleza Aircraft Sponsored by Air Force Research Labs, WPAFE, OH for the
(REST ORE ) NA SA /Boeing X-36 Tailless Aircraft (1989-1986-2000) [353, 46]

Self-designing Flight Contral

Sponsored by NASA Dryden Flight Research Center

ACTIVE (Ad d e t 1 Tech 1s £
[FClos ontro, Tecanoogy for (ACTIVE: 1993-1800; IFCS: 1009-2004) [132]

Integrated VEhicles) and IFCS (Intelligent
Flight Control System)

Aircraft Prognostics and Health Management, Sponsored by WASA Dryden’s Small Business Innovation
and Adaptive Reconfigurable Contral Research (SBIR) program and carrving on by Scientific
Systems Co., Tnc. [44]

Reconfigurable Control for Active Management Sponsored by NASA Langley Research Center and
of Aircraft System Failures (AMASF) carrying on by Honeywell Lab. [85]

Aviation Safety Program (AvSP)— Sponsored by NASA Aviation Safety Frogram Office [21]

Single Aircraft Accident Prevention (SAAP)

Sponsored by NASA /LEQSF and jointly carrying on by
Louisiana State University, University of Louisiana at Lafayette,
and University of New Orleans (2001-2004) [6, 55]

Aircraft Safety: Control Upset Management

Sponsored by DARPA Software-Enabled Control program and

An Open Platform for Reconfigurable Control
carrying on by Georgia Tech [347]

Sponsored by GARTEUR (Group for Aeronautical Research

Fault Tolerant Flight Control
and Technology in EURepe), 2004-2007

Other benchmarks and projects:
Proposed by Aalborg University under the Buropean Science
Foundation COSY project (1996-1999) [148, 32, 149, 40]

Proposed by Ruhr University Bochum under the European
Science Foundation COSY project (1996-1999) [201]

Ship Propulsion System

Three-tank System

LFATIS (Intelligent Fault Tolerant Control in Funded by the Eurcpean Commission in the Information
Integrated Systems) Saciety Technologies (IST) programme (2002-2004) [181]
Funded by the European Commiszsion in the Information

NeOST (Networked Control Systems Tolerant
Society Technologies (IST) programme (2004-2007).

to faults)
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Challenges/Open Problems in FTCS

Hardware versus Anadytical (Software) Redundancy
Control Re-allocation and Re-distribution

On-line Identification for Closed-loop Systems with Reconfigurable Control
Stability Analysis, Stability Guaranteed Design, and Stability Robustness

Design for Graceful Performance Degradation
Transient/Transition Management Techniques

Dealing with FDD Uncertainties and Reconfiguration Delay, and Performance Robustness

FTCS Design for Nonlinear Systems
Dealing with Constraints in Control Input (Actuator Saturation), State, and Output

Integrated Design for AFTCS, and Integration of Passive and Active FTCS
Integration of Intelligent Actuator and Sensor Techniquesto FTCS

A A LSRR Sl ST 0 Computing Technologie it

Analysis and Assessment for Safety, Reliability and Reconfigurability

VYVV=ZVVoVOVVDLDVLVISVY

Real-time | ssues
Wider Engineering Applications, beyond classic safety-critical systems

YVoVVZV

Novel System Architectures, Design Approaches, and Applications
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Readings (cont'd)

= | ecture notes
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— Y. M. Zhang, Faults, Fault Analysis, and Fault Modeling, L ecture notes
#2 for FP8-1, Spring 2005.
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