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Motivations

▪ Maintenance of software 

systems can reach up to 

70% of the overall cost.

▪ Up to 50% of the overall 

maintenance cost can be 

spent on identifying and 

correcting defects.

▪ Defects in software cost 

the U.S. economy $56 

billion annually.
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Source: Health, Social and Research, E. 2002. The Economic Impacts of Inadequate Infrastructure for Software Testing
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SW Development Challenges 

▪ Increased complexity

▪ High cost

▪ Heavy reliance on people

▪ Lack of automated tools

▪ Time to market pressure

▪ Maintaining quality
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Fault Prediction Research

▪ Fault Prediction

▪ Code or process metrics

▪ Statistical analysis and call-graph analysis

▪ Analysis of code changes 

▪ Leverage of historical data

▪ Automated Patch Generation

▪ Development of fixing patterns

▪ Reuse of human written patches 

▪ Directed patches towards specific bug types
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Problems with existing techniques

▪ Offline processing (after the 

code is built)

▪ Presence of the entire 

source code 

▪ Extensive setup and high 

learning curve

▪ Lack of clear actions to 

developers 

▪ High rate of false positives
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Our Solution 
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▪ Detection of potential bugs at commit-time
▪ Before code is submitted to the central repository

▪ No external tools or setup required
▪ Integration with developers’ workflow

▪ Leverage of historical bugs and fixes
▪ Learning from other people’s mistakes

▪ Usefulness, usability, and scalability
▪ High technology readiness level



A research roadmap 

Bug Metarepository
Search Engine for 
Developers  and
Reseachers

BIANCA

Preventing Bug 
Insertion at Commit-
Time Using Clone 
Detection 

CLEVER

Combining Levels of 
Bug Prevention and 
Resolution 
Techniques
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Where do developers look for information 

when facing an unknown bug/crash?

89 participants
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What do developers search for when facing 

an unknown bug/crash?
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89 participants
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BUMPER: Bug Metarepository Search 

Engine for Developers and Researchers

▪ Aggregates information from many 

bug report and code versioning 

systems

▪ Offers an online search engine to 

millions of bug reports and fixes 

from open-source repositories

▪ Uses a query system for 

developers and advanced API for 

researchers

▪ Leverages the concept of collective 

coding → collective intelligence
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BUMPER Architecture
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BUMPER Metamodel
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Developers can search millions of lines of code and bug 

reports for  a bug or crash they encountered. 
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User query

Fragments of 
code where the 
same  bug was 
fixed

Bug reports 
where the 
same bug 
occurred
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Supported projects
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BIANCA: Preventing Bug Insertion at 

Commit-Time Using Clone Detection 

▪ Learns known defects by 

mining BUMPER-indexed 

systems

▪ Builds a model of defects 

and their corresponding 

fixes

▪ Intercepts developer’s 

code and compares it to 

known defect signatures 

▪ If a match exists, a flag is 

raised and a fix is 

proposed
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Approach
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BIANCA works across projects and uses 

clustering techniques to create groups of 

related projects
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BIANCA works across projects and uses 

clustering techniques to create groups of 

related projects
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▪ Subject systems: 42 open source projects

▪ 41,225 defects

▪ Precision: TP / (TP + FP)

▪ Recall: TP / (TP + FN)

▪ Precision = 90%  and Recall: 37%

▪ F1-Measure = 52.72%

▪ 8.6% self-fixes

▪ BIANCA fixes are accurate in 79% of the cases
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CLEVER: Combining Levels of Bug 

Prevention and Resolution Techniques

▪ Developed in the context on an NSERC 

project in collaboration with Ubisoft.

▪ Goal: To empower SW developers with an 

intelligent tool that detects defects as 

developers write code, and proposes fixes.
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How does it work?

▪ Combines code and process metrics and clone 

detection to determine defect signatures

▪ Uses various classification algorithms (moving 

towards deep learning)

▪ Uses domain expertise to create clusters of projects 

for improved accuracy

▪ Uses better code matching techniques

▪ Is evaluated on industrial systems (12 Ubisoft 

systems)
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Approach
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Approach
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Metrics:

▪ Lines added

▪ Lines deleted

▪ Number of modified files

▪ Number of modified subsystems

▪ Number of modified directories

▪ Distribution of modified code across each file

▪ Number of developers that modified the files in a 

commit

▪ Total number of modified LOC across all files

▪ Etc.
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Approach
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Classification Algorithms

▪ Linear Regression

▪ Random Forest

▪ KNN

▪ Others 

Dr. Wahab Hamou-Lhadj  (wahab.hamou-lhadj@concordia.ca)



Evaluation of CLEVER at Ubisoft

▪ Subject systems: 12 Ubisoft systems

▪ Precision = 79%  

▪ Recall = 65% 

▪ Approved fixes: 67% 
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Impact

▪ Commit-Assistant (prototype implementation of 

CLEVER)  is designed to integrate well with the 

workflow of Ubisoft developers

▪ Ubisoft announced in a press release that Commit-

Assistant can cut the bug fixing time by 20%

▪ Mozilla announced that it is working with Ubisoft to 

contribute to Commit-Assistant and use it in the 

development of Firefox
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Conclusion
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▪ We proposed approaches to predict software faults at commit-

time and propose fixes to developers

▪ These approaches rely of classification and code matching 

techniques

▪ We showed that these approaches can be used successfully in 

practice

Future Direction

▪ Experiment with more systems

▪ Add more machine learning techniques

▪ Reduce commit space for scalability

▪ Improve the recommendation of fixes

▪ Work on adopting the tool  
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