Verifiable Remote Voting with Large Scale
Coercion Resistance
Mariana Raykova1 and David Wagner2
1

Columbia University
2
UC Berkeley

Abstract. Remote voting, in which every voter can cast his vote from
the convenience of his home, brings many new security and privacy
threats not found in conventional precinct-based elections. We develop
a cryptographic protocol for remote voting with several useful security
properties. First, it provides end-to-end verifiability for the entire election system. Second, the level of security scales with the attention that
voters are willing to pay to security: voters who are willing to perform
extra verification steps receive full security (i.e., no requirement to trust
any computer), but we still provide a reasonable level of security (e.g.,
protection against compromise of the voter’s computer) for voters who
do not perform these optional steps. Third, our scheme defends against
remote coercion attacks, thereby achieving a degree of resistance to largescale coercion.

1

Introduction

This paper considers the remote voting problem. In particular, we seek mechanisms so voters can vote securely from the convenience of their home or any other
place with Internet access. Today, many jurisdictions support postal balloting,
where voters mark a paper ballot and return the ballot by postal mail. Unfortunately, postal balloting has several limitations, especially for overseas and
military voters, where the mail is often slow or unreliable. We seek to develop
schemes that take advantage of modern communication technology to enable voters to vote from any place with Internet access. Such schemes have the potential
to enfranchise voters who are not able to reach a standard polling location (particularly overseas and military voters), to provide better convenience for voters,
and even to reduce costs.
Remote voting raises many security and privacy challenges [12, 24]. Unlike
precinct voting, where voting occurs in the privacy of a voting booth under the
supervision by election oﬃcials, remote voting involves casting ballots from an
environment that is not under the control of election oﬃcials. Voters may cast
ballots from devices whose security cannot be assured by election oﬃcials, that
might be controlled by an adversary while being the only computational resource
available to the voter, and that have only an unreliable connection to the election
server. Voting might occur in the presence or under the observation of a coercer.
Because election oﬃcials do not control the voting environment, they cannot

protect voters from such threats. In such a setting, providing privacy, security,
and anti-coercion guarantees seems very diﬃcult.
In this paper, we argue that the situation is not hopeless: some security guarantees can be provided, through appropriate use of cryptography. We develop
cryptographic protocols to enable voters to vote from an untrusted device, and
oﬀer a way for the voter to detect misbehavior by this device.
Our scheme provides layered security, so that the security guarantees aﬀorded
to the voter scale with the amount of eﬀort the voter is willing to invest into
verifying their vote. For voters who are motivated and who possess an auxiliary
device capable of computing encryptions for verification, we provide a way in
which they can verify that their vote was cast correctly, without requiring trust
in any part of the election system. This provides end-to-end security for the
entire election: as long as a large enough fraction of voters perform this extra
verification step, we can be confident that large-scale fraud will be detected.
However, we recognize that many voters may not possess any additional computational device except their computer or may not be savvy enough to perform
any complicated computation required for the protocol, or may just not want
to be bothered with extra verification steps. For those voters, we develop techniques to assure the security of their vote as long as the voter’s machine and the
election server are not both malicious.
An unusual feature of our scheme is that it provides a degree of resistance to
coercion. Coercion-resistance is extremely challenging in any setting where the
voting environment is not supervised by election oﬃcials. Indeed, our scheme
makes no attempt to prevent coercion if the coercer is physically present during
the vote casting. Thus, while we cannot prevent coercion from occurring at an
individual level, we would like to ensure that our remote voting scheme does
not make coercion or vote-buying significantly easier than is already possible
in existing postal voting methods. One risk with Internet-based remote voting
schemes is that they may facilitate large-scale coercion or vote-buying attacks,
by enabling coercers or vote-buyers to use the Internet (or other communication
media) to coerce voters (or buy votes) from afar. If the voting scheme is not
designed carefully, it may enable voters to transfer their credentials to a coercer,
prior to the election, or it may enable voters to prove to a coercer how they voted,
after the election—and worse, it may enable these attacks to be carried out
over the Internet, with no in-person interaction between the voter and coercer.
We introduce methods to defend against these two kinds of attacks, when the
coercer/vote-buyer is not physically present. Defending against these threats
is very challenging, particularly since the coercer/vote-buyer might plausibly
control the voter’s machine. Nonetheless, we show how to defend against such
attacks through the use a private auxiliary channel between the voter and the
election server specified during the voter’s registration.
Paper Organization. We present a summary of related work in Section 2.
Section 3 lists our adversarial model and assumptions. Section 4 discusses techniques to protect against the diﬀerent adversaries. Then, Section 5 presents the

main protocol we propose for remote voting. We provide a discussion about the
usability of the scheme in Section 6 and conclude with Section 7.

2

Related Work

With in-person voting, in its most basic form the voter picks up a ballot for his
candidate of choice in the voting booth, puts it in a non-transparent envelope
and then drops it in a ballot box outside the booth under the supervision of the
parties auditing the election. At the end of the election day the ballot box is
opened and the votes are counted also in a monitored manner. In this scenario
the voter is convinced that his vote is cast the way he wished since he drops it on
his own in the ballot box, he is convinced that his vote will be counted correctly
because diﬀerent independent parties execute and audit the tally process and at
the same time nobody can learn his vote since nobody can observe him in the
voting booth and the ballot is in the non-transparent envelope when brought
outside the booth. On the other hand, the voter cannot cast more than one vote
since the voting box is under supervision. Nobody else can be convinced of what
vote was cast; the voter cannot provide any other evidence for it since there
is no way to distinguish his envelope from the other envelopes dropped in the
ballot box. Everybody trusts the correctness of the final result since the counting
process has been verified by the independent auditing parties.
The above process presents a robust voting protocol; although there have
been ways to violate the above idealized properties, individual incidents have
fairly limited eﬀect on the final result of the election. The goal of these properties
is to provide verifiable guarantees to the voter that his vote is cast as he intended
and counted in the same way, as well as public verifiability of the election results
with only one vote per person and no possibility for voter coercion. The advent of
electronic voting, which intends to facilitate the execution of the voting protocol
from both the perspective of usability for voters and the ease of the tally as well as
reduce the cost of holding elections, has actually presented considerable threats
for the security guarantees of the process. The reason for that lies mainly in the
fact that the transparency of the voting mechanism from the perspective of the
voter has been replaced by the opaque software implementation for the electronic
device used in the elections, which as demonstrated by [18] introduces numerous
vulnerabilities and correctness problems. Recovering the required properties for
the voting protocol without trust assumption for the running software has been
the goal of numerous cryptographic voting protocols [3–8,11,13,16,17,22,23,25].
Most existing voting protocols address the scenario of conventional voting,
and the guarantees that they provide rely heavily on the assumption that there
is a voting booth providing absolute privacy to the voter, so that nobody can
observe his actions while in the booth. In the case of remote voting, where
votes can be cast from any place with an Internet connection, this assumption
no longer holds. This, combined with the fact that the connection of the voter
to the election server goes through the voter’s untrusted machine, introduces
substantial obstacles to achieve the same security and privacy properties. In

the case of non-coercion the remote voting adversarial model brings the biggest
challenge and absolute non-coercability becomes impossible to achieve in the
setting where the coercer can be present with the voter at all times. The work of
[1] oﬀers a a voting system that achieves all verifiability properties and protection
against malicious voter’s machine but does not try to provide any guarantees
against coercion and explicitly points out this challenge by providing a ”Coerce
Me!” button at ballot casting time, which allows the coercer to receive a proof
for the selected vote. On the other hand [13] take a diﬀerent approach in which
if a voter is coerced he can provide a fake key to his adversary to submit a
vote on his behalf while he later uses his correct encryption key to cast his real
vote; the protocol prevents coercion but does not provide vote verifiability for
the voter. Other existing works for the setting of remote voting do not claim
guarantees against malicious software on the client’s side [14] or assume some
trusted computing base [27]. The approach of [15] makes use of an independent
channel to the voter that cannot be observed by the adversary at his machine
and a smart card reader for implementing trustworthy digital signatures at the
voter’s machine, which provides a transcript that the voter can use to verify
his vote while not revealing his choice to any other party. The works of [2, 10,
19] achieve receipt-free voting protocols helping against coercion under diﬀerent
assumptions: untappable two way channel between voter and election authority
[2,19], trusted randomization administrator [2], one-way trusted channel between
authorities and voter and at least one honest authority [10], but in all of these
protocols the voter is required to execute substantial computation, which will be
under the control of an adversary in the case of a corrupted voter’s computer.
The scheme of [20] presents the vote information to the machine in coded form
that the voter interprets with the help of transparencies that he holds next to
the screen of the computer. The approach of [21] to prevent malicious software
from casting a vote is to represent the candidate choices as diﬀerent CAPTCHAs
and ask the voter to solve the CAPTCHA corresponding to the candidate he
wants to select assuming that the malicious software at the machine cannot do
the same. A diﬀerent model that tries to oﬀer a better alternative for current
absentee and provisional voting is the idea of “remote voting centers” [26]; these
still provide a controlled environment for voting but can be at more convenient
locations for voters, e.g., embassies, consulates, or remote areas where voters
might normally need to vote by mail.

3

Remote Voting Threat Model and Assumptions

The conventional setting for voting assumes the existence of a voting booth. In
this paper, we consider remote voting in situations where this kind of controlled
environment is not available. We seek to facilitate the ability for each voter to
cast his vote from home (or any other place). Apart from serving the convenience
of the voters, removing the need for monitored election centers that require
substantial human resources would also help to relax the restrictions on the
time period allotted for voting and extend it beyond a single day. However,

the removal of the voting booth assumption makes it more diﬃcult to ensure
either the integrity of the computers used to cast votes or the privacy of the
voting process. In this section we describe the parties that can exhibit adversarial
behavior, the assumptions that we make about them, and the security guarantees
that we seek to provide. We define a secure voting scheme through the following
properties:
– Privacy of the ballot — if the voter follows the ballot casting protocol
honestly, no other party should be able to learn what his vote is.
– Vote cast-as-intended — the vote that is recorded after a voter submits
his ballot should correspond to his choice.
– Vote counted-as-cast — the final tally should be an accurate count of the
recorded ballots submitted during the vote casting stage.
– Verifiability — each voter should have the ability to verify that his vote
was correctly reflected in the final tally, i.e., to verify that the previous two
properties hold.
– One vote per voter — each voter should be able to cast only one valid
vote that will be tallied.
– Resistance to large-scale coercion — the voting system should make it
diﬃcult for an adversary to coerce a large number of voters.
– Layered security — if the voter skips some verification steps of the protocol, he should still receive partial security guarantees (as opposed to losing
all of them at once), depending on the steps he has completed. Voters who
would like strong assurance that their vote was cast and counted correctly,
should receive this assurance if they are willing to perform a few verification steps. Voters who do not perform these steps should still receive some
protection against the most likely threats.
The above properties follow closely the properties required for any conventional voting scheme. A point of diﬀerence from the regular setting is related to
the issue of coercability. Coercion is possible if the coercer is physically present
with the voter, since then the coercer can observe all the voter’s actions and the
cast vote. We do not attempt to prevent coercion by attackers who are physically present with the voter. However, an attack mounted via physical presence
limits the number of people that can be coerced by a single adversary; the real
danger that coercion presents is when the adversary can coerce a substantial
number of people to aﬀect the final results. Accordingly, our goal is to make it
diﬃcult for an attacker to coerce many voters without being physically present.
The last property that we call layered security refers to the fact that voters do
not always follow strictly the prescribed protocol: we still want to provide partial
security guarantees even when the voter omits some security checks specified by
the protocol.
3.1

Communication and Computation Resources for Voting

Before we consider the adversarial behavior that each party can exhibit, we
define the computational and communication resources available to the voter.

Computational resources. There are two types of computational devices that
voters may use:
• Computer — we assume that each voter will have access to a computer that
can execute any computation necessary for the protocol and can provide a user
interface for the voter. Since the computer is the only computational device that
will be available to most voters, the execution of the voting protocol should not
require from all voters any additional computation that is not performed on
their computer. We do not make any assumptions about the correctness of the
execution of the voting protocol at the voter’s machine. The adversarial model
that we consider admits an adversary who can control the voter’s machine and
the whole computation that is executed there. As we will discuss later, the layered
security property of our protocol will provide security guarantees for voters with
corrupted machines in the case when the adversary controlling the machine is
not colluding with the election server. These properties will be further boosted
by the presence of other voters with non-corrupted computers, or voters who
will be able to perform additional computation on a device diﬀerent from their
computer, who will detect a misbehaving election server.
• Additional device — some voters may also have an additional computational
device that they can use for verification. This device will not be necessary for
every voter in order to cast a vote. The verification performed with this device
will be needed in the case of collusion between the adversary controlling the
voter’s machine and the election server. Thus it will suﬃce if only a small fraction
of the voters are able to perform this verification, and alert for misbehaving server
when they detect such collusions.

Communication channels. Each voter will use the following communication
channels available in the vote casting protocol:
• Information sheet — this is a non-interactive single-use channel on which
the voter receives secret information prepared by the ballot generation authority
before the election. The voter can receive his information sheet—a piece of paper
with information printed on it—at an election center, or it can be mailed to him.
Note that a coercer might request that a coerced voter provide his information
sheet as part of the proof for the vote he casted.
• Main communication channel — this is an interactive communication
channel between the voter and the election server going through the voter’s
computer. Thus an adversary controlling the voter’s machine, controls also this
channel.
• Auxiliary communication channel — this is a private interactive channel
between the voter and the election server. It is fixed during registration for each
voter and is bound to the voting credentials that he receives. An example of such
an auxiliary channel today is the voter’s mobile phone. To prevent coercion, we
rely upon the assumption that the coercer cannot observe or modify commu-

nications over this channel3 ; however, the other properties of the voting system
do not rely upon the secrecy or integrity of this channel. The device providing
the auxiliary channel to the voter becomes part of his credentials and has to be
physically used to authenticate and cast a vote.
Since we are making diﬀerent security assumptions about the main and the
auxiliary channels, communication on the auxiliary channel must be independent from the communication on the main channel. Therefore, the auxiliary
channel cannot be instantiated through the voter’s computer (e.g., using Skype
on the same computer would not be a satisfactory instantiation of the auxiliary
channel). The security properties of the auxiliary channel are necessary only
for the non-coercion guarantees of the scheme. In this sense we assume that no
coercer can compromise at a large scale the auxiliary channels for voters. This
rules out coercion scenarios such as voters providing their auxiliary devices (e.g.
cellphone) to the coercer who manually uses them to submit votes on behalf of
the coerced voters. The device that provides the auxiliary channel does not need
to have computational power. Thus the assumption for a private independent
communication channel is decoupled from the computational resources provided
by the voter’s computer.
3.2

Adversarial Model

We next list the participants in the remote voting protocol and the threats that
each of them may present to the security properties of the protocol if misbehaving.
Voter. Although the voter is the party whose right to vote secretly needs to
be protected, we should address two types of possible voter misbehavior. First,
we have to guarantee that each voter can submit only one valid vote that will
be counted in the tally. Second, we must prevent the voter from being able to
sell his vote. In view of the discussion about coercibility we would like to make
it impossible for the voter to generate a proof about the vote that was cast,
regardless of how he deviates from the protocol.
Adversary controlling voter’s machine. Each voter will be using his own
personal computer, and some of these computers may be infected with malware
or spyware. Thus we assume that the adversary may be able to take control of
the voter’s machine, see any input given by the voter to the machine, and modify
the code executed on the machine. In this setting we want to protect the privacy
3

Of course, the coercer could instruct the voter to relay all data sent over the auxiliary
channel to the coercer. Our system defends against this threat by providing a way
for a coerced voter to lie about what he received over the auxiliary channel. If the
coercer could eavesdrop directly upon the voter’s auxiliary channel, the coercer could
detect the voter’s lie; therefore, our system only prevents coercion when the coercer
has no way to directly eavesdrop upon the coerced voter’s auxiliary channel. If the
auxiliary channel is instantiated properly, this assumption seems reasonable, since
we have already assumed that the coercer is not physically co-located with the voter.

of the voter’s choice from the adversary, and also guarantee that the correct vote
is transmitted to the election server.
Coercer. The coercer is an external party who wants to influence (threaten
or bribe) the voter to vote in a particular way. The coercer can give arbitrary
instructions to the voter, including instructions to deviate from the protocol.
Our defenses against coercion are aimed at preventing the coercer from checking
whether the coerced voter followed the coercer’s instructions or not. In particular, we provide a way for the voter to pretend to follow the coercer’s instructions,
while actually doing something else—without the possibility of the coercer detecting.
As mentioned earlier, preventing coercion is practically impossible when the
coercer can be physically present with the voter throughout the voting protocol.
However, such an adversarial behavior on its own is unlikely to cause a substantial percentage of coerced votes that will aﬀect the outcome of the elections.
That is why we would like to prevent coercion strategies that are scalable, can
easily aﬀect substantial number of people and thus change the final election result. Two examples of such large scale coercion are transfer of voting credentials
to the coercer in advance or providing a proof of the coerced vote at a later stage
after the elections.
Assumptions providing coercion resistance: Since the guarantees against
coercion are the most challenging property for the remote voting protocol, we
need the following assumptions to provide these guarantees. These assumptions
are not necessary for the rest of the properties of the voting system. We assume
that the coercer has no direct or indirect (via software that he asks the voter
to install) way to control or eavesdrop on the auxiliary channel. The election
authority does not provide the information sent on the auxiliary channel to the
coercer. Therefore, the only way for a coercer to learn the information sent on
this channel will be if he is physically present with the voter during the voting
process and observes all his actions, which immediately limits the scalability of
the coercion strategy. Consequently no large-scale coercion strategy can be based
on information that the adversary receives directly from the auxiliary channel.
Coercer’s power: The coercer can have full control of the voter’s machine
that will be used in the election process and request from the voter any information received before the election.
Election Server. This is the oﬃcial party that interacts with the voter through
the main and the auxiliary communication channels during the vote-casting process. It receives the submitted votes and records them on the bulletin board. We
provide coercion resistance under the assumption that the election server does
not reveal the information sent on the auxiliary channel to the coercer. However, we do not assume that it will act honestly during the vote casting protocol
(i.e., the election server may attempt to change the vote that is recorded for the
voter); the voter needs to be able to verify the actions of the election server.
Election Tally Authorities. These are the parties that jointly compute the
final count of the elections. Misbehavior by the election tally parties may compromise the correctness of the final result, even if the votes were recorded honestly.

Therefore, our protocol provides a way for any party to verify the correctness
of the tally. For voter privacy, we assume that there is at least one honest tally
party.
Information Sheet Generation Authority. This is the party that generates
the information sheets given to the voters and the corresponding information
given to the tally parties that guarantees the correct decryption of the ballots
during the count. It cna misbehave and produce malformed ballots, which will
cause an incorrect tally result. To prevent this, we have to provide a way to
verify the correctness of the ballots that will be used for the elections. The ballot
generation authority can be instantiated either by a single party, in which case we
assume that this party is not colluding with any of the other participants in the
protocol. Another option is that it is instantiated by several parties (in particular
these can be the tally authorities) who run a secure multiparty computation
protocol to generate the information sheets, and we assume that at least one of
these parties is honest. An example of distributed generation of the information
sheet values is given in [25].

4

How to Protect Against the Adversaries in the System?

In order to be able to construct a scheme providing security guarantees simultaneously against all adversaries in the setting of remote voting, we first consider
ways to protect against diﬀerent adversaries independently.
Adversary controlling voter’s machine. We assume in our model that
the voter’s machine is the device used to submit the cast ballot to the election
server. Thus we need to guarantee both the privacy of the vote and the fact
that it will be correctly submitted to the election server. In order to protect the
voter’s privacy we need the voter to provide his choice in an encrypted (coded)
form from which the adversary cannot infer the chosen candidate. The danger
to the submission of the correct vote is twofold: first, the adversary can try to
submit the vote of his choice instead of the one from the voter; second, the
adversary can decide to just drop the cast vote instead of sending it to the
election server. To prevent the first type of attack we need a scheme that does
not allow the adversary to derive a valid vote encryption for any other candidate
but the one chosen by the voter. The second attack can always be executed by
the adversary, independent of the protocol for generation of the vote. To alert
the voter to a possible vote-discarding attack, we need to add a confirmation
receipt that can be generated only by the election server; it can be used to both
confirm the submission of a vote and also for verification that the correct vote
has been submitted.
Election Server. Similarly, we need to prevent the election server from being
able to find our the voter’s choice or modify the submitted vote. Privacy can
be guaranteed through encryption of the vote with a decryption key shared
among the election authorities. (Often, the election authority is instantiated as

representatives of the competing parties in the election; they are presumed to
act as checks on each other.) To preserve the cast-as-intended property we can
utilize a bulletin board that will be public information and will be used in the
computation of the election tally. Such an approach would require the voter
to check the bulletin board at a later stage to make sure that it includes a
correct entry for his ballot, one that contains the values he received during the
vote-casting protocol together with proofs that they encrypt his real candidate
choice.
Coercer. Here we aim to prevent the following two coercion strategies: transfer
of voting credentials in advance or proof of vote provided after the election. To
address the first type of threat, we can employ an interactive protocol that will
use an auxiliary communication channel (device) to the voter. This would guarantee that the voter is involved in the voting process and also serve as means for
authentication. To prevent vote proofs, we can utilize deniable private key encryption that allows the same ciphertext to be decrypted to diﬀerent plaintexts
via diﬀerent keys. However, this approach may interfere with the verifiability
property of the voting scheme or require each voter to execute a non-trivial
computation on a trusted device. Another approach is to use a randomized function (e.g., randomized encryption) that is computed without the coercer or the
voter being able to observe the internal state (e.g., chosen randomness) and thus
providing no way to prove what the input given to the function was. With this
approach we need to be careful that we can still make sure that voter is convinced that the output of the randomized function corresponds to his real vote.
For this purpose we introduce the following extension of the ideal of “challenge
and verify” introduced by Benaloh [3]. This type of verification cannot enable coercion, since the challenged values that are opened for verification are no longer
used in the protocol.
Extended Challenge and Verify — The “challenge and verify” protocol of
[3] allows the election server to convince the voter that he is recording correct
randomized encryption of his vote. The idea is to allow the voter to challenge
the encryption and then the server has to reveal the randomness used for the its
computation so that the voter can verify the correctness of the encryption. If the
verification succeeds, the server computes new encryption of the vote. The voter
can continue to challenge the encryptions until he is convinced in that the server
is honest. At that point he accepts the next computed encryption to be used for
the vote casting. We combine this idea with the fact that the voter’s machine can
provide computational power and can execute the verification in this protocol.
This suﬃces to protect against any adversarial model where either the election
server or the voter’s machine is honest. To handle the case when both parties
are misbehaving we require that the voter’s machine keep a transcript of the
verification it performs, which the voter may choose to challenge and verify on
his own using an additional computational device. This extended version of the
“challenge and verify” protocol facilitates layered security for voters who will not
run additional verification on their own but are using uncorrupted computers.

Voter. In order to guarantee that a voter can cast only one vote, we need to
provide that the voter obtains only one valid information sheet (i.e., information
sheet that provides the ability to case a ballot that can be decrypted to a valid
vote during the tally), he cannot generate a valid ballot on his own, and that
the election server can check whether a voter has already has cast his vote.
Preventing the voter from being able to generate valid ballots can be solved by
using secret information for the generation of the information sheets that will
be available only to the appropriate generation authority, which is not colluding
with the voters. The guarantee that each voter will be able to obtain only one
ballot should be enforced either by assigning each voter to a particular center
where he can obtain his information sheet (following the precinct division, for
example) or by maintaining a real time updated database across all distribution
centers providing information about the voters who have already obtained their
ballots. In the case when the information sheets are mailed, if a new information
sheet needs to be sent because the voter claims he has not received one, the
previous information sheet sent should be invalidated.
Election Tally Authorities. We employ mixnets to achieve verifiable tally
protocol — the idea is that each tally party partially decrypts and reshuﬄes all
votes until the last party outputs the decrypted vote values, which allows verification of the work of the tallies without revealing the mapping between input
ciphertexts and final votes [8,17,23]. We choose this approach over homomorphic
encryption [6, 9], which will allow oblivious computation of the final count and
less work for the tallies, since it would also require proofs from the voters that
they are submitting only a single vote. The latter is undesirable overhead for the
voter’s side computation that has to be executed through his untrusted machine
in the case of remote voting.
Information Sheet Generation Authority. To obtain assurance that the
ballots used in the elections will be decrypted correctly during the tally, we use
the approach of [8] — verify the correctness of a random subset of the information
sheets (making them invalid for voting) by revealing the information given to
the tallies and checking that the information sheet can be used to cast correctly
a vote for anyone from the candidates.

5

Remote Voting Protocol

In this section we present a protocol for remote voting that addresses the following voting setting: there are n candidates C1 , . . . , Cn , each voter chooses a
single candidate and the winner is the candidate who has collected most votes.
For the purposes of our scheme we will need the following cryptographic tools:
• Signature scheme with algorithms Sign(sk, msg), which produces a signature
of the message msg under the secret key sk of the signer and Vrfy(σ, pk, msg),

which verifies that the correctness of the signature σ on of the message msg
using the public verification key pk.
• Algorithm MAC(k, msg) that produces a message authentication code for
message msg under the key k.
• A semantically secure encryption scheme (GEN, ENC, DEC) that produces
ciphertexts that leak no information about the encrypted messages.
• A commitment scheme with algorithms Com(m) that commits to a message
m and a Open(c) that reveals the value in a commitment c. For our purposes we
would need a commitment scheme in which the trapdoor to open the commitment is shared among the election tally authorities, which means that the commitment can be open only by the tally authorities jointly. Such a commitment
scheme can be instantiated by a threshold encryption scheme or the approach
of [8] for computation of the identifier on the ballot.
• An anonymizing and decrypting mixnet MixP1 ,...,Pn (c1 , . . . , ck ) = mπ(1) , . . . , mπ(k)
takes takes values c1 , . . . ck , which are encryptions of the values m1 , . . . , mk and
outputs the decrypted values in a random order given by the permutation π.
Both the decryption key for the ciphertexts ci and the permutation π are shared
among n parties P1 , . . . , Pn and can be reconstructed only by all parties together.
Examples of such mix nets are used in [8, 11, 13, 24].
Next we describe the protocol for remote voting and refer the reader to
Figure 1 as accompanying representation of the participant in the protocol and
their interactions.
Remote Voting Protocol
Information Sheet Generation and Verification (Figure 1(c))
The election server generates private and public keys for a signature scheme
(sk, pk). The generation authority produces information sheets (see Figure 1(a))
that have two parts: voter’s part and election server’s part. Both parts of the
information sheet have the same unique identifier id. The election server’s part
contains a key Kid . The voter’s part has n pairs of numbers (v1 , r1 ), . . . , (vn , rn )
and the verification key pk, where each vi , 1 ≤ i ≤ n is a commitment Com(i)
with trapdoor shared between the election tally parties, and ri = M AC(Kid , vi ).
Before the start of the elections auditing parties (including voters) are allowed to choose at random some information sheets for audit. For the chosen
information sheets the secret values for the commitment trapdoor shared among
the tally parties are revealed and the auditors check that the vote values on the
sheets are correctly generated. Also the auditors verify that the receipt values
are correctly computed as ri = M AC(Kid , vi ) for 1 ≤ i ≤ n, and that the correct
public signature verification key pair is included on the information sheet.
Voter Registration When a voter registers to participate in the elections, he
also registers a device that will be associated with his information sheet and will
be used as an auxiliary communication channel between the election server and
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STOCK CERTIFICATE
BST holds a number of sources that report corporate financial events, obsolete securities, or company
histories:
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the voter during the vote casting. He also provides a mailing address where his
information sheet can be mailed before elections if requested.
Information Sheet Distribution
A voter can receive his information sheet at an election center or it can be
mailed to him. Each voter is allowed to obtain only one information sheet. If the
voter’s name is not present in the registration list, the voter can file a complaint.
The time interval during which a voter can obtain his ballot is long enough for
such complaints to be resolved.
Vote Casting (Figure 1(b))
Authentication
1. The voter finds the identification number and the signature verification key
pk on his ballot. The voter enters this information at his machine to initiate
the voting process.
2. The voter’s machine sends the identification number to the election server.
3. The election server generates a random confirmation number and sends it
on the auxiliary channel to the voter.
4. The voter enters the confirmation code at his machine. The voter’s machine
sends this confirmation number to the election server.
5. The election server checks that the voter’s machine sent the correct confirmation code and aborts the protocol if it is incorrect.

Permutation Commitment (Figure 2)
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6. The election server generates a random permutation π of the names of the
n candidates and sends it on the auxiliary channel to the voter, together
with a commitment comπ = EN C(π(1)), . . . , EN C(π(n)) and a signature
sigcomπ = Sign(sk, comπ ).
7. The voter sends a message to the election server on the auxiliary channel
saying whether he wants to request a new permutation or to proceed with
the current one. If he request a new permutation, the protocol proceeds to
Step 6. Otherwise, the protocol goes Step 8.
8. The election server sends comπ and the signature sigcomπ to the voter’s
machine.
9. The voter sends a message to the election server on the auxiliary channel
that can be one of the following:
(a) The voter challenges the commitment of the permutation. In this case
the protocol proceeds to Step 10.
(b) The voter accepts the permutation and the commitment. In this case the
protocol proceeds to Step 14.
10. The election server sends the randomness used for the encryptions of the
permutation to the voter’s machine, which verifies sigcomπ and the correctness of the encryptions in comπ . If the verification fails, the machine alerts
the voter and aborts the voting protocol. Otherwise, the machine displays
verification conformation together with a commitment of the verification
transcript.
11. At this point the voter may choose to challenge the execution of the verification in the previous step. If he chooses to challenge the protocol proceeds
to Step 12, else the protocol proceeds to Step 6.
12. The voter’s machine decommits the transcript from the execution of the
verification in Step 10. The voter uses an external device to verify the correctness of the open verification transcript for the encrypted permutation
and sigcomπ . The device that the voter uses for the verification does not

need to be the device used for the auxiliary channel or have any external
connection. It just needs to have computational power. If the verification fails
the voter aborts the protocol. Otherwise, the protocol proceeds to Step 6.
Vote Submission
14. The voter submits to his machine the value vi from his ballot that corresponds to his candidate of choice in the permutation (i.e. the chosen candidate is in position i in the permutation the voter received). The voter’s
machine sends the vote to the election server.
15. The election server computes and signs the receipt for the vote as r =
M AC(Kid , vi ), sigr = Sign(sk, r) and sends it back to the voter’s machine,
which shows it to the voter.
16. The voter compares the receipt displayed to him to the value ri on his ballot
and also once again makes sure that this corresponds to his candidate of
choice in the permutation. If this fails, the voter initiates a procedure for
vote cancellation.
17. The election server appends to the bulletin board an entry containing the
ballot identifier id, the voter’s choice vi , and the commitment to the permutation comπ . Later (Figure 1(d)), the voter verifies that the values that
appear on the bulletin board, the encryptions of the permutation and the
vote value for his ballot are the same one he saw during the vote casting
protocol.
Bulletin Board Invalid Entry Detection (Figure 1(d))
There are two possibilities for wrong bulletin board entry: either the encryption of the vote value or the commitment of the permutation is incorrect. Since
the election server does not know the vote values for the ballot and the probability of guessing any of them is negligible, the only correct value that can be
included in the ballot is the one submitted by the voter. Thus if the vote value is
incorrect, the voter can show the value vi and the corresponding signed receipt
r = M AC(Kid , vi ), sigr . As a proof for the correct commitment value the voter
can show comπ and sigcomπ .
Votes’ Tally
After the close of the elections the election tally authorities run anonymous
mixnet to decrypt the permutation and reveal the committed index in the vote
value in each bulletin board entry. They count a vote for the candidate in the
permutation at the position given by the index committed in the vote value.
Behavior under Coercion
If a coercer is controlling the voter’s machine, he can learn the permutations
that are challenged. In order to cast a vote the voter needs to accept a permutation and submit a code vote value, the coercer can instruct the voter how to
choose the permutation that he accepts and which vote value to submit. Now a
coercion strategy for the voter can be defined with two function φ and f that
determine the voter’s behavior as follows: challenge permutations until you receive a permutation π that satisfies condition φ(π) = true, then accept π and

submit the vote value at position f (π) on the ballot. In this case the strategy
for the voter’s behavior under coercion will be:
1. Challenge the permutations until you receive π that satisfies φ(π) = true.
2. Start requesting new permutations until you receive σ that has your chosen candidate in position f (π), i.e., σ −1 (chosen candidate) = f (π). It is
expected that the voter will receive such σ with at most n requests.
3. Accept σ and submit vote value at position f (π) and lie to the coercer that
you have received permutation π.
We provide the security analysis of our protocol in Appendix A.

6

Discussion

This work focuses on the design of a cryptographic protocol, leaving many usability issues unexamined. While we tried to minimize the voter’s workload and
constructed our protocol with the limited capabilities of the voter in mind, there
are a number of usability issues that would need to be addressed before it is
ready to be deployed in a real voting system. An important issue that needs further exploration is related to finding a concise representation for the vote values
that the voter can easily read oﬀ his auxiliary device and enter in his computer.
In our current scheme, these values are ciphertexts and thus may be relatively
long bit-strings; we leave it as an open problem whether these values can be
shortened. One approach here will be to use hash values of the encryptions as
vote values and keep a hash table matching hashes and encryptions, which will
be necessary for the tally.
Another significant limitation of our scheme is that its usability is untested. It
is not clear whether voters will be able to use the scheme to successfully cast their
ballot, with an acceptably low error rate. The scheme places a non-trivial burden
on the voter to figure out what they need to enter into their machine to cast
a vote for their preferred candidate, based upon the permutation transmitted
over the auxiliary channel. We do not know what impact the cognitive burden
associated with this task might have on the overall error rate associated with
this method of voting. Moreover, the lack of plaintext feedback (as opposed to
receipt value) to voters about which candidates they have selected may make
it harder for voters to detect and correct any mistakes that they do make. We
have made no attempt to measure the error rate of our scheme or how well our
scheme would work for typical voters. These issues would need to be carefully
evaluated before our scheme could be considered for deployment in practice.
For this reason, we make no claim that this protocol is suitable for deployment
in public elections in its current form. Nonetheless, we hope it will serve as
a demonstration of what security guarantees might in principle be achievable,
despite the challenging threat model.

7

Conclusion

We presented a cryptographic protocol that can be used for remote voting. Our
scheme provides end-to-end verifiability: we enable voters who are motivated
and who possess a computational device capable of checking zero-knowledge
proofs to verify that their vote is cast and counted correctly, without requiring
trust in any part of the election system. The other voters who do not perform
this verification step receive similar guarantees as long as their machine and the
election server are not colluding. Under the assumption that voters can establish
a private communication channel with the election server perhaps via their phone
or other trusted device, we can protect against large-scale coercion. While the
usability of our scheme remains an open question, we think the work presented
in this paper is a step in the right direction of improving the security of remote
voting.
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A

Security of Remote Voting Scheme

In this section we provide a security argument for the protocol when the voter
acts exactly as prescribed by the scheme and the other parties may be malicious.

We show how the scheme presented in Section 5 satisfies the properties required
from a remote voting scheme from Section 3 .
• Privacy of the ballot — The bulletin board entry does not reveal any
information about the vote that it records because the vote value recorded does
not reveal anything about its position on the ballot and the commitment of the
permutation does not leak anything about the permutation. The election server
knows the permutation but it still cannot learn anything about the voter’s choice
since it does not see the information sheet and cannot learn the position of the
vote value on it. This is true under the assumption that the information sheet
generation authority does not collude with the election server or is implemented
in a distributed way among several parties at least one of which is honest.
• Vote cast-as-intended — To achieve this property the voter needs to be
convinced that the bulletin board entry for his ballot encrypts his real vote,
i.e. that the vote value correctly commits its position on the information sheet
and the permutation commitment in the bulletin board entry corresponds to
the permutation sent on the auxiliary channel. The former is guaranteed by
the verification of the information sheet generation; the latter is provided by
the extended challenge-and-verify executed by the voter, his machine and the
election server.
• Vote counted-as-cast — The correctness of the tally process with respect to
the encrypted votes included on the bulletin board is provided by the verification
done in the mixnet.
• Verifiability — If the voter has the necessary computational resources he
can verify the open encryption in the extended challenge-and-verify protocol as
well as the correctness of the mixnet. He can also choose a ballot for audit at
registration. The voter is thus enabled to participate in all stages of verification
that provide that his vote is correctly counted.
• Coercion resistance at large scale — In order to learn anything about
the candidate chosen by the vote recorded in a bulletin board entry the coercer
should learn some information about the permutation committed on the bulletin
board. Under the assumption that the election server does not collude with the
coercer to provide him the permutation, the coercing adversary cannot learn
anything about this permutation. The randomness for the encryption posted on
the bulletin board for the permutation that is used for the voting is not opened
and therefore it does not leak any information about the encrypted permutation. Finally, the coercer cannot learn anything about the accepted permutation
through any coercion strategy for the voter’s behavior. If the voter follows the
behavior strategy under coercion as described in Section 5, he is expected to
obtain a permutation that allows him to vote for his chosen candidate with at
most n new permutation requests. Since the coercer cannot observe the auxiliary

channel this he will see the same transcript of the protocol, independent of the
permutation that is accepted by the voter.
• One vote per voter — Only one bulletin board entry is recorded for the
id of each ballot; the election server checks that when a new voting process is
initiated, the ballot id that will be used does not already appear on the bulletin
board. Also, any other auditing party can make sure that the bulletin board
does not contain entries with the same ids.
The suggested scheme does not provide protection against denial of service
attacks in which an adversary controlling the voter’s machine drops the vote
value and does not forward it to the election server. However, since the adversary
does not know how to compute a corresponding receipt for the vote value, the
voter will be alerted that his vote has not been submitted correctly. At this
point he can either attempt submitting his vote from a diﬀerent computer or
there can be alternative methods provided as back ups such as voting centers or
vote by mail. The current protocol addresses the voting model where the voter
makes a single choice among the candidates listed on the ballot and does not
permit write-in votes. It cannot be applied directly to models in which the voter
is allowed to rank the candidates or list the ones he favors.
In this section we analyzed the security properties provided by our protocol
assuming that the voter completes correctly all of the steps required in the
scheme. However, this assumption does not hold for all voters. We can expect
that many voters will deviate from the prescribed protocol during voting. Since
we cannot force the voters to follow strictly the protocol, in Appendix B we
analyze how much security is lost if the voter does not proceed as expected
during the voting process.

B

Analysis of Layered Security

Here we consider how the security guarantees of the voting protocol deteriorate
as the voters deviate from the protocol at diﬀerent points of the execution and
demonstrate the layered security provided by the protocol:
• If the voter does not enter the correct ballot id — The submission of the valid id
for the ballot is necessary to start the voting protocol with the election server.
Thus it will be impossible to submit a vote for the particular ballot without
providing the ballot id to the election server.
• If the voter does not enter the correct signature verification key — In this
case the verification of the signature of the permutation commitment will fail
and the protocol will be aborted. If this happens, the voter can initiate new
protocol execution and double check that he is entering the correct key value.
The signature of the commitment is used for a dispute of incorrect commitment
in the bulletin board entry.
• If the voter does not return the correct confirmation code to the election server
- In this case the election server will abort the protocol, the voter will not receive
anything on his auxiliary channel and he will not be able to cast a vote. Nobody

else will be able to cast a vote instead of the voter since they will need the
information that will be communicated only to the auxiliary device that was
registered for the particular ballot.
• If the voter does not challenge a permutation commitment — If it is known
in advance that a particular voter is unlikely to challenge the commitment of
the permutation, then the election server can record an encryption of a diﬀerent
permutation on the bulletin board. However, an election server who mounts such
an attack at a large scale runs the risk of detection, which makes it hard to falsify
many votes, as long as some voters do challenge.
• If the voter does not challenge the transcript of the verification of the challenged
permutation encryptions by the voter’s machine — Steps 11-12 allow voters who
have an additional computational device to check that comπ corresponds to the
permutation sent on the auxiliary channel. These steps defend against the threat
of malicious compromise of both the voter’s machine and the election server by a
single adversary. Similarly as above such an attack should not enable falsification
of a substantial fraction of the votes since the adversary will be running the risk
of detection. If either the voter’s machine or the election server are uncorrupted
and follow the protocol this check will be unnecessary.
• If the voter does not check his receipt — The receipt for the vote is the proof
that the voter’s machine has submitted to the election server the correct vote
value that it received. Therefore if the voter does not check the receipt, the
adversary at his machine can either drop the vote completely or invalidate it by
submitting a diﬀerent value. However, he is not able to change the vote to select
a diﬀerent candidate since he does not know the only valid vote values included
in the information sheet. In the case when the vote is not submitted we can ask
the election server to send alerts on the auxiliary channel saying that the voting
process has not been completed. If we allow the election server to know the valid
vote values without knowing their order on the voter’s ballot we can also enable
it to send alerts when an invalid vote has been submitted.
• If the voter submits a wrong value for his vote — If by mistake the voter
submits an incorrect value that may correspond to a diﬀerent candidate from
his real choice, he will be alerted by the receipt which will match his intended
choice and he can initiate a process to cancel his vote and to obtain a new ballot.
• If the voter does not check the bulletin board entry — The check of the values included in the bulletin board entry corresponding to the voter’s ballot id
(Step 17) protects against a misbehaving election server. If the voter does not
complete this check a malicious election server might fail to record the vote at
all or might record an invalid vote that will be rejected during the tally. However, because the election server does not know the vi ’s on the voter’s ballot,
he cannot record another value that will be decrypted as a vote for a diﬀerent
candidate during the tally. Consequently, the election server may discard the
ballots of voters who do not check the bulletin board, but not change them. The
damage that can be done in such an attack is limited by two mitigating factors:
(i) the election server does not know which voters will check the bulletin board,

so if the server tries to discard many votes, it runs the risk of detection; (ii) our
protocol does not disclose how each voter voted to the election server, so it will
need to exploit demographic or statistical information to guess how voters likely
voted to swing an election outcome.
The reasons why a voter may deviate from the way he is supposed to execute the voting protocol may be intentional and unintentional. Providing noncoercability guarantees for the scheme handles the concern about the intentional
deviations on the voter’s side. On the other hand a large number of unintentional
deviations is a negative sign for the usability of the voting protocol since it means
that either the voting protocol is too complicated for the average person to understand or voters need to receive a better education about the procedure they
are supposed to follow. These are very important questions that need to be considered before a voting scheme is to be used and a good approach to try to
answer them is a usability study. We do not provide such answers here but we
argue that the above properties of the scheme make it fairly robust in cases of
deviation and try limit the security vulnerabilities as much as possible.

C

Alternative Designs

Printing Voting Options on the Ballot. In the basic protocol outlined in
Section 5, the names of the candidates (or other options) are transmitted over
the auxiliary channel, and confirmation codes are printed on the information
sheet. It is also possible to switch how these two elements are transmitted to
the voter, possibly admitting better usability but creating more opportunities
for cheating by a malicious server for voters who do not check the bulletin board
entry. We obtain the following variant:
1. The information printed on the ballot is a random permutation of the candidates’ names, chosen independently for each voter.
2. The election server generates n pairs of random values (v1 , r1 ), . . . , (vn , rn ),
which will be interpreted as vote and receipt codes. The election server sends
the generated values along with a commitment for them to the voter over
the auxiliary channel.
3. Similarly to the protocol of Section 5, the voter may choose to challenge the
commitment, or to accept the commitment. The voter sends his choice to
the election server on the auxiliary channel.
(a) If the voter challenges the commitment, the election server and the
voter’s machine execute a verification protocol for the encrypted values. The voter further has the option to challenge the transcript of the
previous verification step and check it himself if he has the necessary
computational device. If the transcript verification fails, the voter aborts
the protocol. Otherwise the current values are discarded and the election
server generates new values as in Step 2.
(b) If the voter accepts the commitment, the election server appends the
commitment on the bulletin board and waits for the vote submission.

4. The voter examines the permutation on his ballot, finds his candidate of
choice, and submits the value vi corresponding to this candidate to his machine. The voter’s machine forwards vi to the election server.
5. The election server sends the corresponding ri receipt code together with
the signature Sign(sk, ri ) to the voter.
We anticipate this variant will be more appropriate for elections where the
voter answers yes/no questions as opposed to choosing among several candidates. Since the auxiliary channel may be a low-bandwidth, non-random-access
channel, printing the question on the ballot and then sending the values corresponding to yes and no on the auxiliary channel may be more convenient and
usable than the other way around.
In this variant of the scheme a coercion strategy that requires the voter
to wait and accept vote and receipt values satisfying a particular property is
not a viable strategy since all the values are chosen at random by the election
server and there is no guarantee that values with the required property will be
generated. Thus the challenge or accept requests for the commitments no longer
need to be sent on the auxiliary channel, which removes the requirement for it
to be interactive and it can be realized with a one-way channel from the election
server to the voter.
An issue with the modified protocol is that it provides opportunity for a
misbehaving election server to substitute votes with other valid vote values for
voters who do not check the bulletin board. Since the election server knows all
vote codes, he can record some other valid vote code on the bulletin board.
The election server cannot predict which candidate this vote code corresponds
to, so the eﬀect is to randomize the voter’s vote. The voters who do check the
bulletin board would be able to detect this and show their signed receipt and the
committed values from the auxiliary channel as a proof for their correct votes.
Repeated Selection. One shortcoming of the basic protocol is that the
voter might unintentionally cast his vote for someone other than he intended, if
he makes a mistake in matching the permutation printed on his ballot to the vote
codes sent over the auxiliary channel. For instance, some voters might make oﬀby-one errors as they count down the permutation printed on the ballot, thereby
casting their ballot for some other candidate entirely. One possible approach to
mitigate this risk might be to ask voters to enter their vote code vi twice at two
diﬀerent steps of the protocol. Their machine can then check that both values
are identical and alert the voters if those values do not match.

