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On Transport Layer Security Protocols

. = [Introduction
. . = Handshake protocols

TLS 1.2and TLS 1.3
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Introduction

= Run at the transport layer and provide
= Authentication
= Integrity

= Confidentiality
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Introduction

= Evolution
= 1994:SSL 1.0
= 1995: SSL 2.0

= 1996: SSL 3.0
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Introduction

= Evolution

= TLS 1.0 (IETF): 1999
= TLS 1.2 (IETF) : 2008 - Most widely deployed
= TLS 1.3 (IETF): 2018 (Used by QUIC)



Introduction

= Two categories of protocols

= Handshake protocols
= Record protocols

Focus: Handshake protocols
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Handshake protocols

= Negotiation, e.g.

=  Cipher suite

= Protocols versions

= Compression method
= Security keys

= Authentication

=  Server (if needed)
= client
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Handshake protocols

= TLS 1.2 (IETF RFC 5246)

Client Server
ClientHello = —=------ -

ServerHello

Certificatex*

ServerKeyExchange*
CertificateRequest*

=== ———— ServerHelloDone
Certificate*
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finisheda = ==cccec--- B

[ChangeCipherSpec]

<-======- Finished

Application Data <=-=====- > Application Data

Figure 1. Message flow for a full handshake
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Handshake protocols

= TLS 1.2 (IETF RFC 5246)

Client Server
clientHello  see----- >
ServerHello
[ChangeCipherSpec]
<=====--- Finished
[ChangeCipherSpec]
Finished  ceee---- >
Application Data g-====== > Application Data

Figure 2. Message flow for an abbreviated handshake
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Quick UDP Internet Connection
(QUIC)

Fast connection establishment

[Client J [Server] [ Client] [Server] [ Client] [Server]
TCP > TCP QuIC
handshake handshake B handshz;ke
TLS ata transfer
_—— hTtS handshake s
andshake Data transfer
Data transf \)
ata transrer
\
TCP+TLS1.2 TCP+TLS1.3 QuIC
(a) 3RTT WRTT IRTT
TCP . f
handshake TCP ata transfer
LS handshake >‘ [
Data transfer
handshake [ ——
Data transfer
TCP+TLSI.2 TCP+TLSI.3 QuIC
(b) RTT IRTT ORTT
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Handshake protocols

TLS 1.3 (IETF RFC 8446)

Figure 1 below shows the basic full TLS handshake:

Client Server
Key “ ClientHello
Exch + key sharex*

+ signature algorithms*
+ psk _key exchange modes*
+ pre shared key* @ ---—-—-=-- >
ServerHello * Key
+ key share* | Exch
+ pre shared key* v
{EncryptedExtensions} * Server
{certificateRequest*} v Params

{certificate*}

{certificateverify*} | Auth
{Finished} v
C-======- [Application Data*]
* {certificatex*}
Auth | {CertificateVerify+*}
v {Finished} @ -------- >
[Application Data] €-=-===== > [Application Datal]
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Quick UDP Internet Connection
(QUIC)

Fast connection establishment

[Client J [Server] [ Client] [Server] [ Client] [Server]
TCP > TCP QuIC
handshake handshake B handshz;ke
TLS ata transfer
_—— hTtS handshake s
andshake Data transfer
Data transf \)
ata transrer
\
TCP+TLS1.2 TCP+TLS1.3 QuIC
(a) 3RTT WRTT IRTT
TCP . f
handshake TCP ata transfer
LS handshake >‘ [
Data transfer
handshake [ ——
Data transfer
TCP+TLSI.2 TCP+TLSI.3 QuIC
(b) RTT IRTT ORTT
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The End
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