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Abstract We present a robust, hybrid non-blind MPEG
video watermarking technique based on a high-order ten-
sor singular value decomposition and the discrete wavelet
transform (DWT). The core idea behind our proposed tech-
nique is to use the scene change analysis to embed the water-
mark repeatedly into the singular values of high-order tensors
computed form the DWT coefficients of selected frames of
each scene. Experimental results on video sequences are pre-
sented to illustrate the effectiveness of the proposed approach
in terms of perceptual invisibility and robustness against
attacks.

Keywords Video watermarking - Tensor singular value
decomposition - Wavelet transform

1 Introduction

The use of digital video applications such as video-confer-
encing, digital television, digital cinema, distance learning,
videophone, and video-on-demand has grown very rapidly
over the last few years. Today it is much easier for the digi-
tal data owners to transfer multimedia data over the internet,
and hence the data could be perfectly duplicated and rapidly
redistributed on a large scale. Thus, the importance of copy-
right protection for multimedia data has became more criti-
cal. Digital watermarking is an effective way to protect the
copyright of multimedia data even after its transmission [1].
Watermarking refers to the process of adding a hidden struc-
ture, called a watermark, into a multimedia data that carries
either, the information about the owner of the cover or, the
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recipient of the original data object. Watermark applications
include broadcast monitoring, copy control, transaction trac-
ing, and copyright protection. Robustness, invisibility and
security are the three most important properties that need to
be satisfied for such applications [1,2].

In image watermarking, the degradation of the watermar-
ked image should not be perceptible to the human observer
[1-3]. A variety of watermarking techniques have been pro-
posed to embed arobust watermark into digital images. These
techniques can be divided into two main categories accord-
ing to the embedding domain of the cover image: the spa-
tial domain methods and the transform domain methods.
The spatial domain methods are the earliest and simplest
watermarking techniques but they have a low information
hiding capacity, and the watermark can be easily erased by
lossy image compression. On the other hand, the transform
domain approaches insert the watermark into the transform
coefficients of the original image “cover”, yielding more
information embedding and more robustness against
watermarking attacks. Recent popular transforms include the
discrete cosine transform (DCT) [4], the discrete wavelet
transform (DWT) [5], and the discrete Fourier transform
(DFT). Image watermarking techniques can be extended eas-
ily to watermark video image sequences [6,7]. However,
video watermarking schemes need to meet some other chal-
lenges such as the large volume of inherently redundant data
between frames, unbalance between motion and motionless
regions [8], and the real-time requirements in video broad-
casting that make the video signals highly susceptible to
pirate attacks including frame averaging, frame dropping,
frame swapping, and statistical analysis [9].

The early video watermarking techniques add a visible
signature or a logo to the video frames [1]. These water-
marks do not usually cover significant areas of the video
frames, making them easy to remove by a cropping attack.
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Fig. 1 One frame of the tennis
video sequence with one level of
DWT decomposition

Recently, areal-time digital video watermarking scheme [10]
has been proposed to embed the watermark in intra-pictures
of an MPEG video sequence by modifying the variable length
codes (VLCs) directly in order to avoid inverse quantization.
The main advantage of modifying the VLCs is that the per-
ceptual degradation of video quality caused by the embedded
watermark is minimized [10]. In Ref. [11], a blind MPEG2
video watermarking technique was proposed by focusing
on geometric attacks. The DFT of 3D chunks of a video
scene was used in Ref. [12] for video watermarking, where
the embedding and the extraction algorithms are applied to
uncompressed video data. In Ref. [13], only the DCT coeffi-
cients of the intra-frames in the MPEG compressed video are
watermarked, and the spread spectrum signal was used as a
copyright information that was added to the non-zero DCT
coefficients under the condition of not increasing the bit rate.
Embedding the watermark in the uncompressed domain was
proposed in Ref. [14], where the watermark was embedded
in the intra-frames by adopting the block matching algorithm
to find the motion vector of each block and also by using the
motion feature to embed the watermark.

Motivated by the good performance of the 2D image
watermarking techniques proposed in Ref. [15,16], we pres-
ent in this paper a scene change watermarking approach
using a hybrid scheme based on DWT and tensor singu-
lar value decomposition (TSVD). Our approach generalizes
the method proposed in Ref. [16] by embedding the water-
mark data in all the frequencies of the video scenes. The key
idea is to apply the TSVD to the four wavelets sub-bands
of the video frames viewed as a 3D tensor with two dimen-
sions in space and one dimension in time. The algorithm
is based on our previous algorithm [17] that employs the
higher order tensors. The new algorithm is non-blind and
consequently it requires the original video sequence in the
extraction stage. The experimental results show that the pro-
posed scheme is robust against a variety of attacks including
frame dropping, frame averaging, frame swapping, geomet-
ric transformations, adaptive random noise, low pass filter-
ing, and histogram equalization.
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The rest of the paper is organized as follows: in Sect. 2,
we briefly review the DWT and the multidimensional
tensor singular value decomposition, in Sect. 3, we provide
a brief review of some previous works that are closely related
to our proposed watermarking scheme. In Sect. 4, we
introduce the proposed approach and describe in detail the
watermark embedding and extraction algorithms. Experi-
mental results are presented in Sect. 5 to demonstrate the
performance of the proposed watermarking scheme in
comparison with existing methods. Finally, we conclude in
Sect. 6.

2 Background
2.1 Discrete wavelet transform

The DWT has been used successfully in many image pro-
cessing applications including noise reduction, edge detec-
tion, and compression [16,18]. The DWT is computed by
successive low-pass and high-pass filtering of the discrete
time-domain signal. Its significance is in the manner it con-
nects the continuous-time multiresolution to discrete-time
filters. At each level, the high pass filter produces detailed
information, while the low pass filter associated with scal-
ing function produces coarse approximations. We use a 2D
version of the analysis and synthesis filter banks by applying
a 1D analysis filter bank to the columns of the image and
then to the rows. If the image has m rows and n columns,
then after applying the 2D analysis filter bank we obtain four
sub-band images (LL, LH, HL, and HH), each having m /2
rows and n/2 columns.

Figure 1a, b shows an example of one frame of the ten-
nis video sequence with one level DWT. Figure 2 shows
the wavelet coefficients of all the four sub-bands shown in
Fig. 1b, where it can be seen that the wavelet coefficients of
the LL sub-band are the highest among all the coefficients of
the other sub-bands.
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The SVD of a 2D image C of size m x n is given by C =
UxVT, where U is an orthogonal matrix (UTU = 1),
¥ = diag (};) is a diagonal matrix of singular values A;,
1 <i <r,arranged in decreasing order, and V is an orthog-
onal matrix (VT'V = I as depicted in Fig. 3. The columns
of U are the left singular vectors, whereas the columns of V
are the right singular vectors of the image C.

2.2.2 Multidimensional tensor singular value
decomposition

Higher order singular value decomposition (HOSVD) has
been proposed in Ref. [19] to analyze multilinear structures.
Transforming a 3D tensor into a matrix is usually referred
to as a “matricization” process [20-22]. The n-mode matr-
icizing of a tensor A € R/1*/2I¥ 5 denoted by a matrix
A, € RivxUngixxIyxlix-xli-1) a5 s shown in Fig. 4.

The n-mode product of a tensor A by a matrix U € R’
isan/y X --- X I—1 X J X 41 x - -+ x Iy tensor denoted
by A x, U, whose entries are defined by:

x1I

(A X0 Uligin.cin 1 i1 = D Girinecinining iy Wi
in

ey

where a; i, 0. i, .iy is an entry of A, and u,;, is an
entry of U.

The n-mode product x,, satisfies commutability [19,20].
Given atensor A € RIV25 x> x I XXIN and two matri-

ces B € R/»*In and C € R/m*In | we have

int1-

J -

n ) P Y _nﬂ

Fig. 4 Tllustration of matricizing a third-order tensor A into a matrix
in three ways. Aj € R"*("*P) is the one-mode matricizing of the ten-
sor A. Ay € RP*(XM g the two-mode matricizing of the tensor A.
A3 € R™PXM js the three-mode matricizing of the tensor A

Ax,Bx,C=Ax%x,Cx,B 2)

In this paper, we deal mainly with video sequences that
are represented as a 3D tensor with two dimensions in space
and one dimension in time. Let A be 3D video tensor of size
m x n x p. The tensor A can be rearranged into a matrix
of size k x ¢ in three different ways: left-right matrix Ay,
front-back matrix A, and top-bottom matrix A3z, as shown
in Fig. 4. Clearly, the number of elements in the matrices Ay,
A3 and A3z must be the same as the number of elements in
the tensor A.

Extending matrix decompositions such as the SVD to
higher-order tensors has proven to be quite difficult [21].
Given anm X n x p tensor A, the Tucker decomposition (see
Fig. 5) is given by:

A=Y x1UxVx3W

r r r3

:Zzzaijk(ui®vj®wk) 3)

i=1 j=1k=1

@ Springer



236

SIViP (2010) 4:233-245

/ / mxr,
A / I XI2Xr3

n*rs

Fig. 5 Tucker decomposition of a 3D tensor

where r1 < m, r» < n,r3 < p and the columns of U, V,
and W are the left singular vectors of the matrices Ay, Az
and A3. The tensor ¥ = (0;j«), is called the core tensor and
it is given by:

T=Ax U x, v x;wT 4)

The core tensor dose not necessarily have the same dimen-
sion as A. In general, we can have either orthogonal columns
of U, V, and W or a diagonal core tensor X [19].

Applying SVD to the matrices Ay, Az and A3 yields:

=UDGT
Ay = VD,GY (5)
A3 = WD3G}

where the columns of G, G, and G3 are the right singular
vectors of Ay, Az and A3 respectively. Moreover, we have

A =UZ (VW)
Ay = VE(WRU)T (6)
=WE3(U V)T

where 1 = D1GT(V @ W), 2, = D,GI (W ® U) and
T3=D:GI(UQRV)

3 Related works

In this section, we review three representative methods for
digital video watermarking that are closely related to our
proposed approach. We briefly discuss their mathematical
foundations and algorithmic methodologies.

3.1 Non-blind video watermarking using tensor singular
value decomposition

In Ref. [17], the singular values of the watermark image is
embedded in the intra-frames of an MPEG video sequence.
Let V be the cover video sequence, and £2,, be a watermark
image of size m x m. The video frames are divided into groups
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that are represented by 3D tensors. Then, the tensor is matr-
icized to obtain the matrices A1, Az, and A3. The SVD is
applied to the matrices Ay, Az, and A3 to calculate the 3D
singular values (SVs) tensor X3p = A X UT s, VT ssWT,
where U, V, and W are the left singular vectors of Ay, A3,
and Aj respectively. The SVD is then applied to £,, to get
its singular values ()»io), 1 <i < m.The largest SVs of X3p
are modified with the SVs of ,, using the additive model:

M =20 4 arl (7

where Al are the singular values of X3p, ):7 denotes the dis-
torted SVs, and « is a constant scaling factor referred to
as the watermark strength. Finally, the watermarked video
sequence is produced using the watermarked tensor: A,, =
ZgD x1U xo V x3 W, where ZgD denotes the modified 3D
core tensor with the diagonal elements A’

The algorithm is invertible, that is the watermark image
can be extracted from the watermarked video sequence by
extractmg the singular values of the v1sua1 watermark using:

)J = (A — A)/a, where A’ and A are the original and
the watermarked singular values respectlvely Therefore the
extracted watermark image is given by Q= U,Z, V
where U,, and V, are the left and right singular vectors of
,, respectively, and fw = diag(’)':fu) is the extracted matrix
of SVs of Q.

3.2 Non-blind MPEG video watermarking in the DWT
domain

The idea of the method introduced in Ref. [23] is to embed
a binary pattern in the form of a binary image as an invisible
watermark in the four wavelet sub-bands of each intra-frame
of the MPEG video. This could be done as follows. The
cover video frame C is decomposed into four sub-bands: the
approximation coefficient LL, and the detailed coefficients
HL, LH, and HH. The DWT coefficients of each sub-band
cke {LL,HL,LH,HH} are modified with the binary image
as follows

6‘5:C{;+akwij, I<k=<4 ®)

where C{‘j and ak/ denote the original and the distorted DWT
coefficients of the sub-band of the watermarked frame respec-
tively, and w;; denotes the (i, j)th pixel value of the water-
mark image. Hence, we get the four modified sub-bands.
Then, the inverse DWT is applied using the four sets of
the modified DWT coefficients to produce the watermarked
frame.

The algorithm is invertible and the watermark can be
extracted from the watermarked video frames by extract-

ing the binary values of the visual watermark using: w*k =

(c{; Ci) /e
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3.3 Blind hybrid scene-based watermarking scheme

In Ref. [24], the watermark is divided into small parts as a
preprocess before embedding these parts into scenes. Four
levels of DWT are applied to all frames in a video sequence,
producing a low-frequency sub-band LL4, and three series of
high-frequency sub-bands. Different watermarks are embed-
ded in frames of different scenes and an identical watermark
is used for each frame in the same scene. The watermark
embedding is applied to the video frame by changing the
position of some DWT coefficients. Let W; the jth pixel
value of a corresponding watermark image and C; the ith
DWT coefficient of the video frame then,

If W; = 1, exchange C; with the maximum of (C;, Ci1,
Ci12,Ciy3,Ciya)

Else exchange C; with the minimum of (C;, Cit1, Cito,
Ciy3,Cita),

This algorithm is blind, that is, the retrieval of the embed-
ded watermark does not need the original video frames. To
extract the watermark, each video frame is transformed to
the wavelet domain with four levels. Then the watermark is
extracted using the following condition:

If WC,' > median (WC,‘ , WC,'_H s WCH_Q, WC,'+3,
WC,44) then EWJ‘ =1
Else WC,‘ < median (WC,‘ s WC,'_H s WCH_Q, WC,‘+3,

WC,+4) then EWj =0

where WC; is the ith DWT coefficient of the watermarked
video frame, and EW; is the jth pixel value of a extracted
watermark image.

To improve the robustness against image processing
attacks on video frames, a hybrid approach by watermarking
the audio signals and using different watermarking schemes
for different scenes was proposed in Ref. [24]. The watermark
is still decomposed into different parts which are embedded
in the corresponding frames of different scenes in the origi-
nal video. Each part of the watermark, however, is embedded
with a different watermarking scheme. Within a scene, all the
video frames are watermarked with the same part of a water-
mark by the same watermarking scheme. Thus, the hybrid
approach enhances the robustness against image processing
attacks.

4 Proposed watermarking scheme

In Ref. [16], the authors showed experimentally that embed-
ding the watermark in the low and high frequency compo-
nents of an image increases the robustness against attacks.
More specifically, embedding the watermark in low
frequency components increases the robustness to the attacks

that have low frequency characteristics such as filtering, lossy
compression, and geometric distortions, whereas embedding
the watermark in the middle and high frequency components
is typically less robust against low pass filtering and small
geometric deformations of the image, but it is more robust to
noise addition, contrast adjustment, gamma correction, and
histogram manipulation. Therefore, the goal of our proposed
approach is to apply multiple transforms to selected frames of
the cover video in order to embed the watermark many times
in all the frequencies that provide better robustness against
attacks. This would amplify the difficulty of destroying the
watermark from all the frequencies, and provide a high visual
quality of the watermarked video sequence.

In MPEG multiplexed stream (MPEGI1 system and
MPEG?2 program stream), there are typically three kinds of
coded images in each group of pictures: I (intra) frame com-
pressed using only intraframe coding, P (predicted) frame
coded with motion compression using past I-frames or
P-frames, and B (bidirectional) frame coded by motion com-
pensation by either past or future I or P frames, In order to
achieve a low complexity and improve the robustness, we
only used the I-frames to embed the watermark. The water-
mark 2 used for embedding is a sequence of random numbers
that are produced from an integer random number generator.
Embedding a watermark into each and every frame in the
video using a signal image leads to problems of maintaining
statistical and perceptual invisibility [8]. Therefore, an iden-
tical watermark has been used for each group of the I-frames
in the same scene, and different watermarks for different
scenes. We partition the MPEG video into scenes by count-
ing the percentage of each type of blocks in a frame [11].

4.1 Watermark embedding
described in

The watermark embedding process is
Algorithm 1.

4.2 Watermark extraction

The watermark extraction is performed by applying the first
six steps of the watermark embedding process to the original
as well as the watermarked video sequences. Then, for each
set of the I-frames we extract the watermark vector four times
from the four tensors representing the transformed wavelet
coefficients using: ' = (A —A!)/a, where A and A! are the
original and the watermarked singular values respectively.
Finally we select the extracted watermark vector that has
the highest correlation with the original watermark. Figure 7
shows an example of video watermarking using our proposed
scheme. Clearly the difference between the original and the
watermarked videos is unnoticeable to the human observer.

It is worth pointing out that the proposed method is com-
putationally inexpensive due to the fact that the watermark
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Algorithm 1 Watermark embedding algorithm

Input Original Video and a random watermark vector Q.
Output: Watermarked video.

¢ The video is partitioned into scenes.

for each scene do

1- Convert the I-frames from RGB to YUV (Y represents the luminance component i.e. the brightness, U and V represent the chrominance
components i.e color). In order to make the watermark imperceptible, we use the luminance layer to embed the watermark and we leave the

chrominance layer unchanged.

2- Apply DWT to the converted luminance layers (Y) of the I-frames to obtain 4 sub-bands of each frame (LL, LH, HL, HH).
3- For each set of I-frames, divide the sub-bands into four chunks (groups). The first group is created from LL sub-bands, the second one from
LH sub-bands, the third one from HL sub-bands, and the fourth one from HH sub-bands. All these groups are represented as 3D tensors as

shown in Fig. 6.

4- Matricize the four tensors in three different ways (left-right, front-back, and top-bottom) to obtain A’]‘, A’;, A§ respectively, where the index

k € {1, 2,3, 4} represents the four tensors.

5- For each tensor, apply SVD to the matrices Ay, Ay, and A3 thatis, A] = UDlGT, Ay = VDngT, and A3 = WD3 G3T.

6- Calculate the 3D singular values (SVs) matrix X3p = A X UT o VT xs wT. R N

7- For all the tensors, modify the largest SVs of X3p with a random watermark vector £, using: Al = M+ qw’, where A, A! are the distorted
and the original SVs of X3p respectively, « is a constant scaling factor, and 1 < i < m where m is the size of the watermark vector.

8- Produce the watermarked tensor A,, = fm x1 U xp V x3 W, where ng is the modified 3D core tensor.

9- Use A,, to produce the modified luminance layer of the I-frames.

10- Finally use the modified I-frames to produce the watermarked cover video sequence.

end for

Fig. 6 Illustration of a
multidimensional four tensors
produced from one group of the
I-frames

m/2 Four different
3D tensors

LL [n/2

DWT

LL | LH m/2

pwT | HL | HH

embedding and extraction algorithms are not applied to
each and every single frame of the video image sequence.
However, these algorithms are applied to 3D tensors that are
computed from the I-frames of the cover video.

5 Experimental results

We tested the performance of the proposed watermarking
scheme on several video sequences that are shown in Fig.
8. Sequences of 128 positive integers between 1 and 100
are randomly generated and used as watermarks in these
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experiments. One sequence of 128 integers is repeatedly
embedded in the video tensors of the same scene, and differ-
ent watermarks for different scenes. The experiments are per-
formed to verify the watermark imperceptibility and robust-
ness against attacks.

5.1 Watermark imperceptibility

In order to achieve a high visual quality of the watermarked
video sequence, the watermark strength factor « should be
taken into consideration. The strength factor should be small
enough to keep the watermark imperceptible to the human
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Fig. 7 a Original table tennis
video frame, b Watermarked
table tennis video frame

Table tennis

Flower den

Fig. 8 Sample frames from videos used in the experiments
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Frame number

Fig. 9 PSNR results for different video sequences. Ten continues
frames are chosen from one video scene

observer, and large enough to resist as many attacks as pos-
sible. Experimentally a constant scaling factor « = 0.1 was
used for the tensors representing the LL sub-bands and o =
0.05 for all the other tensors. The strength factors are chosen
according to the wavelet coefficients of the sub-bands frames.
The LL sub-bands have the lowest frequency components of
the cover video frames and the highest wavelet coefficients
(highest magnitude). The (HL, LH and HH) sub-bands have
very similar wavelet coefficients values, and therefore we
used the same strength factor for all middle and high fre-
quency sub-bands.

Claire

Tennis Football
44 ,
of ¢+ T T T T 1 ]
sof
=Y - - N
38t " : . . g : : : ]
% -® 0 =02510.15
2 : : —<4—o=0210.1 . . .
36 : C|-=-a=011005 : : : ]
: - | —e—a=0051001 : : :
345 < < < < < < < < 3
32} : : : : : : : : i
) ol L atiiil St St Sntinii Sl Jebiebinll dhalintie. alibith 4
30 ; ; ; ; ; ; ; ;
1 2 3 4 5 6 7 8 9 10

Frame number

Fig. 10 PSNR for the Claire video sequence. PSNR between 10 frames
and their corresponding watermarked frames with different strength
factors. The left-hand side o value is used for the LL band and the
right-hand side o value is used for the LH, HL and HH sub-bands

Table 1 Invisibility test using human observers

Table Football
tennis (%) (%)

Flower Claire
garden (%) (%)

a =0.1]0.05 0 0 0 0
a=0.2]0.1 0 4 4 0
a=0.2]03 25 25 25 25

Percentage of number of people who were able to see a difference
between the original video and the watermarked video under differ-
ent strength factors. The left-hand side « value is used for the LL
band and the right-hand side « value is used for the LH, HL and HH
sub-bands
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Fig. 11 Tllustration of one of
the MPEG tennis video I-frame
under different attacks with the
corresponding detector
responses. The boldface
numbers indicate the best
correlation coefficient values.

a Gaussian noise (o = 0.1):
oL = — 0.8181, opr. =0.287,
orn =0.7168, opn = 9616.

b Histogram equalization:

orL = — 0.2815, oy, = 0.8507,
oLH = 0.966, gun = 0.987.

¢ Motion blurring:

orL = 0.9544, o = 0.8953,
orH = 0.8096, oyn = 0.7556.

d Cropping: o1 = — 0.0787,
onL =0.9772, oru =0.9771,
oun = 0.9771. e Rotation:

orL = — 0.3068, oy, = 0.8071,
oL = — 0.8438, oy = 0.967
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Table 2 MPEG tennis video
under different attacks with the Attacks oLL OHL OLH OHH
corresponding correlation .
coefficients Rescaling 100-50-100 0.9939 —0.3217 —0.0559 0.8656
Salt and peppers noise 1% 0.9853 0.8565 0.8849 0.9748
Gamma correction 0.6965 0.7171 0.8846 0.9578
Low pass filtering 0.9671 —0.5129 —0.9127 0.8644
JPEG compression Q = 60% 0.9863 0.9644 0.9555 0.9093
MPEG compression Q = 80% 0.9756 0.9345 0.9345 0.8956
MPEG compression Q = 50% 0.9356 0.9056 0.8956 0.8644
Boldf bers indi " Frame dropping 50% —0.9925 0.9108 0.9206 0.9522
oldface numbers indicate the . .
best correlation Cropping from left 10 and right 10 —0.9674 0.9784 0.9723 0.9759
1 1 "
0.95 |
0.95 |+ 4 :
09
E 09 4 § 0851
& < os} >
5] 2 :
8 8 < - _ :
5 0.85 | R '5 075 TEeLll _4 —=— Proposed scheme \'
5 S o7 S| =% Method [24]
£ gl | Tabletenis At ] E : © .| —e— Hybrid method [22] |
S - <~ Clair v ¢ O 085 - <= Method 1211
—e— Football s @ DT : - :
¥ : : : : : : 06 N N .
075} | ~= Flower garden O T 4 S~ : _‘,\—"f~\~ :
—o— Tinnes 055 T T It
R : : -l Ity
0.7 i i i i i i i i i i i i i 0.5 L L L L
@ (® @© @ @@ O @ h 6 0O & O m 100 200 400 600

Attacks

Fig. 12 Best correlation coefficient results for different video
sequences. The scaling factor « used in this experiment is 0.1 for the LL
band and 0.05 for all the other sub-bands. a Rescaling 100-50-100%,
b Salt and peppers noise 1%, ¢ Gaussian noise o = 0.2, d Histogram
equalization, e Gamma correction, f Low pass filtering, g Sharpening,
h Motion blurring 45°, i JPEG compression quality = 30%, j Frame
dropping 50%, k Cropping 10% from the top and 10% from the bottom,
I Rotation 5°, and m Cropping 10% from the left and 10% from the
right

In general, the accurate measurement of the perceptual
quality as perceived by a human observer is a great challenge
in image/video processing. The reason is that the amount
and visibility of distortions introduced by the watermarking
attacks strongly depend on the actual image/video content
[25]. To measure the perceptual quality, we calculate the peak
to signal-to-noise ratio (PSNR) that is used to estimate the
quality of the watermarked frames in comparison with the
original ones. The PSNR [26] is defined as follows

©))

MAX;
PSNR = 201og;,

+vMSE

where MAX; = max{l/’\,-j, 1 <i,j < m}, and the MSE is
the mean squared error between the cover frame F and the

Number of frame colluded

Fig. 13 Robustness against averaging attack. Comparison results
between the proposed scheme and the methods introduced in [23,24,27]

watermarked frame F:

1 m m R
MSE=— 3 > IF; - Fyl? (10)
i=1 j=1

The PSNR experimental results as shown in Fig. 9, which
indicate that the proposed method provides a high visual
quality of the reconstructed video sequences, and hence it
guarantees the watermark imperceptibility. Figure 10 shows
the effect of the watermark strength factor «. Note that a
smaller value of « increases the watermark imperceptibility,
however it decreases the robustness against attacks.

We also performed a subjective evaluation test by involv-
ing 30 human observers (testers) who unanimously confirmed
the perceptual invisibility of the hidden message. The exper-
imental setup was carried out using four video sequences
which consist of two copies for each video sequence. One
copy is for the original video and another copy is for the
watermarked video. During this experiment, the original and
the watermarked copies were displayed on the computer
screen and the testers were asked to carefully look at the

@ Springer
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Fig. 14 Correlation coefficient comparison results between the
proposed scheme and the methods introduced in [17,23]. Different
video sequences distorted by different attacks are used: a Rescal-
ing 100-50-100%, b Salt and peppers noise (2%), ¢ Gaussian noise

displayed videos for a number of times, and then report if
there was any visual difference between the two videos. To
fully test the perceptual invisibility of the hidden message,
we also repeated the experiment using different watermark
strength factors. The perceptual invisibility results are shown
in Table 1.

5.2 Robustness

To assess the robustness of our proposed method, we applied
different attacks to the watermarked video sequence. These
attacks include rescaling, rotation, Gaussian noise, histogram
equalization, gamma correction, low-pass filtering, sharpen-
ing, motion blurring, frame compression, frame dropping,
frame swapping, frame averaging, cropping, and also com-
binations of these attacks. For these attacks, we display one
of the attacked I-frames and the best detector response for
the real watermark, as well as 499 randomly generated other
watermarks. For all the detector responses, the correlation
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o = 0.3, d Histogram equalization, ¢ Gamma correction, f Low-pass
filter (3 x 3), g Sharpening, 4 Motion blurring 45°, i JPEG compression
quality = 25%, j Cropping 8% from the top and 8% from the bottom, k
Rotation 20°, I Cropping 8% from the left and 8% from the right

coefficient between the original watermark and the extracted
watermark is located at 250 on the X-axis. The gray dotted
line at 0.7 on the Y -axis represents the threshold. This thresh-
old is chosen experimentally to decrease false-positive alarm
(presenting incorrectly the watermark in a video) and false-
negative alarm (failing to detect the watermarked Video).
If the correlation is larger than 0.7, then the watermark is
present. Figure 11 shows one of the watermarked frames
with different kinds of attacks and their corresponding best
extracted watermarks. For each attack, we extracted four
watermarks from the four tensors, and then we selected the
best watermark that has the highest correlation coefficient
with the original watermark. The caption of each sub-fig-
ure of Fig. 11 displays the correlation coefficient between
the original and the four extracted watermarks. The bold-
face numbers indicate the best correlation. Table 2 displays
the results for some other attacks. Figure 12 illustrates the
robustness of our proposed method against attacks for dif-
ferent video sequences.
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Fig. 15 PSNR comparison results between the proposed scheme and the method introduced in [17,23]. Ten successive frames are chosen from

one video scene of each video sequence

The results obtained from our experiments clearly indi-
cate the robustness of the proposed algorithm against the
commonly used attacks in videos.

5.2.1 Frame dropping

Any video sequence may contain a large number of redun-
dancies between the frames. So, the frame drooping attack
is very common and effective on video watermarking. The
watermark is embedded into the frames of a scene, and due
to the large amount of redundancies between frames, the
calculated SVD for the 3D tensor will not change signifi-
cantly by frame dropping up to 60% of the highly corre-
lated frames. To test the performance of the proposed method
against the frame dropping attack, we dropped different per-
centages of the video frames and then we obtained the cor-
relation coefficients between the original watermark and the
extracted watermark. As shown in Fig. 16a, the proposed
method achieves better performance as compared to other
methods. Similar results were obtained under frame swap-
ping attack.

5.2.2 Frame averaging

Frame averaging is another common attack in video water-
marking. The attackers can use multiple frames and try to
eliminate the watermark by statistical averaging of the water-
marked video frames [8]. In the proposed algorithm we used
different watermarks for each scene. This can prevent attack-
ers from colluding with frames from completely different
scenes to extract the watermark. Also, we used the same
watermark within the same scene in order to prevent the
attackers from statistically compare and remove the water-
mark from the motionless regions in the successive video
frames. A video sequence of 8 scenes and 1,100 frames was
used to test the performance of the proposed method against
this attack. Figure 13 shows the robustness of the proposed
method against frame averaging attack.

5.2.3 Scaling

Geometric transformations are the simplest attacks used to
test the watermark detectors. Scaling is one of the very

@ Springer
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Fig. 16 Comparison results between the proposed scheme and the methods introduced in [24,27]

common geometric attacks in video watermarking. To inves-
tigate the robustness of the proposed method against this
attack, we applied the scaling operation with factors of
50, 70, 110, and 150% on the watermarked video frames.
Figure 12 shows the robustness of the proposed scheme
against scaling attack for different video sequences, and
Fig. 16b depicts the correlation coefficients for different
watermarking schemes under the scaling attack.

5.3 Comparison with existing techniques

We also conducted several experiments to compare the
robustness of the proposed method with existing techniques.
Two types of comparisons are performed: in the first set we
compare the proposed technique with two non-blind meth-
ods that were proposed in Ref. [17,23]. In the second set,
we compare our results with three blind techniques that were
proposed in Ref. [11,24,27].

5.3.1 Comparison with non-blind techniques

We compared our scheme with the watermarking methods
proposed in Ref. [17,23]. Figure 14 depicts the correlation

@ Springer

coefficient comparisons between our proposed watermarking
scheme and [17,23] under different attacks. In these com-
parisons, we used the table tennis, flower garden, Claire, and
football as cover video sequences. The results obtained for
all the attacks clearly indicate that our proposed method per-
forms the best in terms of robustness against the attacks. We
also compared the video quality of our proposed scheme with
the methods in Ref. [17,23]. The same four video sequences
are examined and the results are shown in Fig. 15. Clearly
the proposed method gives a high visual quality of the recon-
structed video, and hence it guarantees the watermark imper-
ceptibility.

5.3.2 Comparison with blind techniques

Comparing non-blind with blind techniques is not really a fair
comparison. However, we have performed some experiments
to compare the proposed scheme with three blind watermark-
ing schemes proposed in Ref. [11,24,27]. These experiments
are done to indicate that the high robustness of the proposed
method compared to the blind methods may help to overcome
the limitations of the non-blind approaches. Figure 16a show
the robustness against frame dropping attack, while Fig. 16b



SIViP (2010) 4:233-245

245

depicts the robustness against rescaling attack. Figure 16c
shows the result against cropping attack. Figure 16d tests
the robustness against noise, rotation, compression, and low-
pass filtering attacks. The results shown in Fig. 16 clearly
indicate that our proposed watermarking scheme performs
the best in terms of robustness against attacks.

6 Conclusions

In this paper, we introduced a simple and computationally
inexpensive watermarking methodology for embedding a
watermark in the transform domain of an MPEG video. The
proposed watermarking scheme is based on the concepts of
TSVD and DWT. The key idea is to encode a vector of random
numbers into all the frequencies of the video scenes. This was
carried out by modifying the highest singular values of the
3D tensors computed form the four wavelet sub-bands of the
video frames. The performance of the proposed method was
evaluated through extensive experiments that clearly showed
a better visual imperceptibility and an excellent resiliency
against a wide range of attacks.
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