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ABSTRACT

In this talk, Mohammad will discuss a simulated breach scenario that was executed on a financial
institution to perform a fraudulent financial transaction. Simulated breaches are goal-based
penetration tests in which the security consultants (called red teamers) are given an objective and
thus have to plan to act on the given target — something that, in the real world, cybercriminals
would do. At first, Mohammad will provide a technical overview of the steps taken to infiltrate the
financial institution, laterally move to the financial servers, perform the transaction, and exfiltrate
assets. He will then discuss how blue teamers (the security operation teams that protect the
financial institution's assets) can leverage machine learning and artificial intelligence to detect the
majority of steps an attacker would take in the scenario.
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