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ABSTRACT
Cloud antivirus solutions address limitations of host-based malware
detection such as extensive resource consumption. However, they
remain vulnerable to sophisticated polymorphic and privileged mal-
ware. Also, existing solutions are not suitable to defend against de-
structive ransomware attacks. We propose an enhancement to exist-
ing cloud antivirus solutions that enables deep learning-based block
snapshot analysis to detect evasive and privileged ransomware in
virtualized environment without requiring any hardware support.
Preliminary results validate the proposed approach.

CCS CONCEPTS
• Security and privacy → Malware and its mitigation; Dis-
tributed systems security.
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1 INTRODUCTION
Cloud antivirus solutions have emerged to address the limitations of
host-based malware detection, particularly the significant resource
consumption on the host environment [5]. By shifting the resource-
intensive task of malware detection to the cloud, these solutions
leverage extensive computational power, storage capacity, and real-
time threat intelligence, thereby improving device performance and
user experience.

Yet, existing cloud antivirus solutions alone may not defend
against ransomware, which is gaining popularity among adver-
saries for financial profits via ransom [10]. Signatures of new threats
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may not yet be identified in many occasions, or polymorphic mal-
ware can successfully evade detection [9]. Additionally, privileged
malware can exploit vulnerabilities in operating system kernels,
circumventing detection by covertly interfering with the transmis-
sion of suspicious files to the cloud [8]. Also, cloud antivirus may
not create backups for data files not considered as suspicious. Thus,
cloud antivirus may be unable to aid in the restoration of these files
following a ransomware attack, rendering user data unavailable.

One notable previous proposal involved replicating block IO at
the firmware level of solid-state drives (SSDs), below the operating
systems, and sending replicas to remote cloud servers over NVMoF,
enabling post-attack data recovery and forensic analysis [7]. How-
ever, this proposal does not explore how replicated block IO can be
used for virus scanning or the detection of tampered data on the
cloud. Additionally, it requires specially designed hardware, which
is more expensive to purchase. Furthermore, although Virtual Desk-
top Infrastructure (VDI) usage is increasing as remote working is
becoming the norm, the previous work cannot adapt to a virtual
desktop environment where there is no special hardware available
for each virtual machine.

Our key observation is that block-data analysis can always expose
sophisticated ransomware attacks. Because ransomwaremust tamper
with the user data to achieve its goal, all side-effects of its activity
can possibly be captured by block snapshots. Thus, our hypothesis
is that, by looking at block snapshots changing over time, any sign
of attacks mounted by even privileged ransomware can be detected.
It is orthogonal to the previous proposals focusing on detecting
suspicious I/O behaviours [6], whose limitation is recently shown
that ransomware can imitate benign application I/O behaviours
and successfully evade state-of-the-art antivirus software [11].

In this work, we propose a novel approach to enhance cloud
antivirus solutions to counter evasive and privileged ransomware
attacks, without requiring any special hardware. Our proposed
solution employs the virtual device layer instead of the physical
device layer to cache block snapshots on user devices and periodi-
cally replicate these snapshots to cloud servers. Replicated block
snapshots then serve as the foundation of a cloud antivirus solution
enhanced against ransomware attacks, effectively addressing the
limitations previously outlined. We developed a prototype, Ran-
somSaver and conducted a preliminary empirical study where we
used a deep learning-based classifier to detect any encrypted block
snapshot. As a result, we found that it is possible to correctly clas-
sify most of block snapshots containing ciphertexts with the high
recall score about 95%.

As far as we know, it is the first work analyzing only the block
snapshots using deep learning-based classification techniques to de-
tect advanced ransomware attacks. Since RansomSaver interposes
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I/O at the virtual block device layer, no privileged ransomware can
hide its activity as long as it encrypts user data. Also, by replicat-
ing the block snapshots, our proposal can enable post-attack data
recovery and false-positive reduction at the same time.

2 THREAT MODEL
In this work, the target system involves a user device running an
operating system environment in a virtual machine (VM). Although
it is not restricted, the enterprise environment where VDI is fre-
quently used is the primary target environment. The device can
be any computing device capable of running a lightweight virtu-
alization layer and connecting to cloud servers over the network.
Examples of such devices include PCs, laptops, tablets, smartphones,
and edge servers.

Our solution is not tightly coupled with cloud deployment mod-
els. The sole security invariant is to trust the cloud servers. If the
cloud servers are protected with trusted computing hardware and
users can trust the hardware providers, then a public cloud can be
used [3, 4]. Otherwise, the enterprises may operate cloud servers
on the on-premise private cloud. Even hybrid cloud can be used
by keeping the backup of encrypted block snapshots on the public
cloud while analyzing block snapshots on the private cloud. So, we
assume adversaries cannot compromise the cloud servers.

On the other hand, adversaries can compromise a user’s oper-
ating system environment by tricking users into clicking on sus-
picious links in emails or visiting phishing sites, leading to the
installation of powerful malware within the user’s VM. However,
we assume that adversaries are not able to break out from the VM,
because the lightweight virtualization layer has a much smaller
trusted computing base (TCB). Note not all user devices can afford
hardware-based solutions employing specially designed SSD or
trusted computing hardware.

Malware used by adversaries may be polymorphic, with sig-
natures not known in advance. Thus, malware installed on user
devices may evade host-based antivirus software. Rootkits are espe-
cially dangerous as they can exploit vulnerabilities in the operating
system kernels or mount successful privilege escalation attacks.
Such privileged malware can defeat host-based antivirus software
or agents for cloud antivirus services. Eventually, ransomware may
be installed, encrypting the user’s data.

3 RANSOMSAVER OVERVIEW
RansomSaver consists of agent and server components that cre-
ate block snapshots and replicate them from user devices to cloud
servers. Figure 1 illustrates the architecture of RansomSaver. In
addition to the conventional advantages of cloud antivirus, repli-
cating block snapshots enables several novel techniques that can
enhance cloud antivirus.

A RansomSaver agent is built as a block device driver exposed to
a VM through the virtualization layer as a passthrough device. The
block device driver interposes on any block I/O issued by the VM.
For any write to a block, a block snapshot is obtained by updating
the previous block content with the interposed write. Additionally,
a record of the write operation is appended to a per-VMwrite history
log. Subsequently, the block I/O is passed to the underlying physical
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Figure 1: RansomSaver architecture. RansomSaver agent cre-
ates block snapshots and periodically replicates to cloud
servers where cloud antivirus conducts antivirus scanning.
History logs record I/O history leading to the block snapshots
for post-attack data recovery. Agents may run on edge server,
laptops, smartphones, and so on.

storage device. Block snapshots are periodically transmitted to the
cloud servers over the network.

A RansomSaver server runs on a cloud server, accepting incom-
ing block snapshots from an agent on an end device. The Ransom-
Saver server applies block snapshots to block device replicas on
cloud servers in a copy-on-write (COW) manner. Every block snap-
shot of the same epoch from an agent collectively consists a new
device snapshot at that epoch.
Multi-Dimensional Scanning. Block snapshots can be used to
analyze the state of the block device for signs of ransomware attacks
from multiple dimensions. First, block snapshots can be checked
for any well-known signatures of malware or ransomware. Second,
the entropy of block snapshots can be calculated to measure the
probability of encrypted data, aiding in the detection of evasive
ransomware attacks based on content. Third, sudden suspicious
changes in the state of the block device can be detected by analyzing
block snapshots over time. Moreover, this analysis can be performed
for each block, for a group of representative blocks, or for the entire
block device. Deep learning can be used to identify the surge in the
block snapshots from multiple dimensions.
False-Positive Reduction. Suspicious block snapshots detected
using machine learning techniques may often result in false posi-
tives [1]. Maintaining block device replicas by applying block snap-
shots to mirror those on end devices allows us to reduce false
positives through additional analysis on cloud servers. More specif-
ically, RansomSaver can mount a replicated block device on a cloud
server’s file system and conduct further analysis of each suspicious
file by leveraging high-level information. For instance, if a file name
ends with .pdf or .docx file extension, it should not contain any
encrypted text when rendered by a PDF viewer or a word processor.
Distributed Scanning and Analysis. Speeding up attack detec-
tion is desirable, but scanning a large amount of block data can
take a long time. The advantage of cloud antivirus is the ability to
flexibly expand resource utilization over a large scale of underuti-
lized cloud servers on demand. Block snapshots can be partitioned
and distributed to multiple cloud servers via distributed storage
systems such as DynamoDB, Cassandra, MongoDB, or Redis. Then,
analysis can be performed in parallel on distributed cloud servers.
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Table 1: Performance of RansomSaver For Classifying Ci-
phertexts and Plaintexts Based on Block Snapshot Analysis.

Ransomware Accuracy Precision Recall F1
Sample (%) Score (%) Score (%) Score (%)
WannaCry 77.92 64.23 95.20 76.71
Animagus 72.56 40.80 94.87 57.06

Similarly, false-positive reduction can be conducted on many dis-
tributed cloud servers in parallel as well.

4 EMPIRICAL STUDIES
We performed preliminary empirical exploration on RansomSaver,
and found that analyzing block snapshots using deep learning-
based classification techniques can differentiate ciphertexts from
plaintexts with the low false negative rate—i.e., failing to detect
ciphertexts.
Evaluation Setup.RansomSaver is implemented on top of Rocky [2].
A RansomSaver agent generates block snapshots and transmits
those to a RansomSaver server, which stores block snapshots in
a DynamoDB instance. Block snapshots stored in the DynamoDB
instance are used to train a neural network model.

Our experimentation was conducted on a desktop PC in our lab
equipped with an Intel i5 processor, 16 GB RAM, and 512 GB NVMe
SSD. The host OS was Ubuntu 22.04, and we used VirtualBox to run
a VM installed with a guest OS, Windows 10 Home Edition. The
VM serves a contained environment to run ransomware samples.

We collected the initial dataset by downloading text data from the
internet, which generates non-encrypted block snapshots. Addition-
ally, we compressed the text data to create additional non-encrypted
block snapshots containing compressed data. Furthermore, we ob-
tained encrypted block snapshots by running Animagus or Wan-
naCry in the VM. As a result, we obtained 5316 plaintext blocks,
3280 compressed blocks, 2043 ciphertext blocks from Animagus,
and 5311 ciphertext blocks from WannaCry. Among these, we used
80% for training and 20% for inference.

For the training datasets, non-encrypted and encrypted block
snapshots were labeled. Then, test datasets were used to evaluate
the classification capability of the trained model. The trained neural
network had 1,227,777 parameters, trained with a batch size of 64
for 70 steps taking one minute and thirty seconds. We used ResNet
as a base model with a sigmoid activation function for the final
layer and rectified linear activation for other layers. We used Binary
Cross Entropy (BCELoss) to calculate the loss and optimized using
Adam with a learning rate of 0.001.
Evaluation Results. Evaluation results are summarized in Table 1.
The recall score is about 95% for both Animagus and WannaCry,
which implies that our model rarely misses possible ransomware
attacks—i.e., it rarely misclassifies ciphertexts as plaintexts. Thus,
we claim that applying deep learning-based classification tech-
niques to detect Ransomware attacks can be effective.

We observed notable differences in precision and F1-score. The
reason is the imbalanced size of test datasets between WannaCry
and Animagus. This results in 1011 and 388 true positives for Wan-
naCry and Animagus, respectively, while 563 false positives are
observed for both. We envision the sensitivity of the precision score
will be masked out, as we collect more datasets in the future.

Moreover, accuracy, precision, and F1-score will be further im-
proved by reducing false positives and false negatives by using
much larger datasets along with validation sets and by increasing
the number of parameters. Additionally, we will explore various
ways of analyzing block snapshots over multiple epochs.

5 CONCLUSION
In this study, we introduced RansomSaver, a novel approach to
enhancing cloud antivirus solutions to effectively counter evasive
and privileged ransomware attacks without requiring specialized
hardware. Unlike previous proposals relying on I/O patterns, our
solution enables the analysis of block snapshots using neural net-
works. Based on the preliminary results, we envision that using
neural networks can be effectively applied to classify block snap-
shots, offering a powerful tool in the fight against imitation-based
and privileged ransomware attacks.
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