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Abstract. Khudra is a hardware-oriented lightweight block cipher that
is designed to run efficiently on Field Programmable Gate Arrays. It
employs an 18-rounds Generalized type-2 Feistel Structure with a 64-
bit block length and an 80-bit key. In this paper, we present Meet-in-
the-Middle (MitM) attacks on 13 and 14 round-reduced Khudra. These
attacks are based on finding a distinguisher that is evaluated offline inde-
pendently of the key. Then in an online phase, some rounds are appended
before and after the distinguisher and the correct key candidates for these
rounds are checked whether they verify the distinguisher property or not.
Using this technique, we find two 6-round distinguishers and use them
to attack 13 and 14 rounds of Khudra with time complexity of 266.11

and 266.19, respectively. Both attacks require the same data and memory
complexities of 251 chosen plaintexts and 264.8 64-bit blocks, respectively.

Keywords: Cryptanalysis, Meet-in-the-middle attacks, Generalized type-
2 Feistel Structure.

1 Introduction

Recently, the design and cryptanalysis of lightweight block ciphers have received
a lot of attention due to the demand for cryptographic protection in the in-
creasingly used resource constrained devices such as RFIDs and wireless sensor
networks. Designing an efficient hardware-oriented lightweight block cipher is
a challenging task. Therefore, novel design criteria were proposed such as the
use of a simple round function along with a simple key schedule. Examples
of lightweight block ciphers that use these new techniques are HIGHT [16],
PRESENT [3], KATAN/KTANTAN [5], KLEIN [12], Zorro [11], TWINE [19],
and Khudra [17]. With such simple design, lightweight block ciphers should be
deeply scrutinized in order to guarantee their security.

Unlike Application-Specific Integrated Circuits (ASICs), low cost Field Pro-
grammable Gate Arrays (FPGAs) are reconfigured and upgraded easily and
therefore are now used extensively in numerous network applications. Conse-
quently, lightweight block ciphers have to be designed with the goal of being
integrated with FPGA applications in order to guarantee their security. Khudra
is a new lightweight block cipher that was proposed by Kolay and Mukhopadhyay



at SPACE 2014 [17] in order to address the issue of efficient lightweight block
ciphers that operate on FPGAs. To have an efficient lightweight block cipher
for deployment on FPGAs, a new design criterion, namely, recursive structure
was proposed. Khudra has a 64-bit block length and employs an 80-bit key.
Its structure inherits the Generalized type-2 Feistel Structure (GFS) that was
proposed by Hoang and Rogaway [15]. In particular, it uses 4 branches each of
16-bit length.

In 1977, Diffie and Hellman proposed the MitM attack to be used in the crypt-
analysis of Data Encryption Standard (DES) [9]. The MitM attack is one of
the major attacks on block ciphers as it requires low data complexity. Its time
complexity is, however, very close to that of an optimized exhaustive key search.
Hence, enhancing its time complexity and increasing the number of attacked
rounds have always been hot topics in cryptanalysis. For example, Bogdanov
and Rechberger proposed the 3-Subset MitM attack and applied it to the full
KTANTAN cipher [4]. Zhu and Guang presented multidimensional MitM against
KATAN32/48/64 [20]. Demirci and Selçuk attacked 8 rounds of both AES-192
and AES-256 using MitM techniques [6]. The main drawback of their attack is
the high memory requirement. To tackle the high memory requirement issue,
Dunkelman, Keller and Shamir put forward a couple of new ideas. Particularly,
they presented the concepts of differential enumeration and multisets [10] that
have drastically decreased the high memory requirement of the attack of Demirci
and Selçuk. Later on, Derbez et al. enhanced the attack and decreased the mem-
ory requirement even further which made it possible on AES-128 [7]. The MitM
techniques, which were developed to attack AES and Substitution Permutation
Network (SPN) based block ciphers such as Hierocrypt-3 [1] and mCrypton [14],
were also proven to be equally powerful on Feistel constructions, as exemplified
by the generic work done by Guo et al. [13] and Lin et al. [18]. Finally, at FSE
2015, two MitM attacks based on the Demirci and Selçuk approach were pre-
sented on the SPN structure PRINCE [8] and the Feistel construction TWINE
[2].

In this paper, we present MitM attacks on 13 and 14 rounds of Khudra. In the
attack on 13 rounds, we first construct a 6-round distinguisher, append three
rounds at the top and four rounds at the bottom. To attack 14 rounds, the same
distinguisher would require the whole key to be guessed, therefore we construct
a different 6-round distinguisher, and append three rounds at the top and five
rounds at the bottom. The time complexities of these attacks are 266.11 to attack
13 rounds and 266.19 to attack 14 rounds, respectively. Both attacks require the
same data and memory complexities of 251 chosen plaintext and 264.8 64-bit
blocks. To the best of our knowledge, these are the best attacks on Khudra so
far.

The rest of the paper is organized as follows. In section 2, we provide a brief
description of Khudra and the notations used throughout the paper. Our attacks
are presented in section 3 and the paper is concluded in section 4.



2 Specifications of Khudra

Khudra is an iterated lightweight block cipher that operates on 64-bit blocks
using an 80-bit key and employs a Generalized Feistel Structure (GFS). It has
four branches of 16-bit each, i.e., the state is divided into four words and each
word is 16-bit long. The cipher iterates over 18 rounds where in every round, an
unkeyed 16×16-bit F-function is applied on two words. This unkeyed F-function,
designed to be efficient when deploying Khudra on FPGAs, uses a 6-round GFS
as depicted in the right side of Figure 1. Each round of these 6-round GFS has
two 4×4-bit SBoxes identical to the SBox used in PRESENT [3]. After applying
the F-functions of round i, two 16-bit round keys RK2i and RK2i+1 are xored to
the state along with the other two words to generate the two new words of round
i + 1 for i = 0, 1, · · · , 17. Additionally, two pre-whitening keys WK0 and WK1

are xored with the plaintext before the first round and two other post-whitening
keys WK2 and WK3 are xored with the internal state after the last round and
before generating the ciphertext.
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Fig. 1. Structure of Khudra



The key schedule of Khudra takes an 80-bit master key K and splits it into
five keys ki of 16-bit each where K = k0||k1||k2||k3||k4. Then, it generates 16-bit
36 round keys RKi, 0 6 i < 36, two per round, and four 16-bit whitening keys
WKi, 0 6 i < 4, as shown in Algorithm 1.

Data: Key Scheduling(k0, k1, k2, k3, k4)
Result: WKi, 0 6 i < 4 and RKi, 0 6 i < 36
WK0 ← k0,WK1 ← k1,WK2 ← k3,WK3 ← k4;
for i← 0 to 35 do

RCi ← 0||i(6)||00||i(6)||0;
RKi ← ki mod 5 ⊕RCi;

end

Algorithm 1: The Key Schedule employed in Khudra [17]

2.1 Notations

The following notations will be used throughout the rest of the paper:

– K: The master key.
– ki: The ith 16-bit of K, where 0 ≤ i < 5.
– RKi: The 16-bit key used in round ⌊i/2⌋.
– WKi: The 16-bit whitening key, where 0 ≤ i < 4.
– Xi: The 64-bit input to round i, where 0 ≤ i ≤ 18, X0 is the plaintext P

and X18 is the ciphertext C.
– Xi[l]: The lth 16-bit word of Xi, where 0 ≤ l < 4.
– ∆Xi, ∆Xi[l]: The difference at state Xi and word Xi[l], respectively.
– Xj

i : The jth state of the 64-bit input to round i.

– Xj
i [l]: The lth 16-bit word of the jth state of the 64-bit input to round i.

We measure the memory complexity of our attacks in number of 64-bit Khu-
dra blocks and the time complexity in terms of the equivalent number of round-
reduced Khudra encryptions.

3 MitM Attacks on round-reduced Khudra

In our MitM attacks, Khudra is split into three sub-ciphers such that EK(P ) =
EK2
◦Edis◦EK1

(P ), where Edis is the middle part which exhibits a distinguishing
property. In the offline phase, that particular property is evaluated independently
of the keys used in the middle rounds. Then in the online phase, correct K1 and
K2 key candidates are checked whether they verify this distinguishing property
or not.

The b-δ-set concept [13], as captured by Definition 1, is used to build our distin-
guisher. Using a b-δ-set enables us to reduce the memory and data complexities
of our distinguisher.



Definition 1. (b-δ-set, [13]). A b-δ-set is a set of 2b state values that are all
different in b state bits (the active bits) and are all equal in the remaining state
bits (the inactive bits).

In the following subsections, we demonstrate our attacks on 13 and 14 rounds
of Khudra in details.

3.1 A MitM Attack on 13-Round Khudra

A b-δ-set is employed in our MitM attack where we set b = 3, i.e., 3 active bits.
b is chosen in order to reduce the memory and data requirements of the attack
without increasing its time complexity. In our 13-round attack, the active word
is P [1], i.e., the second word. The 3 active bits can take any position in this 16-
bit word. Such 3-δ-set enables us to build a 6-round distinguisher, as depicted
in Figure 2, by the following proposition:

Proposition 1. Consider the encryption of 3-δ-set {P 0, P 1, ..., P 7} through six
rounds of Khudra. The ordered sequence [X0

6 [3]⊕X
1
6 [3], X

0
6 [3]⊕X

2
6 [3], ..., X

0
6 [3]⊕

X7
6 [3]] is fully determined by the following 4 16-bit parameters, X0

1 [0], X0
2 [0],

X0
3 [0] and X0

4 [0].

The above proposition means that we have 24×16 = 264 ordered sequences
out of the 2(2

3
−1)×16 = 2112 theoretically possible ones.

Proof. The knowledge of the 3-δ-set = {P 0, P 1, · · · , P 7} allows us to determine
[P 0 ⊕ P 1, P 0 ⊕ P 2, · · · , P 0 ⊕ P 7]. In what follows we show how the knowledge
of the 4 16-bit parameters mentioned in proposition 1 is enough to compute the
ordered sequence of the differences at X6[3]. As there is no F-function involved
in the first round, the difference ∆P [1] is propagated through the first round as
is. The knowledge of X0

1 [0] enables us to bypass the F-function of the second
round to compute ∆X2[0]. Then, the knowledge of X0

2 [0] enables us to bypass
the F-function of the third round to compute ∆X3[0] and the previous steps are
repeated until we compute ∆X6[3]. It is to be noted that after the third (resp.
fourth) round, X3[3] (resp. X4[3]) should have non-zero difference because X2[0]
(resp.X3[0]) has non-zero difference. However, these differences are omitted from
Figure 2 since they do not impact the ordered sequence at X6[3].

The previous proposition is utilized to attack 13-round Khudra by appending 3
rounds on top of it and 4 rounds below it, as illustrated in Figure 3. The attack
has two phases and proceeds as follows:

Offline Phase. Build the distinguisher property by determining all the 264

ordered sequences as illustrated in Proposition 1 and save them in a hash table
H .
Online Phase. As illustrated in Figure 3, the online phase advances as follows:

1. A plaintext P 0 is chosen to act as a reference to all the differences in the
3-δ-set.
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Fig. 2. 6-Round distinguisher to attack 13-round Khudra

2. The 3-δ-set P 0, P 1, · · · , P 7 is determined by guessing the state variables
X0

1 [3],X
0
1 [1],X

0
1 [0],X

0
2 [2] to decrypt the 3-δ-set differences [X

0
3 [1]⊕X

1
3 [1], X

0
3 [1]⊕

X2
3 [1], · · · , X

0
3 [1]⊕X7

3 [1]].
3. The corresponding ciphertexts C0, C1, · · · ,C7 are requested.
4. The differences in [X0

9 [3]⊕X
1
9 [3], X

0
9 [3]⊕X

2
9 [3], · · · , X

0
9 [3]⊕X

7
9 [3]] are deter-

mined by guessing the state variables X0
9 [2], X

0
10[0], X

0
11[0], X

0
11[2], X

0
12[0],

X0
12[2] that are required to decrypt the ciphertext differences [C0⊕C1, C0⊕

C2, · · · , C0 ⊕ C7].
5. The guessed state variables are filtered by checking if the computed ordered

sequence exists in H or not.

Steps 2 and 4 require the guessing of 10 words and the attack time com-
plexity would then exceed the exhaustive key search. Therefore, we investigate
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Fig. 3. 13-Round attack on Khudra



the key schedule aiming to find relations between the round keys and thus re-
duce the number of guessed words. Indeed, we find that by guessing k0, k1,
k3, and with the knowledge of P 0, we can compute X0

1 [3], X
0
1 [1], X

0
1 [0], X

0
2 [2]

and by guessing k0, k3, k4, and with the knowledge of C0, C1, · · · , C7 and
[C0⊕C1, C0⊕C2, · · · , C0⊕C7], we can compute X0

9 [2], X
0
10[0], X

0
11[0], X

0
11[2],

X0
12[0], X

0
12[2]. Therefore, instead of guessing 10 words, only 4 key words k0, k1,

k3, k4 are to be guessed. The probability of a wrong key resulting in an ordered
sequence in H is 264−(7×16) = 2−48. As we have 264 key guesses, we expect that
only 264−48 = 216 keys will remain. Hence, we guess k2 to fully recover the mas-
ter key and test it using two plaintext/ciphertext pairs.

Attack Complexity. The memory complexity of the attack is determined by
the memory required to store the hash tableH in the offline phase. This table has
264 entries where each entry contains seven 16-bit words, i.e., 112 bits. Therefore,
the memory complexity is given by 264 × 112/64 = 264.8 64-bit blocks. The
data complexity is determined from step 2. As shown in Figure 3, after the
decryption of step 2, three words are fully active, i.e., they assume all the 216

possible values while the fourth word has only three active bits, i.e., assumes
23 possible values only in correspondence to the 3-δ-set. Therefore, the data
complexity of the attack is upper bounded by 251 chosen plaintext. The time
complexity of the offline phase is determined by the time required to build the
hash table H and is estimated to be 264×8×4/(2×13) = 264.3. The complexity
of the online phase includes the time required to filter the key space and is
estimated to be 264 × 8 × (4 + 6)/(2× 13) = 265.62. It also includes the time to
exhaustively search through the remaining key candidates along with the guess of
k2 using two plaintext/ciphertext pairs and is estimated to be 2×2(64−48)×216 =
233. Therefore, the overall time complexity of the attack is estimated to be
264.3 + 265.62 + 233 ≈ 266.11 13-round Khudra encryptions.

3.2 A MitM Attack on 14-Round Khudra

Reusing the same distinguisher to extend our attack by one round requires
guessing the 5 words of the key. Therefore, we construct another distinguisher,
depicted in Figure 4, to attack 14-round reduced Khudra without the post-
whitening keys. The active word in this new distinguisher is P [3]. It is built
according to proposition 2 below and, as in the previous attack, b is set to 3.

Proposition 2. Consider the encryption of 3-δ-set {P 0, P 1, · · · , P 7} through
six rounds of Khudra. The ordered sequence [X0

6 [1]⊕X
1
6 [1], X

0
6 [1]⊕X

2
6 [1], · · · , X

0
6

[1]⊕X7
6 [1]] is fully determined by the following 4 16-bit parameters X0

1 [2], X
0
2 [2],

X0
3 [2] and X0

4 [2].

By appending three rounds on top of this new distinguisher and five rounds
beneath it, we are able to attack 14-round Khudra. The attack proceeds as the
previous one, as illustrated in Figure 5, with the exception that the active word
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Fig. 4. 6-Round distinguisher to attack 14-round Khudra

is X3[3] rather than X3[1] in the 13-round attack and the ordered sequence is
calculated at X9[1] instead of X9[3]. Guessing k0, k1, k2 with the knowledge of
P 0 enables us to compute the state variables needed to determine the 3-δ-set.
In order to determine the ordered sequence, we need to guess k0, k1, k2, k4.
Therefore, guessing the four key words, k0, k1, k2, k4 allows us to mount an
attack on 14-round Khudra.

Attack Complexity. The memory and data complexities of this attack are
similar to the previous one, i.e., 264.8 64-bit blocks and 251 chosen plaintext,
respectively. The time complexity is 264×8×4/(2×14)+264×8×(4+8)/(2×14)+
2× 2(64−48) × 216 = 264.19 + 265.78 + 233 ≈ 266.19 14-round Khudra encryptions.
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Fig. 5. 14-Round attack on Khudra



4 Conclusion and Discussion

We presented MitM attacks on Khudra. The time complexities of the attacks are
given by 266.11 and 266.19 for the 13-round and 14-round reduced cipher, respec-
tively. Both attacks have the same data and memory complexities of 251 chosen
plaintext and 264.8 64-bit blocks, respectively. To the best of our knowledge,
these are the best known attacks on Khudra.

Finally, we briefly discuss why we did not use the notion of differential enu-
meration. In the attack of Dunkelman et al. [10], the differential enumeration
technique helps reduce the number of parameters by using the differential prop-
erty of the SBox over one round. In Feistel constructions, the differential property
of the SBox can be utilized over at least two rounds and can be extended fur-
ther depending on the specific structure of the scheme. However, in the case of
Khudra, differential enumeration does not help reduce the number of parameters
because propagating the difference backward requires a set of parameters that is
different than the set of parameters needed to compute the ordered sequence. In
other words, using the differential enumeration technique reduces the number of
parameters by using the differential property of the SBox but at the same time,
incurs additional parameters to be guessed in order to propagate the difference
backward. Since Khudra has an 80-bit key, the number of parameters is limited
to 4 16-bit parameters. Using the differential enumeration technique, the best
6-round distinguisher that we are able to construct requires 6 parameters which
renders the attack worse than exhaustive key search.
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and Jean-Sèbastien Coron, editors, Cryptographic Hardware and Embedded Systems

- CHES 2013, volume 8086 of Lecture Notes in Computer Science, pages 383–399.
Springer Berlin Heidelberg, 2013.

12. Zheng Gong, Svetla Nikova, and Yee Wei Law. KLEIN: A new family of lightweight
block ciphers. In Ari Juels and Christof Paar, editors, RFID. Security and Privacy,
volume 7055 of Lecture Notes in Computer Science, pages 1–18. Springer Berlin
Heidelberg, 2011.
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