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Abstract. Hierocrypt-L1 is a 64-bit block cipher with a 128-bit key.
It was selected among the Japanese e-Government 2003 recommended
ciphers list and has been reselected in the 2013 candidate recommended
ciphers list. In this work, we cryptanalyze Hierocrypt-L1 in the single-key
setting. In particular, we construct a 5 S-box layers distinguisher that we
utilize to launch a meet-in-the-middle attack on 8 S-box layers round-
reduced Hierocrypt-L1 using the differential enumeration technique. Our
attack allows us to recover the master key with data complexity of 249

chosen plaintexts, time complexity of 2114.8 8-Sbox layers Hierocrypt-
L1 encryptions and memory complexity of 2106 64-bit blocks. Up to the
authors’ knowledge, this is the first cryptanalysis result that reaches 8
S-box layers of Hierocrypt-L1 in the single-key setting.
Keywords: Cryptanalysis, Hierocrypt-L1, Meet-in-the-Middle attack,
Differential Enumeration.

1 Introduction

Hierocrypt-L1 (HC-L1) [24,10,29], designed by Toshiba Corporation in 2000, is
a 64-bit block cipher with a 128-bit key. The cipher employs a nested Substitu-
tion Permutation Network (SPN) structure [24], where each S-box in a higher
SPN level encompasses the lower-level SPN structure. HC-L1 was submitted to
the New European Schemes for Signatures, Integrity, and Encryption (NESSIE)
project [23]. In 2003, HC-L1 was selected as one of the Japanese e-Government
recommended ciphers [9], and its security was reaffirmed by CRYPTREC in 2013
where it was included in the candidate recommended ciphers list [8].

The best known attack on HC-L1 in the single-key setting is the square attack
on 7 S-box layers which was proposed by the designers [19] and independently
by Barreto et al. [5]. Later, Cheon et al. proposed a 4 S-box layers impossible
differential [29] and utilized it to attack HC-L1 reduced to 6 S-box layers. In the
related-key setting, Taga et al. utilized a differential characteristic in the key
scheduling of HC-L1 to attack 8 S-box layers [28].



The meet-in-the-middle (MitM) attack, first proposed by Diffie and Hellman
in 1977, is considered as one of the major attacks on cryptographic primitives.
Following its introduction, a number of variants has been developed to study the
security of many block ciphers such as DES [15], XTEA, [27], KTANTAN [7],
LBlock [2], and Twine [6]. MitM attacks were also employed in the cryptanalysis
of a number of hash functions [17,26,3] and public key cryptosystems [18].

A new line of research was opened when Demirci and Selçuk presented the first
MitM attack on AES at FSE 2008 [12]. They presented small data complexity
attacks on 8-round AES-256 and 7-round AES-192 using time/memory trade-
off. The major downside of their attack is the high memory required to store
a precomputation table. The issue of the high memory requirement remained
severe untill Dunkelman, Keller, and Shamir [14] introduced the notions of mul-
tisets and differential enumeration that have reduced the memory requirement
drastically but with higher data complexity. Furthermore, Derbez, Fouque and
Jean revised Dunkleman et al.’s attack, by borrowing ideas from the rebound
attack [22], rendering the attack feasible on AES-128 [13]. Then, Li, Jia and
Wang [20] presented attacks on 9-round AES-192 and 8-round PRINCE using
a key-dependent sieving. MitM attacks were also applied on other block ciphers
such as Hierocrypt-3 [1] and mCrypton [16].

In this work, we first construct a 5 S-box layers truncated differential character-
istic for HC-L1. Then, we utilize this characteristic as a distinguisher to launch
a MitM attack based on the differential enumeration technique against HC-L1
reduced to 8 S-box layers. Unlike the majority of existing MitM attack results,
the matching step in our attack is performed around the linear transformation.
Particularly, in the offline phase, we compute two specific bytes of the input of
the linear transformation and store their xor in a precomputation table. Then,
in the online phase, we compute two particular bytes of the output of that linear
transformation, compute their xor which is equivalent to the xor of the two input
bytes, and look for a match in the precomputation table. If no match is found,
the key is discarded. Our attack recovers the master key with data complexity of
249 chosen plaintexts, time complexity of 2114.8 8-Sbox layers HC-L1 encryptions
and memory complexity of 2106 64-bit blocks.

The rest of the paper is organized as follows. Section 2 provides a description of
HC-L1 and the notations adopted in the paper. Section 3 describes our 5 S-box
layers distinguisher and how it is used to launch our MitM attack to recover the
master key. Then, our conclusion is provided in Section 4.

2 Specification of Hierocrypt-L1

HC-L1 is an iterated block cipher with 64-bit blocks and 128-bit key. It adopts
a nested SPN construction which embeds a lower level SPN structure within a
higher SPN one. It has 6 rounds where the last round is slightly different than



the others. As shown in Figure 1, the higher SPN level of HC-L1 consists of the
following three operations:

– AK: Mixes 64-bit layer key with the 64-bit internal state.
– XS: Two 32×32-bit keyed substitution boxes that are applied simultaneously

to the internal state.
– MS: A diffusion layer consisting of a byte-wise linear transform defined by

the matrix

MDSH =

























1 0 1 0 1 1 1 0
1 1 0 1 1 1 1 1
1 1 1 0 0 1 1 1
0 1 0 1 1 1 0 1
1 1 0 1 0 1 0 1
1 1 1 0 1 0 1 0
1 1 1 1 1 1 0 1
1 0 1 0 1 0 1 1

























.

The lower SPN level, i.e., the two 32× 32-bit XS-boxes, as shown in Figure
1, comprises of:

– SB: A nonlinear byte bijective mapping layer which applies the same 8×8-bit
S-box 8 times in parallel.

– MC: A diffusion layer consisting of a byte-wise linear transform defined by
a 4× 4 matrix called mdsl which is a Maximum Distance Separable (MDS)
matrix [21,25].

– AK: The 64-bit layer key is divided into halves and each half is mixed with
the 32-bit internal state of one XS box.

– SB: Another nonlinear byte bijective mapping layer which applies the same
8× 8-bit S-box 8 times in parallel.

Each round of HC-L1 includes two S-box layers. The last round of HC-L1 is
an output transformation where the MS linear transformation is substituted by
an xor layer with a layer key. The full encryption function of HC-L1 where the
ciphertext C is computed from the plaintext P is given by:

C = AK[K
(7)
1 ] ◦ ((SB ◦AK[K

(6)
2 ] ◦MC ◦ SB) ◦AK[K

(6)
1 ])

◦ · · · ◦ (MS ◦ (SB ◦AK[K
(1)
2 ] ◦MC ◦ SB) ◦AK[K

(1)
1 ])(P )

To facilitate the understanding of our attacks, we represent the internal state
of HC-L1 as a 4×2 matrix, as depicted in Figure 2, where each 8-bit word in the
ith row and the jth column of this matrix represent a state byte. Consequently,
MC, similar to the MixColumns operation in AES, operates column-wise and
MS affects the entire matrix. Moreover, we exploit the fact that both the linear
transformations (MC, MS), and the key addition AK are linear and swap their
order. In such case, the input data is first xored with an equivalent layer key,
denoted by EKi, and then the linear transformation is applied. The equivalent
layer key at any given S-box layer i is evaluated by EKi = MC−1(Ki) when i
is odd and EKi = MS−1(Ki) when i is even. In addition, we use the following
property of the S-box:
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Fig. 1. One round of Hierocrypt-L1

Proposition 1 (Differential Property of S) Given ∆i and ∆o two non-zero
differences in F256, the equation: S(x) + S(x + ∆i) = ∆o has one solution on
average. This property also applies to S−1.

Key schedule. The input to the key schedule is the 128-bit master key and the
output is 13 64-bit layer keys (1 key per S-box layer in addition to the final key).

The master key initializes the first key state denoted by V
(−1)
1(32)‖V

(−1)
2(32)‖V

(−1)
3(32)‖V

(−1)
4(32)

which then undergoes 8 rounds relying on a Feistel construction and linear trans-
formations to generate the layer keys where the first round is a bit special as it
omits a linear function and does not produce any layer keys. Then, depending
on the employed function, the other rounds form two groups, which we mark
as ‘type A’ and ‘type B’. The two 32-bit key state words V3(32) and V4(32) are
updated linearly in each round, while the other two 32-bit key state words V1(32)

and V2(32) are updated using a Feistel construction with additional input from
V3(32) and V4(32). Specifically, as shown in Figure 3, one round of ‘type A’ of the
key schedule can be described by:

(V
(r)
3(32), V

(r)
4(32))← L(V

(r−1)
3(32) , V

(r−1)
4(32) );

V
(r)
1(32) ← V2(32)

(r−1);

V
(r)
2(32) ← V

(r−1)
1(32) ;⊕Fσ(V

(r−1)
2(32) ⊕ V

(r)
3(32)), r = 0, 1, · · · , 7

where L is a linear function and the function Fσ is a level of S-boxes succeeded by

another linear transformation. Then, the 64-bit layer keys K
(r)
1(64) (k

(r)
1(32)‖k

(r)
2(32))
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Fig. 2. Alternative representation of one round of Hierocrypt-L1

and K
(r)
2(64) (k

(r)
3(32)‖k

(r)
4(32)) are generated in every round of ‘type A’ as follows:

k
(r)
1(32) ← V

(r−1)
1(32) ⊕ Fσ(V

(r−1)
2(32) ⊕ V

(r)
3(32));

k
(r)
2(32) ← V

(r)
3(32) ⊕ Fσ(V

(r−1)
2(32) ⊕ V

(r)
3(32));

k
(r)
3(32) ← V

(r)
4(32) ⊕ Fσ(V

(r−1)
2(32) ⊕ V

(r)
3(32));

k
(r)
4(32) ← V

(r)
4(32) ⊕ V

(r−1)
2(32) , r = 0, 1, · · · , 7

The round function of ‘type B’ is almost equivalent to the inversion of the ‘type
A’ round function but the linear function that operates on V3(32) and V4(32) is
different. It is to be noted that in our attacks, we number the layer keys sequen-

tially from K1 up to K13 where Ki = K
⌈i/2⌉
1(64) when i is odd and Ki = K

⌈i/2⌉
2(64)

when i is even.

For further details regarding the S-box, the linear transformations or the key
schedule, the reader is referred to [29].

The following notations are used throughout the paper:

– xi: The internal state at the input of layer i
– yi: The internal state after the SB of layer i.
– zi: The internal state after the MC (resp. MS) of layer i when i is odd (resp.

even).
– z

′

i: The internal state after the AK of layer i with an equivalent key EKi.
– xi[j]: The jth byte of the state xi, where j = 0, 1, · · · , 7, and the bytes are

indexed as described in Figure 2.
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Fig. 3. 1 Round of Hierocrypt-L1 key schedule

– xi[j · · · k]: The bytes between the jth position and kth position of the state
xi.

– ∆xi,∆xi[j]: The difference at state xi and byte xi[j], respectively.
– X(n): An n-bit word X . Such notation is specifically used in describing the

key schedule.

The memory and time complexities of our attack are measured as 64-bit HC-L1
blocks and round-reduced HC-L1 encryptions, respectively.

3 A Differential Enumeration MitM Attack on HC-L1

Generally, in a MitM attack, a round reduced block cipher EK is split into
3 successive parts, such that EK = E2

K2
◦ Em ◦ E

1
K1

, where Em exhibits a
distinguishing property. The exploited property is used to identify the correct
key by checking whether each guess of subkey (K1,K2) yields the property or not.
In our attacks, we use a truncated differential characteristic as the distinguishing
property, such that its input is a δ-set [11] captured by Definition 1. While in
most of the published MitM attacks the matching is performed around a specific
byte or word, adopting such approach on HC-L1 requires a time complexity that
exceeds that of the exhaustive search. Therefore, as explained in details below,
we opt for matching on a single equation that relates two input bytes of the
linear transformation MS with two bytes at its output.

Definition 1 (δ-set of HC-L1) Let a δ-set be a set of 256 HC-L1 states that
are all different in one state byte (the active byte) and all equal in the other state
bytes (the inactive bytes).

In our MitM attack, we use the 5 S-box layers distinguisher embedded in the
truncated differential characteristic, illustrated in Figure 4. It starts at x2 and
ends at the input of the linear transformation MS of layer 6, i.e., z

′

6. We exploit
the simplicity of the MS operation by observing the below equations of two of



its output bytes:

zi[0] = yi[0]⊕ yi[2]⊕ yi[4]⊕ yi[5]⊕ yi[6] (1)

zi[7] = yi[0]⊕ yi[2]⊕ yi[4]⊕ yi[6]⊕ yi[7] (2)

Therefore, from (1) and (2), we have

zi[0]⊕ zi[7] = yi[5]⊕ yi[7] (3)

Consequently, it follows that x7[0]⊕ x7[7] = z′6[5]⊕ z′6[7] (see Figure 4) which is
the single equation upon which the matching is performed as will be explained
in the attack procedure. Proposition 2, below, is the core of our attack.

Proposition 2 If a message m belongs to a pair of states conforming to the
truncated differential characteristic of Figure 4, then the ordered sequence of
differences ∆z

′

6[5]⊕∆z
′

6[7] obtained from the δ-set constructed from m in x2[3]
is fully determined by the following 14 bytes: x2[3], ∆x2[3], x3[1, 3, 4, 6], y5[4 · · · 7],
∆y6[5], ∆y6[7], y6[5] and y6[7].

Proof. The proof is based on rebound-like arguments adopted from the crypt-
analysis of hash functions [22] and used in [13]. Assuming that (m,m

′

) is a pair
that follows the truncated differential characteristic in Figure 4. In the sequel, we
manifest that knowing these specific 14 bytes is sufficient to compute the ordered
sequence of differences ∆z

′

6[5]⊕∆z
′

6[7]. To conform to the differential character-
istic in Figure 4, the 14 bytes x2[3], ∆x2[3], x3[1, 3, 4, 6], y5[4 · · · 7], ∆y6[5], ∆y6[7],
y6[5] and y6[7] can take as many as 28×13 = 2104 possible values only. This is
because∆y6[5] must equal ∆y6[7] in order to result in a difference in just x7[0, 7].
Then for each of these 2104 values, we can determine all the differences shown
in Figure 4.

– The value x2[3] with the difference ∆x2[3] enable us to bypass the S-box of
layer 2 and then propagate the difference linearly through MS to compute
∆x3[1, 3, 4, 6].

– By knowing x3[1, 3, 4, 6], we can bypass the S-box of layer 3 to reach y3, then
linearly through MC to compute ∆x4[0 · · · 7].

– Similarly in the other direction, the differences ∆y6[5] and ∆y6[7] with
the values y6[5] and y6[7] enable us to bypass the S-box of layer 6 and
compute the difference ∆z5[5, 7], then linearly through MC−1 we compute
∆y5[4 · · · 7].

– By knowing y5[4 · · · 7], we bypass the S-box of layer 5 to compute ∆z4[4 · · · 7]
and then linearly through MS−1 we can compute ∆y4[0 · · · 7].

– Now, we have the differences ∆x4[0 · · · 7] and ∆y4[0 · · · 7]. Hence, by the
differential property of the HC-L1 S-box (Proposition 1), there is, on average,
one solution for each of the 8 bytes of x4.

To build the ordered sequence for each of the 2104 possible values of the 14 bytes
from proposition 1, we consider all the 28 − 1 possible values for the difference
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Fig. 4. The differential characteristic used in the MitM attack on HC-L1 using
differential enumeration. Offline bytes are colored in black while online bytes are
colored in gray.

∆x2[3] and propagate them until z
′

6 with the help of the internal state solutions
we have. This creates an ordered sequence of 28 − 1 differences in ∆z

′

6[5, 7].

Attack Procedure. Similar to other MitM attacks, our attack has 2 phases; an
offline phase and an online phase that result in recovering the 64-bit last layer
key K9, 2 bytes of EK8 = MC−1(K8) and 4 bytes of K1.

Offline Phase. In the offline phase, we compute all the 2104 values of ∆z
′

6[5]⊕
∆z

′

6[7] determined by the 14 bytes listed in proposition 1 and store them in a
precomputation table T .

Online Phase. The online phase can be divided into two stages; data collection
and key recovery. The data collection stage aims at finding pairs of messages that
follow the truncated differential characteristic in Figure 4. Then, for each of the
found pairs, a δ-set is created, its corresponding ordered sequence is computed
and tested for a match in T to identify the correct key in the key recovery stage.



Data collection. To generate one pair of messages that conforms to the 8 S-box
layers truncated differential characteristic in Figure 4, the encryption oracle is
queried with structures of chosen plaintexts. In a given structure, bytes [0 · · · 3]
take all the 232 possible values while the other 4 bytes are fixed to some, possibly
different, constants and hence, each structure generates 232 × (232 − 1)/2 ≈ 263

pairs. Our 8 S-box layers truncated differential characteristic has a probability
of 2−3×3×8−1×8 = 2−80 because of the three 4 → 1 transitions over MC in ad-
dition to the probability that ∆x7[0] equals ∆x7[7], marked as a in Figure 4.
Consequently, in order to find one pair that follows our chosen 2−80 probability
truncated differential characteristic, 280 pairs are needed which is equivalent to
280−63, i.e., 217 structures of 232 messages, each. Briefly, 217+32 = 249 messages
are sent to the encryption oracle to generate the required 280 pairs. It is to be
noted that the distinguisher was chosen to start at x2[3] because this specific
byte results into just 4 differences, i.e., z2[1, 3, 4, 6] after the application of the
MS transformation (cf. 4th column of MDSH).

Key Recovery. The key bytes: K9[0 · · · 7], EK8[0, 7] and K1[0 · · · 3] can take
2(2+1+1)×8 = 232 possible values for each of the 280 pairs. This is justified as
follows:

– The difference ∆y7[0, 7] is guessed and propagated linearly through MC to
compute ∆x8[0 · · · 7].

– The difference ∆y8[0 · · · 7] is equal to the difference ∆x9[0 · · · 7] which, in
turn, is the difference in the ciphertext pair.

– As we have the difference ∆x8[0 · · · 7] and ∆y8[0 · · · 7], the differential prop-
erty of the S-box is used to deduce a solution for each byte of x8 and y8
which yields 216 key candidates for the whole K9 by simply xoring y8 with
the ciphertext.

– Then, x8[0 · · · 7] is propagated linearly through MC−1 to deduce z
′

7[0 · · · 7].

– Afterwards, the difference ∆y6[5, 7] which, as explained before, assumes 28

values only is guessed and propagated through MS to get the difference
∆x7[0, 7].

– As we have ∆x7[0, 7] and ∆y7[0, 7] were already guessed in the first step
above, the differential property of the S-box is used to deduce a solution
for y7[0, 7] which with z

′

7[0 · · · 7], computed above, enables us to deduce 28

candidates for EK8[0, 7].
– Next, the difference∆x2[3] is guessed and propagated linearly throughMC−1

to compute ∆y1[0 · · · 3].
– The difference ∆x1[0 · · · 3] is actually the difference in the plaintext pair.

Therefore, knowing the differences ∆x1[0 · · · 3] and ∆y1[0 · · · 3] enables us
to deduce 28 candidates for K1[0 · · · 3] using the differential property of the
S-box.

All in all, guessing 4 bytes helps deduce 14 key bytes. In other words, these 14
key bytes have just 232 possible values for each of the 280 pairs. Then, in order
to recover the key, we enumerate each of the 280 candidate pairs we obtained in



the data collection stage and deduce the corresponding 232 possible key sugges-
tions. Next, we build the plaintext δ-set and compute its corresponding ordered
sequence of ∆x7[0]⊕∆x7[7] and look for a match in T and if no match is found,
this key suggestion is discarded.

A valid ordered sequence can be generated by a wrong key with a negligible
probability, 280+32+104−255×8 = 2−1824, which can be relaxed. Therefore, we use
the partial sequence matching idea proposed in [4]. Instead of matching 28 − 1
bytes ordered sequence, we match b bytes such that b < 28 and the probability of
error, chosen to be 2−32, is still small enough to be able to identity the right key.
In that case, the number of required bytes b is calculated by 2−32 = 280+32+104−8b

which yields b = 31. Therefore, it is enough to match 31 bytes of the ordered
sequence to identify the right key with a negligible error probability of 2−32.

So far, we have recovered 14 key bytes; the 8-byte K9, 2 bytes of EK8 and
4 bytes of K1. To recover the master key, 6 bytes of EK8 are guessed to get 248

suggestions for K8, which, using the key schedule notations, means that there

are 248 candidates for the keys k
(4)
3(32), k

(4)
4(32). Along with K9 or rather k

(5)
1(32) and

k
(5)
2(32), these keys are computed as follows:

k
(4)
3(32) = V

(4)
4(32) ⊕ Fσ(V

(3)
2(32) ⊕ V

(4)
3(32)) (4)

k
(4)
4(32) = V

(4)
4(32) ⊕ V

(3)
2(32) (5)

k
(5)
1(32) = V

(4)
1(32) ⊕ Fσ(V

(4)
2(32) ⊕ V

(5)
3(32)) (6)

k
(5)
2(32) = V

(5)
3(32) ⊕ Fσ(V

(4)
2(32) ⊕ V

(5)
3(32)) (7)

Then, the 32-bit V
(3)
2(32) is guessed and V

(4)
4(32) is computed from equation (5) and,

in turn, V
(4)
3(32) is deduced from equation (4). According to the key schedule,

the knowledge of V
(4)
3(32) and V

(4)
4(32) results in knowing V

(5)
3(32) and V

(5)
4(32). Next,

since V
(4)
1(32) = V

(3)
2(32), V

(4)
2(32) is computed from equation (6) and then equation

(7) is used as a 2−32 filter to get one solution for V
(3)
2(32), V

(4)
1(32), V

(4)
2(32), V

(4)
3(32),

V
(4)
4(32), V

(5)
3(32) and V

(5)
4(32). As we recover one full intermediate state of the key

schedule and its round is bijective, we can recover the master key and get 248

candidates for the master key corresponding to the 248 K8 suggestions. The cor-
rect master key is found by exhaustively searching through these 248 candidates
using 2 plaintext/ciphertext pairs with no significant impact on the attack over-
all time complexity.

Attack Complexity. The size of the precomputation table T created in the
offline phase determines the memory requirement of the attack. T contains 2104

ordered sequences, each of 8 × 31 = 248 bits by using the partial sequence
matching technique. Therefore, the memory complexity of the attack is 2104 ×



248/64 ≈ 2106 64-bit blocks. The data collection stage of the online phase sets
the data complexity of the attack to 249 chosen plaintexts. The offline phase
time complexity to build T is attributed to executing 2104 partial encryptions
on 32 messages, which is equivalent to 2104+5× 11/(8× 8) = 2106.46 encryptions.
The online phase time complexity to recover 14 key bytes is determined by the
time needed to partially decrypt the 25 values in a δ-set with all the 232 key
suggestions for all the 280 generated pairs which is equivalent to 280+32+5× (4+
10)/(8 × 8) = 2114.8. Finding the correct master key among the 248 candidates
using 2 plaintext/ciphertext pairs requires 2× 248 = 249 encryptions. Therefore,
the time complexity of the attack is equivalent to 2114.8 + 2106.46 + 249 ≈ 2114.8.

4 Conclusion

In this paper, we have analyzed one of the Japanese e-Government 2013 can-
didate recommended block ciphers; Hierocrypt-L1 using the meet-in-the-middle
(MitM) attack in the single-key setting. Our attack employs the differential enu-
meration technique and is launched against 8 S-box layers using a 5 S-box layers
distinguisher. The attack recovers the master key with data complexity of 249

chosen plaintexts, time complexity of 2114.8 8 S-box layers Hierocrypt-L1 encryp-
tions and memory complexity of 2106 64-bit blocks. To the best of our knowledge,
this is the first attack on Hierocrypt-L1 in the single-key setting that reaches 8
S-box layers.
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