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Abstract—RC4 is a stream cipher that makes use of an
internal state table, S, which represents a permutation over
Z28 . GGHN is a relatively more efficient stream cipher whose
design is inspired from RC4 but whose S table, however, does
not represent a permutation over Z2m . In this paper, we point
out one challenging aspect of the latter design principle. In
particular, we assess GGHN-like algorithms with respect to
weak states, in which all internal state words and output
elements are even. Once GGHN is absorbed in a weak state,
the least significant bit of the plaintext words will be revealed
only by looking at the ciphertext. By modelling the algorithm
by a Markov chain and calculating chain’s absorption time,
we show that the average number of steps required by these
algorithms to enter this weak state can be lower than expected
at first glance and hence caution should be exercised when
estimating this number.
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I. INTRODUCTION

A variety of stream ciphers based on Linear Feedback

Shift Registers (LFSRs) were proposed in the last two

decades [12]. Although fast when implemented in hardware,

these ciphers do not have good performance when imple-

mented in software. One of the first stream ciphers not based

on LFSRs was RC4, designed in 1987 by Ron Rivest. RC4

was kept as a trade secret until it was leaked in 1994 by an

anonymous Internet post. Today, due to its simplicity and

speed, RC4 is probably the most commonly used stream

cipher. It is implemented in many protocols and applications

such as Secure Socket Layer (SSL), and Wired Equivalent

Privacy (WEP).

RC4 produces 8-bit keystream words, by slowly changing

an internal state which consists of a permutation of 8-

bit values and two counters. The ciphertext is obtained

by XOR-ing keystream bytes to the plaintext. From the

perspective of 32 and 64 bit processors, which are becoming

more common today, this is inefficient. RC4-like cipher that

would produce 32-bit or 64-bit keystream words would be

around 4-8 times faster, since an 8 bit operation on these

processors takes equal time as a 32, or 64 bit operation.

To address this problem, Gong et al. [14] proposed a

generalized version of RC4, namely RC4(n,m), where m
denotes the bit-length of the keystream output word. Later,

after an attack was discovered by Wu [20], another version of

this cipher [5] was introduced. Established names for these

ciphers are NGG(n,m) for the first version of RC4(n,m) and

GGHN(n,m) for the second version.

The internal state of RC4 includes an S table of 256 8-

bit values. The important property of this table is that, at

each step, it represents a permutation, i.e., all the possible

combinations of the m bit values appear in the table. In

NGG(n,m) and GGHN(n,m), the size of the table that would

be needed to store the whole permutation is 2m where m is

the keystream word size, which is impractical for m > 8.

Accordingly, smaller table of size N had to be used in both

versions of the ciphers where N = 2n << 2m represents

the table size and m is the keystream word size in bits.

Since a table can now hold only a subset of the possible

m bit values, to avoid distinguishing attack which would

test whether keystream words belong to only a subset of all

possible m-bit values, internal state update function had to

not only perform swap operation as in the original RC4 but

to introduce new values to the S table. In NGG, this was

done by replacing the S table element chosen as keystream

word by a sum of two other elements from the table at

each step. However, this was proven to be susceptible to an

attack [20] and GGHN(n,m) was proposed. In GGHN(n,m)

another counter, k, was introduced and attacks similar to

[20] are supposedly eliminated.

A. Our contribution

By weak state of GGHN, we denote a state in which k
and all the S table entries are even. Since the update and

output functions are defined as additions of these elements,

once the cipher reaches this weak state, it will remain in

it forever and the output keystream words will always be

even. Therefore, once GGHN is in a weak state, the least

significant bit of the plaintext words will be revealed only

by looking at the ciphertext.

In [5], it was noted that the probability that all state entries

as well as k become even is very low, 2−(N+1), which

implies that the average number of steps before GGHN(n,m)

enters weak state is O(2N ). In this paper we revisit this

claim and provide evidence that this number of steps is much

less than 2N .
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Based on our analysis, it follows that with GGHN-like ci-

phers that are based on non bijective S tables, caution should

be made when estimating the time needed for approaching

weak state.

The rest of the paper is organized as follows. In Section

2, we review the specifications of RC4, NGG and GGHN

ciphers. Section 3 gives an overview of some attacks on

these ciphers. In Section 4, we provide a brief theoretical

background for Markov chains. In Section 5, an idealized

model of GGHN-like ciphers is presented and then modelled

by a Markov chain. Section 6 presents a way to calculate

the absorption times for the defined chain. The conclusion

is given in Section 7.

II. RC4 AND GGHN SPECIFICATION

In all three ciphers, the size of the key is l bytes. Usually,

l = 8 or l = 16. The RC4 KSA procedure initializes the S
array to an identity permutation and then swaps each byte

with a pseudorandom element of the table. In RC4 PRGA,

two counters i and j are used. Counter i is publicly known

and j is incremented in a pseudorandom way. At each step,

element S[i] and S[j] are swapped. Element S[S[i] + S[j]]
is chosen as the output keystream byte. A pseudo code for

RC4 is shown in Fig. I.

NGG(n,m) is a family of ciphers defined by two pa-

rameters, n and m. The size of the S table is equal to

N = 2n, and the word size the cipher operates with is m. For

example, for NGG(8,32), the internal state table S consists

of 256 32-bit elements and produces keystream words that

are 32 bit long. The NGG KSA procedure initializes the

table to a predefined set of random values (one particular

set of these values is proposed in [14]). The scrambling part

of the KSA iterates operations of swap and addition on S
table entries. As for the NGG PRGA, it is similar to RC4

PRGA, with an additional update step which changes the

values in the table.

In GGHN(n,m), another pseudorandom counter, k, is

added to the algorithm. Again, the S table size is N = 2n

and the internal and keystream word size is m bits. The

GGHN KSA is similar to the NGG KSA with the only

difference is that it is repeated r times (it is recommended

to set r = 20 for n = 8). As for k, after it is initialized to

0 at the beginning of KSA, the S table entries are added to

it iteratively. In comparison to the NGG PRGA, the GGHN

PRGA makes use of a pseudorandom counter, k, both in

the update and the output steps. Instead of outputting plain

pseudorandom entry of the S table as in NGG, value masked

by k will constitute the keystream word. Similarly, new value

that will be written to the array depends on k. The pseudo

code of the algorithm is shown in Fig. II.

III. EXISTING ATTACKS

In this section, we provide a brief summary of some of

these results as well as existing attacks on NGG and GGHN.

KSA
Initialization:
For i = 0, ..255

S[i] = i
j = 0
Scrambling:
For i = 0, ..255

j = j +S[i]+K[i mod l]
Swap(S[i], S[j])

PRGA
Initialization:
i = j = 0
Loop:

i = i + 1
j = j + S[i]
Swap(S[i], S[j])
t = S[i] + S[j]
Output z = S[t]

Figure I
RC4 SPECIFICATION

KSA
Initialization:
For i = 0, ..N − 1

S[i] = ai

j = k = 0
Scrambling:
Repeat r times

For i = 0, ..N − 1
j = (j + S[i] + K[i

mod l]) mod N
Swap(S[i], S[j])
S[i] = (S[i] + S[j])

mod M
k = (k + S[i])

mod M

PRGA
Initialization:
i = 0
j = 0
Loop:

i = (i + 1) mod N
j = (j + S[i]) mod N
k = (k + S[j]) mod M
t = (S[i]+S[j]) mod N
out=(S[t] + k) mod M
S[t] = (k+S[i]) mod M

Figure II
GGHN(n,m) SPECIFICATION

The security of RC4 has been a subject of extensive

research effort. For example, the key schedule of RC4 was

examined in [3], [8], [9], [13], [15], [19], some distinguish-

ing attacks were presented in [2], [4], [9], [10], [16] and

internal state recovery attacks were presented in [7], [11].

In [20] it was shown that NGG is distinguishable from a

random sequence with only about 100 keystream words. The

attack relies on the fact that for three random S table entries,

relation S[X] = S[Y ] + S[Z] holds with biased probability,

due to the update step of NGG.

In [16], it was found that the least significant bit (LSB) of

NGG keystream word is biased, due to bias inducing state,

which occurs with probability 2−16 and implies that the LSB

of the output word is 0. Distinguisher based on this can

be built using 232.89 keystream words. This paper discusses

NGG in a broader context of ciphers that use arrays and

additions and shows that this family of ciphers is prone to

attacks due to bias inducing states.

In Klein’s work [6], in which RC4 used in WEP mode

is shown to be weak, NGG is also shown to be prone

to a similar attack which makes it insecure when IVs are
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concatenated to keys.

Just as with NGG, the least significant bit of the keystream

output is biased, due to a bias inducing state which occurs

with probability 2−16 and induces that the LSB of keystream

words is 0 with certainty [16]. The distinguisher can be built

upon 232.89 keystream words.

Tsunoo et al. [18] presented a distinguisher based on the

first two words of keystream associated with approximately

230 keys.

IV. MARKOV CHAINS BACKGROUND

In this section we briefly review the Markov chains, ab-

sorption states and a way to calculate the average absorption

times from the chain transition matrix [1].

A Markov chain can be described as follows. Let S =
{s1, s2, . . . sn} denote the set of states. The chain starts

in some state, and in each step, moves from one state to

another. The probability that the chain will move to certain

state sj depends only on its previous state si, and not on

any of the states before that. Therefore, we can write pij

for transition probabilities, denoting the probability that a

process will go from si to sj . The matrix P = (pij)r×r is

called the transition matrix. The beginning state of the chain

is usually described by a probability distribution over the set

S. The following lemma is a rudimentary result on Markov

chains.

Lemma 1: Let P be a transition matrix of a Markov chain

with set of states S = {s1, s2, . . . sr}. The pij entry of

matrix Pn then represents the probability that the chain,

starting in state si, will be in sj after n steps.

When a pseudorandom number generator that we are

modelling by a Markov chain enters the weak state, it cannot

go out of it anymore. This behavior corresponds to absorbing

state notion, known in Markov chain theory.

Definition 1: A state si of a Markov chain is called

absorbing state if pii = 1, i.e., if once entered, it is

impossible for the chain to leave it. A Markov chain is

called absorbing if it has at least one absorbing state and

if, from every state, it is possible to go to absorbing state

(not necessarily in one step). Non-absorbing states of an

absorbing chain are called transient states. When a chain

enters absorption state, we say that it got absorbed.

Lemma 2: In an absorbing Markov chain, the probability

that the process will be absorbed is 1.

To measure the number of steps needed for absorption, it

is convenient to order states from set S so that absorbing

states come at the end. Suppose that there are t transient

states and r absorbing states. Then, the transition matrix

will be of the form:
⎡
⎢⎣

Q R

0 Id

⎤
⎥⎦

where Id is the identity matrix and 0 is zero matrix. The

dimensions of Q, R, 0 and Id are t × t, t × r, r × t and

r×r, respectively. The matrix I-Q is called the fundamental
matrix and its inverse reveals information with respect to

absorption time. In particular, we use the following result.

Lemma 3: For an absorbing Markov chain, the matrix I-Q
is invertible. The ij-entry of (I-Q)−1 is the expected number

of times the chain is in state sj , given that it started from

si. The initial state is counted if i = j.

That way, the inverse of fundamental matrix gives infor-

mation on how many times will a process pass through each

state before absorption. We can now calculate the expected

number of steps before absorption. Namely, if we sum all the

values of i-th row of matrix (I-Q)−1, we get the expected

number of steps before absorption, given that a process starts

from state si.

V. MODELING GGHN(n,m) BY A CHAIN

As specified in GGHN PRGA procedure, counter i iterates

from 0 to N−1 and j and k are incremented in a pseudoran-

dom way. At each step, k is updated as k = (k +S[j]) mod

M , (S[(S[i] + S[j]) mod N ] + k) mod M element is sent

to the output and the S table is updated by S[(S[i] + S[j])
mod N ] = (k + S[i]) mod M .

To model GGHN-like ciphers, we idealize it as follows.

For the update step of k, we take k = (k + S[X]) mod

M where X is random variable taking values from 0 to

N − 1, thus approximating pseudorandom number j by a

uniformly distributed random value X . As for the output,

we model it as output = (S[Y ] + k) mod M , where Y is

a uniform random variable independent from X and takes

values from 0 to N−1 and substituting pseudorandom value

(S[i] + S[j]) mod N . Finally, for the update step, we take

S[Y ] = (k+S[Z]) mod M . Here we use already defined Y ,

and introduce Z, uniform random value independent of X
and Y , as substitution for counter i. The PRGA algorithm

of this idealized GGHN(n,m) is then modelled as follows:

k = k + S[X] mod M
output = k + S[Y ] mod M
S[Y ] = k + S[Z] mod M

Note that we do not initialize S by any KSA, but ran-

domly. An eventual bias towards even numbers in beginning

table may amplify the results given in the paper.

We say GGHN(n,m) is in weak state if all elements of S
as well as value k are even.

A. Defining the chain and calculating state transition prob-
abilities

We map each possible internal state of the cipher to a state

from the chain’s state set. Let Z(S) denote the number of

odd numbers in the S table. We say GGHN(n,m) is in state

(z, p) if Z(S) = z and p = k mod 2 for current S and k.

For example, if GGHN(8,32) is in state (130,0), that means
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that exactly 130 values in S are odd, and k is even. Since

Z(S) ∈ {0..N}, p ∈ {0, 1}, we have that for GGHN(n,m)

the number of states is equal to 2× (N + 1). It follows that

GGHN is in weak state if and only if it is in (0, 0) state.

Due to the independence between X , Y and Z and other

parts of internal state, this chain satisfies the Markovian

property. In other words, if current state is (z1, p1), proba-

bility distribution of next state (z2, p2) does not depend on

previous state (z0, p0) or states before that. In the following

theorem, we calculate state transition probabilities.

Theorem 1: Let state transition probabilities not men-

tioned in the table amount to zero. In rows 1-4 of the table,

let z = 1 . . . N . In rows 5-8 and 9-12 let z = 0 . . . N and

z = 0 . . . N − 1, respectively. Then, the table specifies state

transition probabilities of the defined chain.

State transition Probability

P [(z, 0) → (z − 1, 0)] (N−z
N )

2 × z
N

P [(z, 0) → (z − 1, 1)] ( z
N )3

P [(z, 1) → (z − 1, 0)] ( z
N )2 × N−z

N

P [(z, 1) → (z − 1, 1)] N−z
N × ( z

N )2

P [(z, 0) → (z, 0)] N−z
N × ((N−z

N )
2

+ ( z
N )2)

P [(z, 0) → (z, 1)] 2× ( z
N )2 × N−z

N

P [(z, 1) → (z, 0)] z
N × ((N−z

N )2 + ( z
N )2)

P [(z, 1) → (z, 1)] 2× (N−z
N )2 × z

N

P [(z, 0) → (z + 1, 0)] (N−z
N )2 × z

N

P [(z, 0) → (z + 1, 1)] z
N × (N−z

N )2

P [(z, 1) → (z + 1, 0)] N−z
N × ( z

N )2

P [(z, 1) → (z + 1, 1)] (N−z
N )3

Proof: Due to the fact that only one S table element is

updated at each PRGA iteration, the number of even values

in the table can either decrease by one, stay the same or

increase by one. Thus, all probabilities not mentioned in the

table are equal to 0.

Let P [even(·)] and P [odd(·)] denote the probability that

the enclosed argument is even and odd, respectively. We

prove rows 1-4 of the table. Let z = 1..N . Then,

P [(z, 0) → (z − 1, 0)] =
P [even(S[X])]× P [odd(S[Y ])]× P [even(S[Z])] =
N − z

N
× z

N
× N − z

N
.

P [(z, 0) → (z − 1, 1)] =
P [odd(S[X])]× P [odd(S[Y ])]× P [odd(S[Z])] =
z

N
× z

N
× z

N
.

P [(z, 1) → (z − 1, 0)] =
P [odd(S[X])]× P [odd(S[Y ])]× P [even(S[Z])] =
z

N
× z

N
× N − z

N
.

P [(z, 1) → (z − 1, 1)] =
P [even(S[X])]× P [odd(S[Y ])]× P [odd(S[Z])] =
N − z

N
× z

N
× z

N
.

Now let z = 0 . . . N . Then, rows 5-8 can be proven as

follows.

P [(z, 0) → (z, 0)] =
P [even(S[X])]× (P [even(S[Y ])]× P [even(S[Z]] +
P [odd(S[Y ])]× P [odd(S[Z])]) =
N − z

N
× (

N − z

N
× N − z

N
+

z

N
× z

N
).

P [(z, 0) → (z, 1)] =
P [odd(S[X])]× (P [even(S[Y ])]× P [odd(S[Z])] +
P [odd(S[Y ])]× P [even(S[Z])]) =
z

N
× (

N − z

N
× z

N
+

z

N
× N − z

N
).

P [(z, 1) → (z, 0)] =
P [odd(S[X])]× (P [even(S[Y ])]× P [even(S[Z])] +
P [odd(S[Y ])]× P [odd(S[Z])]) =
z

N
× (

N − z

N
× N − z

N
+

z

N
× z

N
).

P [(z, 1) → (z, 1)] =
P [even(S[X])]× (P [even(S[Y ])]× P [odd(S[Z])] +
P [odd(S[Y ])]× P [even(S[Z])]) =
N − z

N
× (

N − z

N
× z

N
+

z

N
× N − z

N
).

Proof of rows 9-12 is analogous to the proof of rows 1-4.

�

VI. ABSORPTION TIMES

To calculate the absorption time for the above defined

chain, we follow guidelines from section IV. First, we

encode states (z, p) (z = 0 . . . N , p = 0, 1) by numbers

from 0 to 2N + 1 using one-to-one function f(z, p) =
2N − 2z + 1 − p. Note that f((0, 0)) = 2N + 1, so in

this ordering, weak state of GGHN, in which there is 0

odd numbers in the S table and k is even, comes last, as

suggested in section IV. The transition matrix P indexed

from 0 to 2N + 1 in both dimensions will contain value

P [(z0, p0) → (z1, p1)] (given by Theorem 1) at index (i, j),
where i = f(z0, p0) and j = f(z1, p1). Then, discarding last

row and last column gives matrix Q and B=I-Q represents

the fundamental matrix. Finally we calculate B−1 and then,

the sum of i-th row of this matrix represents average number

of steps GGHN will take before absorption if the algorithm

started from f−1(i) state. We approximate the beginning

state distribution by assuming that half of the numbers in

S table are odd and value k is even and thus we take the
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sum of f((N/2, 0)) row as an estimate for the expected

absorption time of the defined chain. Using the above model,

the absorbtion time for n = 6 is 239.1 << 264.

It should be noted that, unlike this idealized model of

GGHN, it is not guaranteed for the original GGHN to enter

the weak state. Instead, it can enter a cycle with respect to

least significant bit [21]. This kind of cycles occurs if all

LSB internal state values at different i = 0 moments are

equal and this repeats to infinity.

VII. CONCLUSION

In this paper, we showed that GGHN-like ciphers with

table size N may need substantially less than 2N steps to

enter a weak state. This was done by modelling an idealized

GGHN(n,m) by a Markov chain, and calculating chain’s

absorption time.
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