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Abstract—Using a heuristic search combined with some alge-
braic techniques, several examples for ��-variable Boolean func-
tions with nonlinearity ���, algebraic degree �, and resiliency de-
gree �, were constructed. This construction affirmatively answers
the open problem about the existence of such functions.

Index Terms—Boolean functions, cryptography, resilient func-
tions.

I. INTRODUCTION

R ESILIENT functions [3], [5], [8] are an important class
of Boolean functions. These functions play a central role

in several cryptographic applications, especially stream cipher
design. Let denote an -variable, -resilient
Boolean function with algebraic degree and nonlinearity .
The existence of ( ) functions has been an open
problem [9].

In this correspondence, we answer this question affirmatively
by providing some examples for these functions, which we were
able to obtain using simulated annealing (SA) heuristic opti-
mization [1] in which the search space has been reduced dra-
matically by utilizing some of the algebraic properties of the

functions. For basic definitions, a review of some
of the recent results and open problems related to resilient func-
tions, the reader is referred to [4], [8].

Definition 1: The Hadamard–Walsh transform of
is defined by

where denotes the dot product between and over .

In terms of the Walsh spectrum, the nonlinearity of is given
by

Let denote the resiliency degree of . Then

for
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where denotes the Hamming weight of [3].
The following lemmas will be used in our construction.

Lemma 1: If and . Then
[8].

Throughout the rest of this paper, let denote
a Boolean function constructed from the concatenation of two
Boolean functions and .

Lemma 2: The Walsh transform of is given by

Lemma 3: .
Let . For , we define

if
if

The definition of can be extended to -tuples as

Definition 2: A Boolean function is called rotation
symmetric (RSBF) if for each input

for .
RSBFs were first introduced in cryptography in [2], [6].

II. REDUCING THE SEARCH SPACE

Different optimization heuristics have been used to construct
examples for Boolean functions with several desirable crypto-
graphic properties (e.g., [1], [7], [4]). In our case, using spectral
inversion [1] does not present an attractive option. In particular,
while we know that for a ( ) function, satisfies

if
if
for all

(1)

these constraints do not allow us to specify the possible distribu-
tions of . Our main observation is that the search space can be
reduced dramatically by noting that a ( ) function, ,
may be constructed by concatenating two RSBFs
and that satisfy the following constraints:

if
if
if

(2)

. The first constraint in (2) follows from Lemma 3 which
specifies that . The second constraint follows from
Lemma 2 and the nonlinearity of . The third constraint also
follows from the nonlinearity of . This observation reduced
the search space to [10].
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TABLE I
TWO EXAMPLES FOR (��� �� �� ���) FUNCTIONS

It is worth noting that our search with the restriction that
, while theoretically possible, did not yield

any useful results. The search procedure can be summarized as
follows:

• Use SA to obtain a -variable RSBF, , that satisfies the
constraints in (2). During this stage, the following cost
function is used:

cost

where . Note that, in the second term of the cost
function above, we do not penalize the Walsh coefficients
that confirm the divisibility requirements (see Lemma 1).

• Once is found, use SA to obtain a -variable RSBF, ,
that minimizes the following cost function

where .

• Test if is a ( ) function. Since it
is not guaranteed that a solution exists for every with
the constraints above, if the SA search for failed for a
predetermined number of steps, then go to step 1 and find
another .

Table I shows, in hexadecimal notation, two examples for
( ) functions constructed by our search. The alge-
braic immunity (AI) of both functions is .
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[10] P. Stănica and S. Maitra, “A constructive count of rotation symmetric
functions,” Inf. Process. Lett., vol. 88, pp. 299–304, 2003.

Wen Ming Liu received the B.Sc. and M.Sc. degrees from Fuzhou University,
China in 1994 and 1997, respectively.

He is currently a Research Assistant at the Concordia Institute for Information
Systems Engineering (CIISE), Concordia University. His main research inter-
ests are in the area of analysis and design of cryptographic Boolean functions.

Amr Youssef (SM’06) received the B.Sc. and M.Sc. degrees from Cairo Uni-
versity, Cairo, Egypt, in 1990 and 1993, respectively, and the Ph.D. degree from
Queens University, Kingston, ON, Canada, in 1997.

Before joining Concordia Institute for Information Systems Engineering at
Concordia University, he worked for Nortel Networks, the Center for Applied
Cryptographic Research at the University of Waterloo, IBM, and Cairo Uni-
versity. His main research interests are in the area of cryptology and network
security.


