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point of access comes equipped with Gpub. Whenever someone re-
quires an asset, the corresponding Fuzzy Sketch with trapdoor is com-
puted. Depending on context, the access point sends the sketch at once
or sends regularly a list containing several sketches to the authority.
Hence, using the original personal data in the central database, the
authority can apply the correction function with the trapdoor and so
comparing with its reference, the authority can take the appropriate de-
cision. This application is intended to protect the processing and the
transmission to the database of personal data.

Now, suppose we want to avoid an attacker to have access to per-
sonal data in the database or to learn the membership of a given person
directly from the database. We then construct the central database, not
with personal data, but with the corresponding fuzzy sketches. Hence
without the trapdoor, an attacker would not succeed in using the correc-
tion function Cortrap (or an equivalent one), and so would not be able
to link a personal data to a fuzzy sketch stored in the database. How-
ever, the authority, which possesses the knowledge of the trapdoor, can
compute Cortrap when an access point sends it data.

V. CONCLUSION

We show how to include a trapdoor into the Fuzzy Sketches of Juels
and Wattenberg.

This renewal in the utilization of the cryptosystem of McEliece can
also be viewed as a way of encrypting fuzzy data. And we hope that this
will incite to retainmore attention on public-key cryptosystem based on
error-correcting codes. In particular, the correction capacity of—what
we call—McEliece channel (errors that can be added to a hard instance
of the cryptosystem of McEliece and corrected) has to be improved.

We give two examples of use of our ideas in Section IV and hope
that our work might serve as inspiration for future work in this area,
leading to new applications.
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Abstract—Using a heuristic search technique, several examples for
9-variable Boolean functions with nonlinearity 240, algebraic degree 5,
and resiliency degree 3 were constructed. This construction affirmatively
answers the open problem about the existence of such functions.
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I. INTRODUCTION

Resilient functions are an important class of Boolean functions.
These functions play a central role in several cryptographic applica-
tions [1], especially stream cipher design [2].

For basic definitions, a review of some recent results, and open prob-
lems related to resilient functions construction, the reader is referred to
[3]–[5].

Let (n;m; d;NL) denote an n-variable, m-resilient Boolean func-
tion with algebraic normal form degree d and nonlinearity NL. Simi-
larly, let [n;m; d;NL] denote an unbalanced correlation immune func-
tion with the same notation as above.

Previous results have yielded [9; 3; 5; 240] functions. However, the
existence of (9; 3; 5; 240) has been an open problem [5].

In this short correspondence, we answer this question affirmatively
by providing some examples, obtained using a heuristic search tech-
nique, for these functions.

Throughout the rest of this section, we present some definitions and
preliminaries used by our search procedure.
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The Hadamard–Walsh transform of f : Zn
2 ! Z2 is defined by

F (w) =
x2Z

(�1)f(x)(�1)w�x

where w � x denotes the dot product between w and x, i.e.,

w � x =

n

i=1

wixi:

If f is a resilient function of degree m, then F (w) = 0 for all w with
Hamming weight less than or equal to m [6].

Lemma 1: The spectrum of any (n;m;�; 2n�1 � 2m+1) function
is necessarily a three-valued function (0;�2m+2), noting that m >
bn=2� 2c [3].

These functions with three-valued spectrum are known as plateaued
functions [8].

Lemma 2: The algebraic degree of the function (n;m;�; 2n�1 �
2m+1) is always maximum and equal to n �m� 1 [9].

Definition 1: f1 : Zn
2 ! Z2 and f2 : Zn

2 ! Z2 are said to
have nonoverlapping Walsh transform coefficients iff F1(w) 6= 0 )
F2(w) = 0 and F2(w) 6= 0 ) F1(w) = 0 for all w 2 Zn

2 .

II. RESILIENT FUNCTIONS CONSTRUCTION BY SPECTRAL INVERSION

Clark et al. [7] introduced the idea of Boolean functions construc-
tion by spectral inversion and applied it for the construction of several
cryptographic functions of interest. The basic idea is to start with a
set of Walsh coefficients that satisfy the required constraint. However,
since it is not guaranteed that such a spectrum will be the Walsh spec-
trum for some Boolean function, our problem is reduced to finding a
permutation such that when it is applied to this set, the resulting func-
tion obtained by applying the inverse Walsh transform to the permuted
spectrum is Boolean. While a few permutations, after inverse Walsh
transform, will correspond to Boolean functions, most will not. With
each permutation, we associate a cost that indicates how far the per-
muted spectrum is from the spectrum of a valid Boolean function. The
objective function, to be minimized, by our search1 is given by [7]

s2Z 2

j
w2Z

F (w)F (w � s))j:

Direct application of spectral inversion technique to construct a
(9; 3; 5; 240) function proved to be not successful [7] because of the
huge permutation search space.

The following lemma follows directly from the basic definition of
the Walsh transform.

Lemma 3: Let f : Zn+2
2 ! Z2 be the function obtained from

the concatenation of f1, f2, f3, and f4, fi : Zn
2 ! Z2, i.e., f =

[f1jf2jf3; f4]. Then the Walsh transform F of f is given by

F = [ F1 + F2 + F3 + F4jF1 � F2 + F3 � F4j

F1 + F2 � F3 � F4jF1 � F2 � F3 + F4 ] :

Lemmas 1–3 indicate that it is possible to construct an (n;m; n �
m�1; 2n�1�2m+1) function wherem > bn

2
�2c from the concate-

nation of four (n � 2;m; n �m � 3; 2n�3 � 2m+1) functions with
nonoverlapping Walsh coefficients, if such four functions exist.

1Our heuristic permutation search is based on a modified version of particle
swarm optimization (PSO) [10], [11]. Details of PSO are outside the scope of
this correspondence.

TABLE I
TWO EXAMPLES FOR (9; 3; 5; 240) FUNCTIONS

Thus, the search for (9; 3; 5; 240) functions is reduced to finding
four (7; 3; 3; 48) functions with nonoverlapping spectrum coefficients.
This helps us in reducing the search space dramatically compared to the
direct search for a (9; 3; 5; 240) function. The search algorithm starts
by finding one (7; 3; 3; 48) function, f1 using spectral inversion, then
proceeding to find the next function fi, i = 2; 3; 4 with the following
additional conditions on its Walsh transform:

Fi�j(w) 6= 0)Fi(w) = 0 and Fi(w) 6= 0) Fi�j(w) = 0

where 1 � j � i � 1.
Table I shows, in hexadecimal notation, two examples for

(9; 3; 5; 240) functions obtained, in few minutes, by our search.
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