
IEEE SIGNAL PROCESSING LETTERS, VOL. 15, 2008 77

On the Security of a Cryptosystem Based
on Multiple-Parameters Discrete Fractional

Fourier Transform
Amr M. Youssef, Senior Member, IEEE

Abstract—Pei and Hsue (IEEE SIGNAL PROCESSING LETTERS,
Vol. 13, No. 6, pp. 329–332, June 2006) proposed an encryption
scheme based on multiple-parameter discrete fractional Fourier
transform. We show that all the building blocks of this scheme are
linear, and hence, breaking this scheme, using a known plaintext
attack, is equivalent to solving a set of linear equations.

Index Terms—Discrete fractional Fourier transform, media se-
curity, multimedia signal processing, multiple-parameter discrete
fractional Fourier transform.

I. INTRODUCTION

THE discrete fractional Fourier transform (DFRFT) [1],
[2] is a generalization of the discrete Fourier transform

(DFT) with one additional order parameter. Pei and Hsue [3]
extended the DFRFT to have order parameters, where is
the number of the input data points, and showed that the pro-
posed multiple-parameter discrete fractional Fourier transform
(MPDFRFT) has all of the desired properties for fractional trans-
forms. They also exploited the multiple-parameter feature of the
MPDFRFT and proposed the double random phase encoding
in the MPDFRFT domain for encrypting digital data. Based on
their experimental results, Pei and Hsue argue that their proposed
scheme in the MPDFRFT domain significantly enhances data
security. In particular, they claim that when this scheme is used
to encrypt a 256 256 image, the algorithm cracking time on
a PC (Pentium 4, 2.4-GHz CPU) is about .

In this short letter, we analyze the security of the MPDFRFT
encryption scheme. Our analysis shows that all the building
blocks of this scheme are linear, and hence, breaking this
scheme, using a known plaintext attack, is equivalent to solving
a set of linear equations.

Using the same notation as in [3], Fig. 1 shows the encryption
process of the double random phase encoding in the MPDFRFT
domain. The operation denotes an element-by-element mul-
tiplication operations of the two operand matrices.

The 2D-MPDFRFT of a given data matrix with
parameter vectors is given by
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where and are the N-point and M-point MPDFRFT ma-
trices, respectively, and and are the parameter vectors of sizes

and , respectively.
and denote the two

random phase matrices, where and , as well as
and are both white and uniformly

distributed in .
The order parameters of the 2D-MPDFRFT, i.e., ,

as well as the two random phase matrices, are used as the en-
cryption key.

For further details about the MPDFRFT encryption, the
reader is referred to [3]. Related works on optical encryption
schemes and their vulnerabilities can be found in [4]–[6].

II. SECURITY OF THE MPDFRFT ENCODING ALGORITHM

Schneier [7] provides a nice introduction to different types of
cryptanalytic attacks. A mathematical treatment can be found
in [8].

The attack described here is a known plaintext attack, i.e., we
assume that the cryptanalyst can observe some of the plaintext
and its corresponding ciphertext blocks. One should note that
the size of the key required to encrypt an image is much
larger than the size of the image itself, and hence, the assumption
that the same encryption key will be used for encrypting sev-
eral input images is a realistic assumption; otherwise, the user
is better off using the theoretically secure one-time pad algo-
rithm [8].

The interested reader is referred to [7] for different scenarios
on how to apply this kind of attack in practice.

From Fig. 1, it is clear that we can think of the double random
phase encoding algorithm as an iterative cipher with two rounds.
Each round consists of simple matrix multiplication operations
which are linear operation. Since the composition of linear op-
erations is also linear, hence, the whole round function is also
linear.

To avoid unnecessary complex mathematical notation, we
will illustrate our observation using a toy version of the algo-
rithm with . Consider one round of the algorithm
shown in Fig. 1. Let
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Fig. 1. Encryption process of the double random phase encoding in the MPDFRFT domain [3].

It is straightforward to show that the elements of the first round
output matrix, , are related to the elements of the plaintext
input matrix, , by the following linear relation:

(1)

From the above argument, it follows that the encoding
process of the random phase encoding in the MPDFRFT do-
main is linear irrespective of the number of rounds. Let and

denote the vectors obtained by concatenating the elements
of the input plaintext matrix and the output ciphertext matrix

, respectively, as in (1). Then, for any arbitrary number of
rounds, the relation between the ciphertext vector, , and the
plaintext, , can always be described by a linear relation of
the form

where is an key-dependent matrix whose ele-
ments can be recovered using known plaintext-ciphet-
text pairs. While the complexity of solving the above system of
equations using Gaussian elimination is given by ,
other more advanced techniques can reduce this complexity to

[10], [11]. For 256 256 images, the com-
plexity of the Gaussian elimination is given by which
requires much shorter time than the years claimed
in [3].

III. CONCLUSION

We showed that the multiple-parameters discrete fractional
Fourier transform encryptions algorithm is linear, and hence,
it is insecure. We do not claim any novelty in the presented
attack. In fact, as it was noted by one of the anonymous re-
viewers that the above system is almost a typical textbook ex-
ample of an insecure cipher. On the other hand, and although
a minimum requirement for any cryptosystem is that it should

be secure, we still need to mention some points regarding the
performance of the above class of algorithms. Since all the el-
ements of the matrices above are complex numbers, hence, the
encryption process requires floating point operations which are
much slower than the typical operations required by modern
symmetric key ciphers. One should also note that there is a large
data expansion associated with the encryption process because,
unlike the plaintext, the ciphertext belongs to the set of com-
plex numbers. Thus, current standard algorithms such as AES
[9] outperform the above system in terms of both encryption
speed, bandwidth, and storage requirements. In fact, we recom-
mend the use of standard algorithms in practical applications,
including multimedia applications, since these standards have
undergone extensive cryptanalytic reviews and are optimized to
achieve a good tradeoff between security and performance.
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