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Abstract NTRUEncrypt is a parameterized family of
lattice-based public key cryptosystems. Similar to other pub-
lic key systems, it is susceptible to fault analysis attacks. In
this paper, we investigate several techniques to strengthen
hardware implementations of NTRUEncrypt against this
class of attacks. In particular, by utilizing the algebraic
structure of the cipher, we propose several countermea-
sures based on error detection checksum codes, and spa-
tial/temporal redundancies. The error detection capabilities
of these countermeasures, as well as their impact on the
decryption throughput and area, are also presented.

Keywords NTRUEncrypt · Side channel attacks ·
Fault analysis countermeasures · Public key cryptography

1 Introduction

The NTRU encryption algorithm, also known as NTRU-
Encrypt, is a parameterized family of lattice-based public
key cryptosystems [1,2]. Both the encryption and decryp-
tion operations of NTRUEncrypt are based on simple poly-
nomial multiplication which makes it very fast compared to
other alternatives such as RSA, and elliptic-curve-based sys-
tems [3]. Because of its efficiency and promising security,
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NTRUEncrypt has been accepted to the IEEE P1363 stan-
dards under the specifications for lattice-based public-key
cryptography. In April 2011, Security Innovation, the com-
pany behind the NTRU cryptosystems, announced that its
NTRUEncrypt algorithm has been approved by the Accred-
ited Standards Committee X9 as a new encryption standard
to protect data for financial transactions.

Fault analysis is an example of side channel attacks in
which the attacker is assumed to be able to induce faults in
the cryptographic device and observe the faulty output. Then,
by careful inspection of the faulty output, the attacker can
recover secret information, such as the secret inner state or
the secret key. Fault attacks were first introduced by Boneh et
al. [4] where they described attacks that target the RSA public
key cryptosystem by exploiting a faulty Chinese Remainder
Theorem (CRT) computation to factor the public modulus.
Subsequently, fault analysis attacks were extended to other
digital signature schemes, block ciphers, and stream ciphers
(e.g., see [5–7]).

A practical fault analysis attack against NTRUEncrypt
was presented in [9]. The used fault model is the one in which
the attacker is assumed to be able to fault a small number of
coefficients of the polynomial input to (or output from) the
second step of the decryption process but cannot control the
exact location of injected faults. For the original instantiation
of the NTRUEncrypt system with parameters (N , p, q), the
attack succeeds with probability ≈1 − 1

p and when the num-
ber of faulted coefficients is upper bounded by t , it requires
O((pN )t ) polynomial inversions in Z/pZ[x]/(x N − 1).

In this paper, we investigate several techniques to
strengthen hardware implementations of NTRUEncrypt
against this class of fault analysis attacks. In particu-
lar, by utilizing the algebraic structure of the cipher, we
propose several countermeasures based on error detection
codes, and spatial/temporal redundancy. The impact of these
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countermeasures on the throughput and area is investigated
and FPGA implementation results are presented.

It should be noted that a fault analysis attack on the
NTRUSign digital signature scheme was presented in [8]
where the authors also provided some discussion on how
to protect NTRUSign from the proposed attack. The main
resemblance of NTRUEncrypt and NTRUSign is that both of
the two systems rely on the use of the polynomial convolu-
tion operations. However, unlike many public key cryptosys-
tems, such as RSA, where the signature scheme is almost
identical to the decryption process, this is not the case for
the NTRU system where NTRUSign does not bear such a
close resemblance to the decryption process in NTRUEn-
crypt. Furthermore, in [8], the use of error detection codes
as a protection mechanism was explicitly excluded since
NTRUSign employs a non-linear operation that prevents the
possibility of utilizing linear error detection coding schemes.
Also, unlike this paper, the work in [8] does not present any
hardware implementation and does not provide any concrete
analysis in terms of time/area trade-off between the proposed
protection methods.

The rest of the paper is organized as follows. In the
next section, we briefly review the relevant details of the
NTRUEncrypt algorithm. The hardware implementation of
the NTRUEncrypt decryption process is described in Sect. 3.
The fault analysis attack on NTRUEncrypt is reviewed in
Sect. 4 and the proposed countermeasures against this attack
are presented in Sect. 5. The hardware implementations of
the different countermeasures and their overhead are ana-
lyzed in Sect. 6. Section 7 presents some simulation results
for the fault coverage of the proposed schemes and provides
a some comparison between them. Finally, our conclusion
and future works are given in Sect. 8.

2 Description of NTRUEncrypt

The NTRUEncrypt algorithm is a lattice-based public key
cryptosystems that is parameterized by three integers: (N , p,

q), where N is prime, gcd(p, q) = 1 and p << q. Let R, Rp,
and Rq be the polynomial rings

R = Z[x]
x N − 1

, Rp = Z/pZ[x]
x N − 1

, Rq = Z/qZ[x]
x N − 1

.

The product of two polynomials a(x), b(x) ∈ R is given by

a(x) � b(x) = c(x)

=
N−1∑

k=0

ck xk

where

ck =
∑

i+ j≡k mod N

ai b j , 0 ≤ k ≤ N − 1. (1)

For any positive integers d1 and d2, let τ(d1, d2) denote the
set of ternary polynomials given by

⎧
⎨

⎩a(x) ∈ R :
a(x) has d1 coefficients equal to 1,
a(x) has d2 coefficients equal to −1,

all other coefficients equal to 0

⎫
⎬

⎭

In what follows, we briefly describe the key generation,
encryption and decryption operations in the NTRU cryp-
tosystem [1].

2.1 Key generation

– Choose a private f (x) ∈ τ(d f , d f − 1) that is invertible
in Rq and Rp.

– Choose a private g(x) ∈ τ(dg, dg).
– Compute fq(x) = f −1(x) in Rq and Fp(x) = f −1(x)

in Rp.
– Compute h(x) = fq(x) � g(x) in Rq .

The polynomial h(x) is the user’s public key. The corre-
sponding private key is the pair ( f (x), Fp(x)). The inverse
function of a truncated polynomial can be calculated using
the “Almost Inverse Algorithm” presented in [11]. The fol-
lowing steps denote the encryption operations for plaintext
m(x) ∈ Rp.

2.2 Encryption

– Choose a random ephemeral key r(x) ∈ τ(dr , dr ).
– Compute the ciphertext e(x) = pr(x) � h(x) + m(x)

mod q.

2.3 Decryption

– Compute a(x) = f (x) � e(x) mod q.
– Compute b(x) =Centerlift(a(x)) such that its coefficients

lie in the interval (−q/2, q/2].
– Compute m = Fp(x) � b(x) mod p.

Table 1 shows some suggested choices for (N , p, q) for
different security levels of the original NTRUEncrypt algo-
rithm [10].

Table 1 The parameter sets for NTRU in [10]

N p q d f dg dr

Moderate security 167 3 128 61 20 18

High security 263 3 128 50 24 16

Highest security 503 3 256 216 72 55
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3 Hardware implementation of the NTRUEncrypt
decryption process

As explained in Sect. 2.3, the decryption operation is per-
formed in three steps: the convolution multiplication a =
f � e mod q, the Centerlift operation b = Centerlift(a(x)),
and finally the convolution multiplication Fp � b mod p.
Figure 1 shows a hardware architecture that can be used to
implement the first step.

In matrix form, the convolution operation a(x) = e(x) �

f (x) mod q can be expressed as

⎛

⎜⎜⎜⎜⎜⎜⎝

a0

a1

·
·
·

aN−1

⎞

⎟⎟⎟⎟⎟⎟⎠
=

⎛

⎜⎜⎜⎜⎜⎜⎝

e0 eN−1 . . . e1

e1 e0 . . . eN−2

· · · ·
· · · ·
· · · ·

eN−1 eN−2 . . . e0

⎞

⎟⎟⎟⎟⎟⎟⎠

⎛

⎜⎜⎜⎜⎜⎜⎝

f0

f1

·
·
·

fN−1

⎞

⎟⎟⎟⎟⎟⎟⎠

=

⎛

⎜⎜⎜⎜⎜⎜⎝

( f0 × e0+ f1 × eN−1+. . .+ fN−1 × e1) mod q
( f0 × e1+ f1 × e0+. . .+ fN−1 × eN−2) mod q

·
·
·

( f0×eN−1+ f1×eN−2+. . .+ fN−1×e0) mod q

⎞

⎟⎟⎟⎟⎟⎟⎠
.

(2)

Since f j ∈ {0, 1,−1}, 0 ≤ j ≤ N − 1, then the mul-
tiplication ei × f j can be replaced by 0, +ei and −ei , for
f j = 0, 1 and −1, respectively. The value of each coefficient
f j is encoded into two bits, f j [0] and f j [1] as follows:

f j = 0 −→ f j [1] = 0, f j [0] = 0,

f j = 1 −→ f j [1] = 0, f j [0] = 1,

f j = −1 −→ f j [1] = 1, f j [0] = 1.

Thus, as depicted in Fig. 1, f j [1] can be used to decide
whether the operation performed corresponds to addition
or subtraction and f j [0] can be used to decide whether we

Fig. 1 Hardware architecture
for performing the convolution
multiplication f � e mod q in N
clock cycles
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Fig. 2 Hardware architecture
for performing the convolution
multiplication Fp � b in N clock
cycles

input a 0 to the adder/subtraction module or we input the
corresponding ei coefficient. Since the computation of each
coefficient in a(x) requires N clock cycles and since the cir-
cuit shown in Fig. 1 performs the computation for all the
coefficients at the same time (each rectangle in the bottom
part of Fig. 1 performs the computation of one correspond-
ing column in the upper part of the figure), then the final
result of the convolution multiplication is produced in N
clock cycles. Other hardware architectures that allow the cal-
culation of the convolution operation in less than N clock
cycles, at the expense of additional area, were reported in the
literature (e.g., see [12–14]). The second step of the decryp-
tion process is the Centerlift operation which ensures that the
coefficients of b(x) lie in the interval (−q/2, q/2]. For step 3,
the coefficients of b(x) are reduced mod p and the convo-
lution multiplication Fp � b mod p is calculated as shown
in Fig. 2. In this case, the multiplication between the coeffi-
cients of b(x) and Fp(x) [also see (6)] has to be performed
by a multiplication (modulo p) circuit and cannot be sim-
plified into addition/subtraction as we did for the circuit that
calculates f � e.

4 Fault analysis of NTRUEncrypt

In this section, we briefly review the attack proposed in [9].
Similar to the case of attacking any public key cryptosys-
tem, this fault attack targets the decryption process which, as
explained in the previous section, contains three main oper-
ations.

The attacker is assumed to be able to fault a small number
of coefficients of the polynomial input to (or output from) the
second step of the decryption process but cannot control the
exact location of the injected fault. In particular, as depicted
in Fig. 3, the attacker is assumed to be able to fault small
number of coefficients of the polynomial input to (or output
from) the Centerlift operation. Thus, the output of the faulty
decryption process can be expressed as:

m̂(x) = Fp � (b(x) + ε(x)) mod p (3)

where ε(x) = ∑t
j=1 εi j x i j ∈ Rq , 0 ≤ i j < N , denotes

the resulting error polynomial with t non-zero coefficients in
the locations corresponding to the injected faults. Thus, the
attacker can calculate
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(a) (b)

Fig. 3 Modelling the decryption process after inducing faults: a before
the Centerlift operation or b after the Centerlift operation

�m(x) = m̂(x) − m(x) = εp(x) � Fp(x) mod p, (4)

where εp(x) = ε(x) mod p.
Then, the attacker can obtain candidates for the secret key

as

f (x) = (�m(x))−1 � εp(x) mod p (5)

by exhaustively trying all possible values for εp(x) with
the pre-specified small number of non-zero coefficients. The
right secret key can be determined by performing the encryp-
tion process on the ciphetext and comparing the result with
the original plaintext. Further details can be found in [9].

5 Countermeasures

To secure cryptographic devices against fault attacks, proper
countermeasures have to be applied to detect any transient
or permanent faults and prevent the attacker from access-
ing the faulty output by immediately disabling the device
output or resting all the output bits to 0s. Several tech-
niques of fault detection have been investigated [15]. These
techniques include error detection codes and redundancy-
based techniques. In what follows, we investigate different
approaches to deploy the above fault detection techniques in
hardware implementations of NTRUEncrypt and study the
trade-off between the fault coverage and the hardware area
and throughput overheads.

5.1 Spatial and temporal duplication

Applying spatial duplication to the decryption process is
quite straightforward. Spatial duplication requires redundant
hardware to allow independent calculations so that faults
injected into one hardware unit do not affect (in the same
way) the other unit(s).

5.1.1 Decryption–decryption

Figure 4 shows the case where error detection is achieved by
duplicating the decryption operation. Throughout our work,
we exclude the possibility of higher order faults where the

attacker is able to fault the error detection circuity, e.g., by
forcing the multiplexer in Fig. 4 to always output m irrespec-
tive of the value of its error control signal.

While full spatial duplication has practically no impact
on throughput and it can detect both permanent and transient
faults, the associated area overhead is considerable. Instead, a
large saving in the area can be achieved by utilizing temporal
redundancy. A naive implementation of this approach would
practically double the decryption time. In our implementa-
tion, the convolution operation f �e required by the redundant
decryption computation is performed at the same time when
the convolution operation Fp �b is performed since the hard-
ware module that performs the f �e product is different from
the one that performs the Fp �b product (see the correspond-
ing dotted blue lines in Fig. 8). Thus, the decryption time
grows from ≈2N for the case with decryption-only to ≈3N
for the system with decryption–decryption redundancy.

5.1.2 Decryption–rotation–decryption

Applying temporal redundancy only will not detect perma-
nent faults. The following lemma shows how this limitation
can be alleviated by applying the redundant decryption oper-
ation on a related ciphertext.

Lemma 1 Let e(s)(x) ∈ R denote an s-cyclically shifted
version of e(x) = ∑N−1

i=0 ei xi , 0 < s ≤ N − 1, i.e.,
e(s)(x) = (e(x) >>> s) (In other words, the coefficients
of e(s)(x) are obtained by rotating the coefficients of e(x)

by s positions). Then, the plaintext m̀ corresponding to the
decryption of e(s)(x) is equal to (m(x) >>> s) where m(x)

is the plaintext corresponding to the decryption of e(x).

Proof Since the coefficients of e(s)(x) are obtained by rotat-
ing the coefficients of e(x) by s positions, then we have
e(s)(x) = ∑N−1

i=0 ei xi+s (mod N ) = xs � e(x).
Let à and b̀ denote the intermediate computation results

during the decryption of e(s)(x). Then, we have

à = e(s)(x) � f (x) mod q
= (xs � e(x)) � f (x) mod q
= xs � (e(x) � f (x)) mod q
= xs � a(x) ⇒

b̀ = Centerlift (à)

= xs � Centerlift (a(x))

= xs � b(x) ⇒
m̀ = b̀ � Fp(x) mod p

= (xs � b(x)) � Fp(x) mod p
= xs � (b(x) � Fp(x)) mod p
= xs � m(x).

�	
Thus, in order to detect permanent faults when temporal

redundancy is utilized, the redundant computation can be per-
formed using a rotated version of the ciphertext and the two
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Fig. 4 Detecting errors using
the duplication method
(decryption followed by
decryption). When temporal
redundancy is used, à(x) is
calculated at the same time
when m(x) is being calculated
using the same hardware that is
used to calculate a(x)

Fig. 5 Detecting errors using
the duplication method
(decryption of a ciphertext and
its rotated version)

plaintexts are compared as shown in Fig. 5 where resource
sharing and pipelining are used between the two decryption
processes in the same way we as did when no rotation was
employed.

5.2 Error-detecting codes (EDCs)

The basic idea of code-based fault detection schemes is that
a checksum code for the output of a given module can be

predicted from the input to this module and consequently
it can be compared to the actual checksum code calculated
from the output data. The disadvantage of this technique is
that corrupted bits may affect the code in such a way that
errors may not be detected.

Unlike the case of symmetric key ciphers where traditional
parity-based error detection codes [over G F(2)] are some-
what straightforward to derive for the intermediate compu-
tation steps of the cipher, this does not seem to be the case
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Fig. 6 Detecting errors using
checksum EDC from Lemma 2

for many public key systems including NTRUEncrypt. On
the other hand, the algebraic properties of the polynomials
convolutional product allow us to develop simple check sum
fault detection techniques which detect both transient and
permanent faults.

The following lemmas will be utilized in the development
of our EDC based techniques.

Lemma 2 Let e(x) = ∑N−1
i=0 ei xi , m(x) = ∑N−1

i=0 mi xi ,

and a(x) = ∑N−1
i=0 ai xi , b(x) = ∑N−1

i=0 bi xi denote the
ciphertext, plaintext and intermediate computation results
as defined in Sect. 2.3. Then, we have
(

N−1∑

i=0

ei

)
mod q =

(
N−1∑

i=0

ai

)
mod q =

(
N−1∑

i=0

bi

)
mod q

Proof In matrix form, the convolution operation a(x) =
e(x) � f (x) mod q can be expressed as shown in (2).

Thus, we have

(
N−1∑

k=0

ak

)
mod q =

⎛

⎝
N−1∑

k=0

ek ×
N−1∑

j=0

f j

⎞

⎠ mod q.

From the key generation process, we have f (x) ∈
τ(d f , d f − 1). Thus

∑N−1
j=0 f j = 1. Consequently, we have

(
N−1∑

k=0

ak

)
mod q =

(
N−1∑

k=0

ek

)
mod q.

The second part of the lemma follows by noting that from
the definition of the Centerlift operation, we have ai = bi

mod q, i = 0, . . . , N − 1. �	

Figure 6 shows how the checksum equation of Lemma 2
can be applied to implement error detection for errors inserted
before or after the calculation of the Centerlift operation (cor-
responding to Fig. 3a and b, respectively).

Let b̂(x) = b(x)+ ε(x) denote the faulty polynomial cor-
responding to b(x), where ε(x) = ∑t

i j =1 εi j x i j ∈ Rq , 0 ≤
i j < N , denotes the resulting error polynomial with t
non-zero coefficients in the locations corresponding to the
injected faults. From Lemma 2, it is clear that this checksum
error detection method cannot detect errors if

∑t
i j =1 εi j ≡

0 mod q. Assuming that the coefficients of the injected errors
are uniformity distributed over Zq and by noting that, in
this case, the function

∑t
i j =1 εi j is a balanced function,

i.e., it assumes all possible values in {0, 1, . . . , q − 1}
with equal probability = 1

q . Then, by ignoring the possi-
bility of simultaneously faulting the error detection circuit
itself, the error detection probability, averaged over all pos-
sible values of t , for this scheme is approximately given by
q−1

q = 1 − 1
q .

A mod p checksum formula that holds between the input
and output of the third decryption step is given in the Appen-
dix. However, in our implementation, we did not utilize this
checksum since it does not improve the overall error detec-
tion capability of our implementation. In particular, for the
implementation shown in Fig. 6, in order to be able to detect
errors that might be injected in b(x) during the calculations
of m in the third step of the decryption process, this step is
performed on the same set of registers that hold the result of
the Centerlift operation mod q. Consequently, any injected
errors in the coefficients of b(x) during the calculation of
m(x) can be detected, with probability 1 − 1

q , by the check-
sum in the figure.
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In the next section, we show how we can improve the
area requirement of this approach without impacting the error
detection capability.

5.3 Combining spatial redundancy and error detection
codes

While visualizing the the decryption process as composed
of three separate steps (see Sect. 2.3) allows us to better
understand the mathematics behind it, for hardware imple-
mentations, we do not have to separate these three steps. In
particular, since the coefficients of b are eventually reduced
mod p during the calculation of m in the third step of the

decryption, one can directly evaluate the Centerlift opera-
tion and reduce the coefficient of b(x) mod p in one step. In
our FPGA prototype, modular reduction mod p is imple-
mented using the algorithm for modular reduction mod
Mersenne primes (see Algorithm 3.1 in [16]). As depicted
in Fig. 7, spatial duplication is applied to detect errors
in the mod p operations by duplicating the calculation of
Centerlift(a(x)) mod p and storing the results in two differ-
ent registers, b and b̀. In this case, by comparing the two
registers, any error occurring during the calculation of any of
them can be detected with 100 % probability. On the other
hand, if the attacker induces a fault in the polynomial a(x),
this duplication cannot detect this error because the regis-
ters b and b̀ will be identical. However, in this case, the
applied checksum mod q detects this error with probability
1 − 1

q .

6 FPGA implementation

We used the Xilinx ISE 9.1i framework to design our pro-
tected NTRUEncrypt hardware prototype with parameters
(N , p, q, d f , dg, dr ) = (167, 3, 128, 61, 20, 18). The syn-
thesis was performed with XST application and the simu-
lation was performed using Modelsim. The target FPGA is
xcv1000e from Xilinx Virtex-E family.

At the beginning of the decryption operation, the private
key f (x) ∈ Rp is loaded into the chip through N parallel
I/O PINS in Tld( f ) = 
log2(p)� clock cycles. Similarly, the
private key Fp(x) is loaded in Tld(Fp) = 
log2(p)� clock
cycles. The ciphertext e(x) is then loaded in log2(q) clock
cycles. The most time consuming steps are the convolution
operations which require Tconv(·,·) = N clock cycles, each.
The Centerlift operation, Tcl(·), consumes one clock cycle.
Furthermore, Tout(m) = 
log2(p)� clock cycles are required
to output the plaintext m(x) using N parallel I/O PINS. Let
Tsum(a) and Tsum(b) denote the number of clock cycles for
accumulating the coefficients of the register a mod q and
b mod q, respectively. Figure 8 shows a simplified time-
line for the operations required by the above approaches.
The figure also illustrates the operations that are performed
in parallel and the one that are performed by utilizing
resource sharing. In the figure, the time between the vertical
dashed lines represents the number of clock cycles required
to perform one decryption operation for the input block
assuming that the private keys are already loaded into the
chip.

Fig. 7 Detecting errors using
checksum EDC and spatial
redundancy
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Fig. 8 Time-line (not to scale) of operations performed by the proposed architectures. Operations performed using resource sharing are shown in
dotted (blue) lines (color figure online)

The IEEE standard 1363.1-2008 specifies a message
encoding scheme (from binary to ternary) for NTRUEncrypt.
In particular, each three bit quantity of the binary presenta-
tion of the message is converted to two ternary coefficients
as follows

{0, 0, 0} → {0, 0}, {0, 0, 1} → {0, 1},
{0, 1, 0} → {0,−1}, {0, 1, 1} → {1, 0},
{1, 0, 0} → {1, 1}, {1, 0, 1} → {1,−1},
{1, 1, 0} → {−1, 0}, {1, 1, 1} → {−1, 1}.
Given this encoding scheme, each block with N coefficients
can be used to encode a message of length 3

2 × N bits.
Thus

Small throughput

≈ Clock frequency × 1.5N

Clock cycles required to decrypt one block
.

For all designs, the clock frequencies calculated by the syn-
thesis tool were �55.4 MHz. Table 2 shows the FPGA
resources, throughput and error detection capability of all
the above-proposed architectures when running at 55 MHz.
It should be noted that the above performance figures refer
to the raw NTRUEncrypt process. In practice, to encrypt a
message securely, one cannot simply convert the message to

trinary and apply raw NTRUEncrypt. The message needs to
be pre-processed before encryption and post-processed after
encryption to protect against active attackers. The necessary
processing is specified in IEEE Std 1363.1-2008, and dis-
cussed in [17].

7 Comparison of proposed schemes and simulation
results for random faults

One of the main objectives of this work is to provide a com-
parison between different options that can be used to protect
NTRUEncrypt against fault analysis attacks. As shown in
Table 2, the presented architectures provide different trade
off between the time, area and error detection capabilities.

The main advantage of the decryption–decryption method
is that it requires a very small area overhead. Under the con-
sidered fault model, this method is capable of detecting all
transient faults assuming that transient faults are not injected
in exactly the same locations during the redundant computa-
tion. On the other hand, the decryption–rotation–decryption
method is capable of detecting all transient and permanent
faults at the expense of increasing the required area. So the
two presented methods illustrate different trade-off between
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Table 2 FPGA Implementation results for raw NTRUEncrypt decryption with parameters (N , p, q, d f , dg, dr ) = (167, 3, 128, 61, 20, 18)

Dec-only Dec-Dec Fig. 4 Dec-rot-Dec Fig. 5 EDC-only Fig. 6 EDC-duplication Fig. 7

# of slices 3,423 3,636 4,890 4,647 4,260

# of slice FFs 3,919 4,218 4,234 3,579 4,236

# of 4-input LUTs 5,938 6,094 8,457 8,527 7,651

# of IOBs 337 337 337 337 337

#Slices overhead (%) – 6.22 42.86 35.76 24.45

#Clk cycles per block 2N + 10 3N + 11 3N + 11 2N + 10 2N + 10

Throughput (K blocks/s) 160 107 107 160 160

Throughput (Mbps) 40.05 26.91 26.91 40.05 40.05

Throughput degradation (%) – 32.81 32.81 – –

Type of detected faults – Transient Transient, permanent Transient, permanent Transient, permanent

Error detection probability (%) – 100 100 99.22 99.22

the required area and error detection capabilities. As shown
in Table 2, approaches based on error detection codes pro-
vide error detection probability ≈99.22 % for the imple-
mented system parameters without acquiring any penalty in
the system throughput. While this error detection capabil-
ity might be suitable for protecting implementations against
non-malicious faults, in security sensitive applications where
transient faults can be maliciously injected, we believe that
this level of protection is not enough; fault attacks are getting
better and the number of required faults is getting smaller.
Thus, from Table 2, in these situation the system designer
can choose between the decryption–decryption approach and
the decryption–rotation–decryption approach depending on
the design constraints and the assumed attack model, e.g.,
whether it is required to protect against permanent faults or
not.

During the initial phase of this work, we also investi-
gated the use of encryption as a redundancy mechanism to
protect against fault attacks on the decryption device. This
approach has been applied to the protection of other public
key cryptosystems such as RSA [18] where after complet-
ing the decryption, the encryption algorithm is applied to the
resulting plaintext, and only if the result of the encryption is
equal to the original ciphertext, then the system is considered
fault-free. For NTRUEncrypt, both f (x) and Fp(x), which
represent the private key of the device, can be stored securely
on the device. However, this method requires that the decryp-
tion device also has access to the public key h(x) as well as
to the ephemeral key, r(x), which needs to be freshly gen-
erated for each message. Thus, this method cannot be used
in practical applications of NTRUEncrypt since r(x) is not
available to the decryption device.

In what follows we present the results of our simulations
that we performed to validate the error detection capabilities
of the proposed methods. The following notation will be used
throughout this section.

– N1 denotes the number of cases where m(x) is not the
same as the correct output, i.e., the output in the fault free
situation, and the error indication flag cannot detect the
erroneous output.

– N2 denotes the number of cases where m(x) is the same
as the correct output but the error indication flag detects
an erroneous output.

– N3 denotes the number of cases where m(x) is not the
same as the correct output and the error indication flag
detects the erroneous output.

– N4 denotes the number of cases where m(x) is the same
as the correct output and the error indication flag does not
detect any error. In other words, such faults are masked
and they do not result in any error in the output.

Based on such cases, the fault coverage (FC) is evaluated as
a function of the above values as

FC = 100 × N2 + N3

N1 + N2 + N3
.

Table 3 shows the values for N1–N4 and FC when faults
occur in one random coefficient in the output of (i) one
circuit block (e.g., in the module that calculates a(x)) and
(ii) in two circuit blocks simultaneously (e.g., in the mod-
ule that calculates a(x) and the one that calculates b(x),
simultaneously). Throughout our simulations, and for ran-
dom ciphertexts, 1,000 random faults are injected in the
selected blocks. As expected, the simulation results for the
decryption–decryption case are very similar to the ones
obtained for the decryption–rotation–decryption since the
fault is assumed to be inserted at a random location in the
polynomial presenting the faulted module and consequently
the rotation does not affect the results. Also our simulations
consider transient faults only, for which both schemes have
identical error detection capabilities. When using EDC and
the faults are inserted in m(x), the EDC is unable to detect
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Table 3 Fault coverage
corresponding to faulting one
random coefficient of the
polynomials in certain blocks
(B)

B N1 N2 N3 N4 FC (%)

Dec-Dec b 0 0 680 320 100.0

m 0 0 1,000 0 100.0

à 0 666 0 334 100.0

b̀ 0 670 0 330 100.0

m̀ 0 1,000 0 0 100.0

a, b 0 0 869 131 100.0

a, m 0 0 1,000 0 100.0

a, à 1 199 708 92 99.89

a, b̀ 1 212 695 92 99.89

a, m̀ 0 328 672 0 100.0

b, m 0 0 1, 000 0 100.0

b, à 2 207 676 115 99.77

b, b̀ 0 228 673 99 100.0

b, m̀ 0 334 666 0 100.0

m, à 0 0 1,000 0 100.0

m, b̀ 0 0 1,000 0 100.0

m, m̀ 3 0 997 0 99.7

à, b̀ 0 906 0 94 100.0

à, m̀ 0 1,000 0 0 100.0

b̀, m̀ 0 1,000 0 0 100.0

Dec-rot-Dec a 0 0 675 325 100.0

b 0 0 682 318 100.0

m 0 0 1,000 0 100.0

à 0 652 0 348 100.0

b̀ 0 680 0 320 100.0

m̀ 0 1,000 0 0 100.0

a, b 0 0 893 107 100.0

a, m 0 0 1,000 0 100.0

a, à 2 226 693 79 99.78

a, b̀ 1 197 674 128 99.89

a, m̀ 0 313 687 0 100.0

b, m 0 0 1,000 0 100.0

b, à 2 218 684 96 99.78

b, b̀ 0 210 687 103 100.0

b, m̀ 0 335 665 0 100.0

m, à 0 0 1,000 0 100.0

m, b̀ 0 0 1,000 0 100.0

m, m̀ 0 0 1,000 0 100.0

à, b̀ 0 886 0 114 100.0

à, m̀ 0 1,000 0 0 100.0

b̀, m̀ 0 1,000 0 0 100.0

EDC-only a 0 363 637 0 100.0

b 0 320 680 0 100.0

m 1,000 0 0 0 0.0
∑

ei 0 1,000 0 0 100.0
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Table 3 continued

N1 + N2 + N3 + N4 = 1,000
random faults

B N1 N2 N3 N4 FC (%)

∑
bi 0 1,000 0 0 100.0

a, b 8 128 861 3 99.2

a, m 0 0 1,000 0 100.0

a,
∑

ei 9 303 683 5 99.1

a,
∑

bi 5 323 672 0 99.51

b, m 0 0 1,000 0 100.0

b,
∑

ei 4 327 666 3 99.6

b,
∑

bi 5 334 658 3 99.5

m,
∑

ei 0 0 1,000 0 100.0

m,
∑

bi 0 0 1,000 0 100.0
∑

ei ,
∑

bi 0 989 0 11 100.0

EDC-duplication a 0 363 637 0 100.0

b 0 320 680 0 100.0

m 1,000 0 0 0 0.0
∑

ei 0 1,000 0 0 100.0
∑

ai 0 1,000 0 0 100.0

b̀ 0 1,000 0 0 100.0

a, b 0 131 869 0 100.0

a, m 0 0 1,000 0 100.0

a,
∑

ei 9 303 683 5 99.1

a,
∑

ai 5 323 672 0 99.5

a, b̀ 0 331 669 0 100.0

b, m 0 0 1, 000 0 100.0

b,
∑

ei 0 341 659 0 100.0

b,
∑

ai 0 350 650 0 100.0

b, b̀ 0 313 687 0 100.0

m,
∑

ei 0 0 1,000 0 100.0

m,
∑

ai 0 0 1,000 0 100.0

m, b̀ 0 0 1,000 0 100.0
∑

ei ,
∑

ai 0 990 0 10 100.0
∑

ei , b̀ 0 1,000 0 0 100.0
∑

ai , b̀ 0 1,000 0 0 100.0

this error (these corresponds to the rows with FC = 0.0).
However, it should be noted that this type of faults is not use-
ful to attackers since they better off by just adding random
values to the message decrypted with the non-faulted circuit.
For the results presented in Table 3, N2 consists of two sets
of faults depending on whether the injected faults are in the
original circuit, i.e., the one that computes m(x), or in the
overhead part (e.g., in the redundant circuit that computes
m̀(x) or in the EDC block). Typically, the faults of the latter
set are identified as false alarms. However, this typical defi-
nition should be interpreted with care. In particular, system
designers should not be tempted to lower this number without
carefully considering its meaning. For example, consider the
part of the table that corresponds to injecting faults into the
decryption–decryption scheme where the faults are injected

in the redundant circuit in modules à(x), b̀(x) or m̀(x) with-
out affecting the original computation. These faults resulted
in corrupting the output of the redundant computation but
the original decryption computation still produced the cor-
rect output. In this case, N2 may not be considered as false
alarms since the purpose of the error flag is to indicate that
the result of the original computation does not agree with
the result of the redundant computation even if the result
of the original computation agrees with the desired correct
decryption. It should also be noted that when protecting cryp-
tographic hardware, it is better to prevent the attacker from
accessing the output of the device whenever a fault injec-
tion attempt is predicted by the device even if the inserted
faults do not change the actual output. Finally, it should
be emphasized that the main objective of our work is to
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provide countermeasures against faults that allow the attacker
to recover the secret key of the device and some of the faults
considered in the simulations (e.g., faults that affect two
blocks simultaneously, faults that only affect the EDC cir-
cuitry in Figs. 6, 7 and faults that only affect the block that
calculates m(x) = Fp(x) � b(x) in Figs. 4, 5, 6, 7) do not
allow the attacker to do so.

8 Conclusions and future works

We presented different techniques for strengthening the resis-
tance of NTRUEncrypt hardware implementations against
fault attacks. We provided a comparison between these dif-
ferent techniques in terms of their error detection capabili-
ties as well as area and throughput overheads. The optimum
choice between the proposed methods should be decided by
the security engineer depending on the design requirements
and the assumed attack model.

While we focused only on FPGA implementations, com-
paring the space complexities of the presented schemes in
terms of gates required for ASICS implementations is a logi-
cal extension for this work. Extending fault attacks and devel-
oping the corresponding countermeasures for other variants
of NTRUEncrypt with f = 1 + pFp, or constructions with
padding, are other interesting research directions.
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Appendix

Using the same notation as in Lemma 2, in this appendix, we
derive a checksum formula (mod p) that holds between the
input and output of the last step in the decryption process.

Lemma 3 Let Fp = ∑N−1
i=0 Fi

pxi , where Fi
p is the coeffi-

cient of xi in the polynomial Fp. Then, we have

(
N−1∑

i=0

Fi
p

)
mod p = 1.

Proof By definition, f (x) � Fp mod p = 1. Thus we have

⎛

⎜⎜⎜⎜⎜⎜⎝

1
0
·
·
·
0

⎞

⎟⎟⎟⎟⎟⎟⎠
=

⎛

⎜⎜⎜⎜⎜⎜⎝

f0 fN−1 . . . f1

f1 f0 . . . fN−2

· · · ·
· · · ·
· · · ·

fN−1 fN−2 . . . f0

⎞

⎟⎟⎟⎟⎟⎟⎠

⎛

⎜⎜⎜⎜⎜⎜⎝

F0
p

F1
p
·
·
·

F N−1
p

⎞

⎟⎟⎟⎟⎟⎟⎠

=

⎛

⎜⎜⎜⎜⎜⎜⎝

(F0
p f0+F1

p fN−1+. . .+F N−1
p f1) mod p

(F0
p f1+F1

p f0+. . .+F N−1
p fN−2) mod p

·
·
·

(F0
p fN−1+F1

p fN−2+. . .+F N−1
p f0) mod p

⎞

⎟⎟⎟⎟⎟⎟⎠
.

(6)

Again, by noting that
∑N−1

k=0 fk = 1, we have
⎛

⎝
N−1∑

k=0

Fk
p ×

N−1∑

j=0

f j

⎞

⎠ mod p = 1 ⇒
(

N−1∑

k=0

Fk
p

)

mod p = 1.

�	
Lemma 4
(

N−1∑

i=0

bi

)
mod p =

(
N−1∑

i=0

mi

)
mod p.

Proof Similar to the proof of Lemma 2, we express the con-
volution operation m(x) = b(x) � Fp(x) mod p in matrix
form. Then, the proof follows by utilizing the result of
Lemma 3 to simplify the resulting summation. �	
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